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Headnote

Hip, Hip...Hooray? 

Steven A. Meyerowitz

As privacy advocates, class action lawyers, interested consumers, and others struggle 
to find means of enforcing privacy obligations in the courts, judges grapple with the 
question of whether entities that violate privacy laws properly face private damages 

liability. Because most national privacy rules (notably HIPAA and Gramm-Leach-Bliley) contain 
no private cause of action, plaintiffs struggle to find creative ways to sue over such privacy and 
security violations. For “injured” victims, finding an appropriate legal theory may be a critical 
threshold requirement to securing monetary damages. For companies facing privacy obligations, 
understanding these challenges is critical to appropriately assessing litigation risks.

Kirk J. Nahra, the chair of the Privacy Practice at Wiley Rein & Fielding LLP and the 
author of our lead article, “New Appellate Court Ruling May Foster HIPAA Litigation,” points 
out that this ongoing “debate, search, and assess” effort is why the recent case of Sorensen 
v. Barbuto is so interesting. In that case, a patient sued his former doctor for providing assis-
tance to the defendant in a personal injury suit brought by the patient. Mr. Nahra says that the 
alleged facts are fairly egregious, but they highlight how a “HIPAA-like” claim can be main-
tained. He also observes that the case focuses attention on how—with the right facts—judges 
may seek out means of remedying HIPAA violations where a reasonably defined actual harm 
or particularly bad behavior is asserted.

Breach Notification Laws

Instances of identity theft, stolen laptops, unauthorized entries into electronic data bases 
and similar attacks on personal data have risen significantly both with regard to their fre-
quency and the number of persons affected. While state laws have been enacted to address this 
growing problem, these statutes create new compliance burdens for businesses of all sizes.  

As bills circulate in Congress, nearly all states have enacted legislation of one form or 

PDS Review November 2006 Vol 1 N615   615 12/4/06   4:59:33 PM



616

Privacy & Data Security Law review

another to help individuals protect their personal information and avoid falling victim to iden-
tity theft. Joseph J. Lazzarotti is an employee benefits attorney with Jackson Lewis LLP and 
the author of our next article, “Responding To An Unauthorized Breach Of Your Company’s 
Electronic Personal Information:  A Discussion Of State Breach Notification Laws And 
Preventative Strategies,” notes that these measures range from codifying the crime of identity 
theft and increasing civil and criminal penalties to requiring specific protections for certain 
types of information, such as social security numbers. Mr. Lazzarotti’s article provides a 
general discussion of the common provisions of these laws, as well as some areas where they 
differ. He then offers some preventative strategies.  

Enjoy the issue!

Steven A. Meyerowitz
Editor-in-Chief
November 2006
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New Appellate Court Ruling 
May Foster HIPAA Litigation

Kirk J. Nahra

A recent decision highlights how a “HIPAA-like” claim can be maintained and focuses attention 
on how—with the right facts—judges may seek out means of remedying HIPAA violations where 

a reasonably defined actual harm or particularly bad behavior is asserted.

As privacy advocates, class action law-
yers, interested consumers, and others 
struggle to find means of enforc-

ing privacy obligations in the courts, judges 
grapple with the question of whether entities 
that violate privacy laws properly face private 
damages liability. Because most national pri-
vacy rules (notably HIPAA and Gramm-Leach-
Bliley) contain no private cause of action, 
plaintiffs struggle to find creative ways to sue 
over such privacy and security violations. For 
“injured” victims, finding an appropriate legal 
theory may be a critical threshold requirement 
to securing monetary damages. For companies 
facing privacy obligations, understanding these 
challenges is critical to appropriately assessing 
litigation risks.

This ongoing “debate, search, and assess” 
effort is why the recent case of Sorensen 
v. Barbuto is so interesting. In that case, a 
patient sued his former doctor for providing 
assistance to the defendant in a personal injury 

suit brought by the patient. The alleged facts 
are fairly egregious, but they highlight how a 
“HIPAA-like” claim can be maintained. The 
case also focuses attention on how—with the 
right facts—judges may seek out means of 
remedying HIPAA violations where a reason-
ably defined actual harm or particularly bad 
behavior is asserted.

Case Facts

The alleged facts are straightforward (if 
a bit bizarre). The plaintiff, Sorensen, suffered 
injuries in an automobile accident. The defen-
dant, Dr. Barbuto, treated him for an extend-
ed period of time for these injuries. When 
Sorensen’s medical insurer removed Barbuto 
from its preferred provider list, Sorensen ter-
minated his treatment relationship with Barbuto 
and began to receive treatment from another 
physician. 

Shortly thereafter (and apparently unre-
lated to this change in physicians), Sorensen 

Kirk J. Nahra is the chair of the Privacy Practice at Wiley Rein & Fielding LLP and serves on the 
Board of Directors for the International Association of Privacy Professionals.  He can be reached at 
knahra@wrf.com.
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Instances of identity theft, stolen laptops, 
unauthorized entries into electronic data 
bases and similar attacks on company-held 

personal data aer on the rise, becoming more 
frequent and affecting more individuals. As a 
result of such security breaches, many people 
have had the unfortunate task of rebuilding 
their credit rating while their financial life is 
put on hold. The good news is that nearly all 
states have enacted laws in  one form or anoth-
er to help individuals protect their personal 
information and avoid falling victim to identity 

theft. These measures range from codifying the 
crime of identity theft and increasing civil and 
criminal penalties to requiring specific protec-
tions for certain types of information, such as 
social security numbers. 

The bad news is that these statutes create 
new corporate compliance obligations and 
new potential liability risks for companies 
regardless of size. for example, one approach 
taken by more than 30 states requires busi-
nesses to provide a notice when there has 
been an unauthorized breach of personal 

Responding to an Unauthorized 
Breach of Your Company’s 

Electronic Personal Information:  
A Discussion of State Breach 

Notification Laws and 
Preventative Strategies

Joseph J. Lazzarotti

The author provides a general discussion of the common provisions of state breach notification 
laws, as well as some areas where they differ. He also offers some preventative strategies.

Joseph J. Lazzarotti is an employee benefits attorney with Jackson Lewis LLP, in the firm’s White Plains, N.Y., 
office.  In addition to coordinating the firm's HIPAA and Workplace Privacy Practice Group, he advises clients 
regarding various issues involving retirement and welfare plans pertaining to ERISA, HIPAA, the Internal 
Revenue Code, and other federal statutes.  Mr. Lazzarotti can be reached at lazzarottij@jacksonlewis.com. 
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The governor of Arizona recently signed 
Senate Bill 1225, which amends the 
Arizona Public Records Law to make it 

easier for those who are refused public records 
to recover attorneys’ fees if the court rules on a 
claim against the governmental entity that has 
improperly withheld the public record. 

Background

Arizona’s public records laws require 
all public bodies of the state to maintain all 
records necessary or appropriate to maintain 
an accurate knowledge of their official activi-
ties. Any person who is denied access to pub-
lic records has the right to file an expedited 
lawsuit in superior court against the public 
officer who denies access to the requested 
record.

What Is A Public Record?

Arizona law broadly defines public 
records to include most documents created 
or maintained by public bodies. Specifically, 
Arizona Revised Statutes Section 41-1350 
defines “records” as all books, papers, maps, 
photographs or other documentary materials, 
regardless of physical form or characteris-
tics, including prints or copies of such items 
produced or reproduced on film or electronic 
media pursuant to Section 41-1348, made 
or received by any governmental agency in 
pursuance of law or in connection with the 
transaction of public business and preserved 
or appropriate for preservation by the agency 
or its legitimate successor as evidence of the 
organization, functions, policies, decisions, 
procedures, operations or other activities of 

Attorneys’ Fees Now More 
Easily Available Under 

Arizona Public Records Law
Troy P. Foster

As a result of S.B. 1225, Arizona public bodies may more readily incur attorneys’ fees and 
other legal costs, while ultimate access to public records may increase. This article “defines” a 

public record and addresses who and how the bill will affect companies and organizations.

Troy P. Foster is a partner and head of Lewis and Roca LLP’s Labor and Employment section. His 
practice focuses on defending employees and individuals in discrimination and wrongful termination 
claims. Resident in the firm’s office in Phoenix, Mr. Foster can be reached at tfoster@lrlaw.com. 
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A recent ruling on summary judgment 
in an Oregon District Court case, 
CollegeNET, Inc., v. XAP Corp., high-

lights one costly implication of posting a defi-
cient online privacy policy: a claim for unfair 
competition.  

Plaintiff CollegeNET, Inc., provides 
online college admission application services 
to college-bound students.  Colleges and 
universities pay plaintiff for these services.  
Defendant XAP Corporation provides similar 
online college application services to college-
bound students through numerous “Mentor” 
Web sites.  Defendant’s clients that pay for 
said services include state agencies, depart-
ments of education, and lending institutions 
(“Commercial Institutions”).

Some of defendant’s Mentor Web sites 
include a Web page with the following state-

ment: “Personal data entered by the user 
will not be released to third parties without 
the user’s express consent and direction.”  
Certain account set-up screens on defendant’s 
Mentor Web sites also include the following 
language: “The information you enter will be 
kept private in accordance with your express 
consent and direction.  Click here to view 
the Privacy Statement.”  In addition to these 
statements, some of the defendant’s Mentor 
sites ask the following opt-in question: “Are 
you interested in receiving information about 
student loans or financial aid?”  Personal 
data collected from students that answered 
“yes” to the opt-in question was shared with 
defendant’s paying clients including commer-
cial institutions.  

District Judge Anna Brown, on a motion 
for summary judgment and a cross-motion for 

Oregon District Court Ruling 
Highlights Importance of  

Posting an Accurate Online 
Privacy Policy

M. Taylor Florence and Gaurav Kalra

A company that violates its own online privacy policy may face a claim for unfair competition.

M. Taylor Florence is chair of the board of directors and a shareholder in Bullivant Houser Bailey PC. 
Resident in the law firm’s Sacramento office, he can be reached at taylor.florence@bullivant.com. Gaurav 
Kalra, an associate in the firm’s Sacramento office, can be reached at gaurav.kalra@bullivant.com. 
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consequence of their operation, surrounding 
inside temperatures rise up to 150 degrees 
Fahrenheit (°F), necessitating excess ener-
gy removal (through thermal dissipation) to 
reduce ambient temperature to between 60 
and 70 degrees Fahrenheit, considered opti-
mal for such plants.   

Growers have used air ventilation and 
water heat exchanger systems to control 
indoor temperatures, transferring the thermal 
energy outside and thereby raising tempera-
tures at exhaust ducts or of effluent.  To exploit 
this vulnerability, law enforcement employed 
photo-sensitive sensors of infrared radiation 
to identify structures where marijuana might 
be grown.  The defendants charged for such 
cultivation asserted that this advanced tech-
nology clashes with their reasonable expecta-
tions of privacy.  Prosecutors countered that 
law enforcement against indoor marijuana 
cultivation could be severely impeded absent 
thermal imaging as a practical measure to 

The competing public interests of prosecut-
ing criminal activity and respecting privacy, 
particularly in one’s abode, have long been 

debated in state and federal courts.  Meantime, the 
development of thermal imaging by measurement 
of infrared radiation raised concerns regarding such 
technology for evidence gathering by law enforce-
ment.  In June 2001, the U.S. Supreme Court held that 
use of thermal imagery, absent a warrant, represents 
an unreasonable search under the Fourth Amendment 
of the United States Constitution for which the rem-
edy is exclusion.  Prior and subsequent search cases 
demonstrate consistency with the Court’s approach.  

Background

During the previous decade, marijuana cultiva-
tion for narcotics trafficking shifted from remote 
fields outdoors to concealed indoor operations using 
hydroponics and high-intensity artificial lighting.  
High-pressure sodium lamps are frequently 
procured for indoor cultivation due to their 
high illumination-to-power conversion.  As a 

Infrared Imaging and the 
Expectation of Privacy

G. W. Thielman

Thermal imaging used to identify residences suspected of indoor marijuana cultivation raises 
privacy issues that came to the attention of the U.S. Supreme Court.  This article addresses 

some of the legal precedents by quantitative comparison and physical aspects associated with 
infrared light involved in this controversial topic.  

G. W. Thielman, Patent Counsel at the Naval Surface Warfare Center—Dahlgren Laboratory, is a California 
bar member, registered with the U.S. Patent and Trademark Office, and a licensed Professional Engineer.  The 
opinions expressed herein are solely those of the author, who can be reached at gerhard.thielman@navy.mil. 
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was being undertaken on behalf of terrorist 
elements.  The government planned to take 
action, including freezing the assets and 
searching the premises of each foundation.  
However, on the day before such actions 
were to take place, reporters from the New 
York Times (the “Times”) placed calls to the 
foundations, in each case inquiring whether 
they would comment on the planned govern-
ment action to freeze assets.  The government 
alleged that such actions allowed the founda-
tions to prepare for the searches and asset 
freezes, and could have put law enforcement 
personnel in jeopardy.  As a result, the U.S. 
Attorney for the Northern District of Illinois 
began a grand jury investigation to determine 
whether the disclosure to the Times reporters 
of the government’s plans to search the prem-
ises of the foundations and seize their assets 
violated any criminal laws.  

Current Developments 

You Don’t Say?  The Times Must 
Disclose Confidential Sources

Christopher J. Volkmer

The recent decision of the Second Circuit 
Court of Appeals in The New York 
Times Company v. Gonzales  reflects 

how sharply focused the examination becomes 
in reviewing the scope of a privilege protect-
ing the disclosure of private information.  In 
this case, the information in question was the 
identity of an informant, and the privilege is 
the press protections asserted under the First 
Amendment and common law.  An examina-
tion of the majority and dissenting opinions 
reveals a fascinating description of law, poli-
tics, and culture in the post 9/11 era.

The Grand Jury Investigation

The facts begin in 2001, shortly after the 
attack on the World Trade Center.  The U.S. 
government was investigating whether the 
money raising activities of two foundations 

Christopher J. Volkmer, the “Current Developments” columnist for the Privacy & Data Security Law Journal, is 
a shareholder in the Corporate/Securities Section of Winstead Sechrest & Minick P.C. Mr. Volkmer’s primary 
practice focuses on technology-related corporate transactions, privacy issues, and e-commerce. Resident in 
the firm’s office in Dallas, Mr. Volkmer can be reached at cvolkmer@winstead.com.
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