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Cash Dispensing Machines ChecKIiSt..........ccueriiriiiiiiiieieeie ettt
Large Dollar Return Item Notification Form: OUtZOing.........cceecverieriierienienieeieeieeieesieeseeseesee e

Large Dollar Notification FOrm: INCOMING...........cccveriirriiiiiiieiiieiiesieienee e see e eve e ese e ssee e sns

RESEAICH REQUEST....cviiiiiiciiieeiicieetese sttt ettt ettt e s e e s tbessbeesb e et e essaestaestbessbessbessbeasseasseesseensns

Section E3
Audit Program
Truth in Savings (Part 707)

Audit Program Sample Truth in Savings (Part 707) ......cccveeierierierierieeieeie et ere e ve e
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PART F: LENDING

Section F1
Business Lending

Construction Loan Addendumm ............oouieiiiiiiieee ettt st e F1-1
A/R and INVENtory WOTKSNEET ........c.oeiuieiieiieieeeee ettt sttt ettt e b e sneesneas F1-3
Loan Application SAMPIE ........ccvevieiiiiiiieiieeiieseesieste e et eseeseesseeseeessaessseasseessaesseesssesssesssesssesssessseens F1-5
ESCTOW OTAET ...ttt ettt e b ettt b ettt et et e sbe et e nbesbeentenbeeaeenee e F1-16
Letter of Instruction to Title COMPANY .....ccecvvieriiiiiiiieii ettt eseesee st e sresreereeseesseesraesseesssesssesssesenas F1-17
Demand REQUESE ......c..iiiiiieiiieciee ettt ettt e st e et e e st e e etbeesabeeesseeesseessseeentaeesseesnreeenssens F1-19
Credit Memoranduum SAMPLE ..........eeciiiiiiiieiiii ettt ee e e sbeeestaeeebeeeabeessseesssaeessseessseeans F1-21
Credit File Setup CRECKIIST .....ccviiiieiieciieeie ettt ettt st et e st e saeebeesneesnees F1-24
Loan and Real Estate Processing CheCKIiStS..........ccvioviiriiriienienienieeieeieeieeie et seeseeseneseneseseeenes F1-26
Financial Statement Analysis Sample WOrkSheet..........cccveviverieriiiiciieiiciieeeeesee e F1-28
Pro Forma (Projections) FOrmat SAmPle ..........cccvevieiieiiiiiiiiieeeeereecee ettt s sene e eare e F1-32
Tax Return Analysis FOrmat Sample .........c.ooociiiiiiiiiiiiiiiiee ettt et F1-33
ApPPraisal REQUEST FOIM .......uiiiiiiiiiciiie ettt ettt et v e et eeebeesbaeestbeesssaesnseeesneas F1-34
Environmental Site Inspection CheckliSt.........cccciiiiiiiiiiiiiiei e F1-35
Environmental Site Inspection Checklist for Loan Officers ...........coceeveririenininiieninieenenceeseeeene F1-40
Loan Review Sample ChEeCKIiSt.......cccviiiiiiieiieiieriesie ettt e e esseestaesraessnesssessnesnnes F1-42
Policy and Procedures CheCKIiSt........c.eiviiiiiiiieiiiiieciie ettt ettt e v esbeebe e e taessa e enesenas F1-43

Section F2
Consumer Lending

Officer’s Direct and Indirect Indebtedness to Own and/or Other Financial Institutions ...............cc....... F2-1
Credit POLICY SAMPIE .....ooiiiiieiiieciie ettt te et e et e e et e e ebaeestveessbaeessseessseeensaeensaeensseesssesensns F2-2
Fair Lending CRECKUP.......c.te ittt ettt sttt et esteesaee s st e enbeeabeenseenseenseenseens F2-5
FACT Act Summary/Status of Key PTrOVISIONS ........ccccveriierierieniiiiinieeieesieesieesee e snesveenseeseeseesseens F2-7
Audit Program Fair Credit REPOTTING ACt.......ceecieriiirieiiieieeieesieeseesee e ereereesseeseeesseesenesnsesnseenseenns F2-16
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PART G: MORTGAGE LENDING

Section G1
Compliance by Regulation

Truth-in-Lending Compliance Checklist Mortgage Loans ...........cccveevvieriieeeeiieeniiesiie e ecvee e

Truth-in-Lending Examination Procedures Mortgage Loans ...........cocceeveeriiniiniieenieeneeneecieee e

Truth-in-Lending Compliance Checklist for Home Equity Credit Lines ..........cccccovceeveninienencnnenne.
Section 32 Mortgage L.oan WOrKShEet.........c.eoviiviiriiiiieiieeeeere et
Electronic DiSclosure CRECKIISt ... ......oiiiiiiiieieieiee ettt
Section 32 Compliance ChECKIISt ........cceiuiiiiiiiiiie ettt et e e ar e e s veeeree e ebaessreeas
LAR Completion CRECKIIST.........uiiiiiiiiieciie ettt ettt et et e et eesveeeateessbeeestaeesaseessseeensseensnas
Certifying Officer ChECKIISt .......ooiiiiiiiieiieee ettt st ettt ns
HMDA Compliance CReCKIiSt ... ...ccoviiriiiieiieiiieieeieeseesee sttt eteeseeessaessaessseesseessaessaessnesseensns
RESPA Compliance CRECKIIST.......vcvviiieiiiiiiieiieeitesieeste e sre st e st ere e seaesteestaessnesssessseesseesseesseenns
Flood Insurance Compliance ChECKIISt ........ccviviiiiiiiiiiiiiieeie et sre e ere e sreesreeseaesene e
Flood Insurance WOrkSheet .........cc.ooiiiiiiiiiii ittt
Flood Insurance Compliance Monitoring Checklist ...........cccviiiiieciiiiiiiiiiiieieeeee e
General Rule Checklist (12 CFR § 701.21(d)) coovvveiiieeieeeiee ettt e
Homeowners Protection Act Compliance Checklist..........ccvvvvieeiierienierieriesie e
ECOA Compliance ChECKIISt ......ccuviiiiiiiiieiieeieeieereesee e sve et ere e eseaestaessaessnesssessseesseesseesseenns
FCRA Compliance ChECKIISt. ... .ccuiiiiieiiiiiiiie ettt et esiteseesresve s e esreesseesseestaeseaessvesssessseessessseesseenens
Fair Housing Act Compliance ChecKIiSt ..........cociiiiciiiiiiiiiieeciis ettt
Fair Lending Compliance ChEeCKIISt .........ccuiiiiiiiiiiiiiie ittt ettt e e en e e
Subprime Lending Compliance ChecKIist ..........cccueviiiiiieiiieiieieierie et
Advertising Compliance CRECKIIST ........ccuvevuierieriiiiiciieieee et see e sre e re e e sseesseesaaesraessnesnneans
Fair Housing Act Advertising Compliance Checklist.........c.cccveevierienienienienie e
Online Advertising Compliance CheCKIiSt ........c.occviiviiiriieriieiie et ere e
Telemarketing Compliance CheCKIiSt...........ooiiiiiiiiiciiieiieciee ettt e ere e sabe e
Tie-In Compliance CRECKIIST .......ccciiiiiieeiiieciie ettt ettt e e e e te e e sebeeesbaeesebeessseeessaeenenas
Gramm-Leach-Bliley Act Privacy Provisions Checklist ............ccoeeieiiirriiniiniinieeieeeeeeeeeee e
Unfair or Deceptive Business Practices Compliance Checklist..........coevvevieriieriieiiieniiieieeieeeeeene

Lender Liability CRECKIISt ......vciuiiiiiiiiiiieiieitesitere et ste et e e ssaeseaesnaessseensaessaessaesseesseensesnnns
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Environmental Protection Compliance CheckliSt...........ccvevvierierierierienierieeieeie e G1-98
EFTA Compliance CRECKIISt .......cc.eiviiiiiiiiiieeieeie ettt sttt taesteestaesenesssessseesseesseesseennns G1-99
Internet Activities Compliance CheCKIISt .........ccviiiiiiiiiiiieiieieee et sbeesr e raeeees GI1-100

Section G2

Operations
Mortgage Loan ReVIEW WOTKSNEEt .........cccuiiiiiiiiiicce ettt G2-1
Loan Application CRECKIISE .........ccicuiiiiiiiiiie ettt ete et e e e e e eta e e veesbaeestbeesssaeessaeensseesssenas G2-2
(@0 T Oa) 113 (o) N o PRSPPI G2-6
Loan Documentation CRECKIISE. .......cc.oiiiiiiiiieiiiteeeee ettt G2-18
PART H: MARKETING
Section H1
Marketing Compliance
Credit Union Mortgage Rate Sample Chart...........ccoccvvveiiiiieiiieniierieesee et seeseneseesveesseens HI1-1
Closed-End Loan Advertising Compliance ChecKIist ..........cccveviiiiiiiiiiiiiiiieesieesiesiesiesre e ere e HI1-2
Open-End Loan Advertising Compliance CheCklist..........cccviiiiiiiiciiiiiiiiiiieciie et H1-3
Sample Credit Union Web Page ..........oooiiiiiiiiiiicce ettt et tae e ssveeesree e H1-5
Share Account Advertising Compliance Checklist...........ccuoriiriiiiiiiiiiiierieeeee e HI1-6
Non-Insured Account Advertising Compliance ChecKIist...........ccvvevieciierierienienierie e HI1-8
PART I: PRIVACY, SECURITY, AND TECHNOLOGY
Section I
Member Privacy
Certification Authorities Risk Management Checklist ...........cccocveeuiriiierienienierieeieeieee e I1-1
Intrusion Detection System Risk Management ChecKIist........c..cccveviirieiiieiiieiiiecie e sve e I1-3
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Virus and Firewall Management CheCKIiStS ..........cccverierieriiiiiiieeiteeesee e see et ere e eseeseeseaesenesnne e 11-8

Regulatory ISSUES CRECKIISt......cuiivieiieiieiieriee sttt ettt et e et e etaestaessaessaesnseensessseenseensens 11-17
Legal Restrictions on Data CheCKIiSt.........cc.eiviiiiiiiieiieieiesiesie st esieesreesresereesreesreesseesseesses 11-21
Inventory of Existing Policies and ProCedUrIes ............cccceiiriiiiiieieiieciee et 11-22
Consumer Data Protection/Privacy Information Sheet and Initial Notice for Credit Union.................. 11-23
Tips and Hints for Privacy Implementation............cccocuieiiieiiienienierie ettt 11-25
Insurance and Investment Privacy CheckIist ..........cccocvveiiiciieiienieiesie et 11-30
Joint Venture Data Privacy CheCKIiSt........ccvoviiriiiiiiriieiieieeeeieree et senesseennees 11-31
Audit Review Corrective Action Follow-Up Sample Grid..........ccoecvevviniieiiienieniesiecieeveere e 11-32
Monitoring Internal Control Procedures Sample Worksheets ...........coovvveviieiieiiniieciieciie e 11-33
Monitoring Review Issues/Concerns Sample Memorandum and Stated Corrective Action ................. 11-49
Monitoring Review Corrective Action Follow-Up Sample Grid.........cccocevvievininiininiineninienenceeene I1-51
Member Data Protection/Privacy Coordinator Action Plan Initial/Next Steps.........ccoceveverreereneenene 11-52
Member Data Protection/Privacy Coordinator Action Plan (Ongoing) Planner...........ccccccoeevveevveneennen. 11-57
Data Security and Privacy Risk Ratings Risk Assessment of Data Privacy and Security

Concerns by Critical Systems and Support Products ..........c.ccccveeeeiieriiiiiieecieecee e I1-58
Member Data Complaint Tracking SYStEIM .........ccceiviiiieiiiiiieciee e eeieeeee et ereeeeveesveeereeesereesarees 11-62
Monthly EffiCiency REPOTTS......c.coiiiiiiiiiiiiieie ettt ettt sttt et ettt seeeeneeeneees 11-63
Information Systems Intrusion Detection Report ...........cvecvieiieriirieiieiieeie e 11-64
Information REqUESt REPOTT........cciviiiiiiiiiieiierieete ettt ettt et esireesbe e baessaessaesssesnsessseenseensens 11-65

Section 12
IT Management

Credit Union USA IT Workstation Information Sheet ............ccceoeiiiieiiniiieeeeee e 12-1
Inventory Form for Systems HardWare...........c..cooiiiiiiiioiiiiiiiecie ettt veeevee e 12-2
Request Form for HardWare/SOTtWaTe ..........cccuiiiiiiiiiie ettt e eeveeenes 12-5
WOTK OFA@I FOIMIN L.cvviiiiiiiciie ettt ettt e s v e et e e s b e e ebeeestbeeenveeesaeesaseeesseesnreeanns 12-6
Internet Access EMPlOYEe REQUESE.......ccveiiiiiiiiiciieiieeeese ettt st e s esnaesnne e 12-7
Daily INCIAENT REPOTL......eeriiiieiiiiieiieiierie sttt ettt e ettt e e e e steesaaessaeasseenseesseesseessaessaesseessneans 12-8
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INCIAENT CONTACT LISt....ocviiiieiiiiiii ittt ettt ettt e et e e et e e etee e tbeesebeeetseesabeesaseeensseesnsenas 12-18
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BACKUP L0 tiiiieiieiieeie ettt et ettt e st e st e et e s e eteessaessbeesbeess e et e eseessaessteanseenseenseenreas 12-19
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Information Security Risk Assessment WOrKSheet..........c.eccvieeiierieniienienieiie e 13-1
Information Technology Risk Assessment WOrksSheet........c..cccvevviiviiirieiieiiecie et sne e 13-4
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Multifactor Authentication CHECKIIST.........coueiiiriiriiieiieteee ettt s 13-30
Fedline EFT Internal Control CheCKIiSt........coiiiiriiieiiiieiesiee et 13-32
Wholesale or Large-Dollar Fund Transfer Systems Checklist ...........cccoviviieiiiinciiiiiiecieeeee e 13-34
Children’s Online Privacy Protection Act Worksheet for NOtICES ........coccvviviiieriieiiieciecieeeiee e, 13-41

User Guide

(The User Guide is available on the accompanying CD.)
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