Contents

Part I — Audit Planning for Risk Management

Chapter 1
BSA/AML Examinations

Le@iSIative HIStOTY ...eccvieeiieriieiieiieeie et esieesite st e tesbeeteeaa e teeseaessaessseesseessaesseesssesssesnseenseensens 1—2
REGUIALOTS .....eeitiieciiie ettt et e e et e et e e s beeetbeessbeesssaeessseesnsaeensseessseensseean 1—3
LS. TICASUIY .eveieuviieiiieeiie et e ette ettt estteeestaeessteessseeessseesaseesssaeessseesnsaessseesnsaeansseesnsessnssennes 1—3
FINCEN L.ttt sttt b e sttt b et bt et e b e sbt et e bt e e e nteeneenees 1—4
Federal Banking AGENCIES ......coueeiieiiieiiieeiieiie ettt siee st e st et ete e saeesseesatesneeeneeeseans 1—4
OFAC ettt ettt ettt e et e bt e st et et e ee e e beeseente st ent et e e neenteteeneens 1—5
Money Laundering and Terrorist FINancing............cccvevvevieiiiiiiiiieeeseesee e eve e eveeeens 1—5
Methods of Money Laundering...........coceecueeriieriiiiiiieeieerieesiee ettt st seee e eee e 1—6
Methods of Terrorist FINANCING..........cceevvieeciiiiiiieciee ettt et eseveesreeeeae e 1—7
Recognizing SuSPICIOUS ACLIVILY ...veevieriieriieriieiieereeieesieesieesteesresreeseesseesseesssesssesssesssenns 1—8
Potential Money Laundering ACHVILY .......c.oecvverierieriiieerieerieeseeseesreereesseeseeseeesenessseenseens 1—38
REA FIAGS ..ottt sttt et et ettt e et ettt nneenaees 1—8
Potentially Suspicious Activity That May Indicate Terrorist Financing..................... 1—16
PeNALLIES. ...ttt st et b e et be et ste st eneens 1—18

Exhibit 1.1: Interagency Statement on Enforcement of Bank Secrecy Act/
Anti-Money Laundering Requirements (Available Only on CD).........cccccevveeveennenn. 1—20

Chapter 2
Preparing for the Risk-Based Audit

Audit Administration and Pre-Audit Preparations ...........c.cceccveeevveviieneenieniesiesre e eveesveeeens 2—1
INternal COMNLIOLS. ....cc.viiiiieieiiiiieee ettt sttt ettt sbe e e 2—2
Review of Previous Audit Recommendations...........ccccereeriiiiiiiiiiiieiienieiese e 2—2
Review of the Bank’s BSA/AML Risk ASSESSMENt ........ccccuiruieiiirieieieeieeieieeeee e 2—2
Common Problems with Risk ASSESSIMENTS........ccceevuirirrieririeriireeeeeeee e 2—3
What Regulators Look for in Your Risk ASSESSMEnt .........ccceveeviereieieeiieieeieeieenen. 2—3
Quantitative SuUpport for ASSESSIMENL.......c.ueervieeiiiieriieeieeerreerreeereeeereesreeeaeeesereeenns 2—4

10/09 ix



BSA/Anti-Money Laundering

Assessing the Risk of Banking Operations..............ccvevverierveiiienieesieeseesiesresenesereeseesseesses 2—4
Products and SETVICES .......cceeierierieieieeiteieree ettt ettt sttt st be et sae e 2—5
Customers and ENtITIES . .......eeeiiiiiiiicciiecciie ettt ettt e e e eeve e et eesaveeeveeesaseeenes 2—6
GeOoZraphiC LOCALIONS .....veevieiieiieiieiteeteeie et esteesetesaesreesseesbeessaesseesenesssessseesseesseesssensns 2—38
Overview of the High-Intensity Drug Trafficking Area Program..........c...ccceevevvverivenenns 2—10
High Intensity Money Laundering and Related Financial Crime Areas (HIFCAs)......... 2—12

ATGIE SCOPEC ..eeviieiiieciee ettt ettt e et e e et e et e e et eesteeessbaessseeesseessseesssseesssaeassasensseensnes 2—14

REPOTEING ....viieiieiieciecteeeee sttt ettt e aesb e e b e e b e e teestaestbeesbeesseesseesssesssessseasseesseesses 2 —14a

Exhibit 2.1: Audit Tools for Transaction TeStiNG ..........ccceevveereerieriierrerieereeieennenn 2—14b
Exhibit 2.2: Sample BSA/AML Overall Bank Risk Assessment..............cccceeeveeenenn. 2—19
Exhibit 2.3: BSA/AML Quantity of Risk Summary Form ..........c.cccccevvevieiiennnannnns 2—24
Exhibit 2.4: NAICS Code Chart for Moderate- to High-Risk Businesses.................. 2—28

Part II — Audit Procedures for BSA/Compliance Program

Chapter 3
BSA/AML Compliance Program Audit

AUAIE ODJECTIVE ..veeuviiiieeiie ettt ettt ettt ettt et e e steesteesatesatesateeabe e beeaseesseesseesnsesnseenseensean 3—1
OVETVIEW ..ottt ettt b e s bt e s ht e eat e e bt e bt e bt e sb e e e bt e eaeeeabeenb e e bt e sbeesaeesateembeenbeenbeennes 3—1
INternal COMNLIOLS ....c..iiuiiiiitieiee ettt ettt ettt et sbe b eaees 3—2
INAEPENdEnt TESHINE .....cccueeiiiriieiiieiie ettt ettt ettt et e st e satesbeebe e bt e sbeesaeesneesnseeneeas 3—3
BSA Compliance OffICET ....ccviiiiiieeiiiiiieciee ettt veeetre s v e eteeesebeesbaeeeseesssaeeneaaas 3—5
TIAINITIE .veevvievieiieete et et et et e et eette et e esbe e beestbessbessbeasseessaesssesssessseasseesseasseesssenssesssenssenssenssens 3—6
Documentation Of TTAINING .........cccvevevereiieciieiieseereeseeeteete e eseeseesressessseeseesseesseessnenns 3—7
Enterprise-Wide BSA/AML Compliance Program...........ccccecceeeviieiiieecieenieesiee e eevee e 3—8
OVEIVIEW ...ttt et ettt ettt et et ettt e bt es e et e e st e me e st es e et e et e emteneeeseemte st entanseeneensenseeneens 3—8
Holding Company or Lead Financial InsStitution...........cccceoeveriieninienenenieceeeeneceeee, 3—9
O] TTo] 4 ] USROS 3—10
Internal Controls Checklist 3.1: BSA Compliance Program General Requirements....... 3—11
Internal Controls Checklist 3.2: Enterprise-Wide BSA/AML Compliance Program
General REQUITEMENES .......ccuiiiiieiieiieiieriie ettt ettt sbee st eneeeaeeeseens 3—28
Exhibit 3.1: Sample BSA Compliance Officer Job Description...........ccccceveeeveennnenn. 3—30
Exhibit 3.2: Sample Bank Secrecy Act POIICY......ccccvvviiiiiiiieiieieiecvecee e 3—33




Contents

Chapter 4
Customer Identification Program Audit

ATIE ODJECTIVES ....uvieeiiieeiieeiieerteeeteeestteesteeeteeesebeesbeeesbeessseeessseessseesssaeessseessseesssesensseessseens 4—1
ThEe CIP RUIE ...ttt ettt ettt et e b et e bt e st eeeeneeneas 4—1
RISK ASSESSITICIIL. ....cutintieiieiieiieieet ettt ettt ettt sb et eb et sbe et e e eaeenees 4—2
DB INITIONS ...ttt ettt ettt ettt st e et e e bt e s bt e saeeeabe e beebe e beesseesneeenneenneen 4—2
ALCCOUNL ...ttt ettt ettt st e et e st et e bt e e sabeesabeeesbbeesabeeebaeesabeeenbaeenns 4—2
CUSLOIMIET ...ttt ettt ettt ettt et sbe e sate st st ebe e bt enbeesateeateeneeen 4—3
Required Customer INfOrmation..........c.eevirriiiiieriieiieese ettt 4—4
Verifying the Customer’s IAeNtity.......c.ccccvieeeiiiiiiieiie et 4—5
Verification Through DOCUMENTS ........c.cccviiiiiiieeriierieniecte et ere et sreeseaesereesseens 4—5
Verification Through Nondocumentary Methods...........ccoeevevievienienienieeieeeeeeen, 4—6
Additional Verification for Certain CUStOMETS ........ccceerierieriieiieeieesiesiee e nieens 4—17
Lack Of VETifICatION ......ceouiiieiieieeiietee ettt sttt ettt ae e e 4—7
Recordkeeping Requirements and Record Retention............cceeevevierieneenieeieeieeeeseeseeeen 4—7
Comparison with GOVErnmMeNt LiStS.........cccueiieriiiiieeiieereereeeiie ettt ettt see e 4—38
Adequate CUSTOMET NOTICE. .....uiiiiiieiieeeieecieeeciee et e etteerte e e bt eeteeesbeessteeessbeesssaessseeessseessseeas 4—9
Reliance on Another INStUtION OF AZENL........ccvevvierrierierieiriereeieereeseeseesreseresereeeseeseeseas 4—9
Frequently Asked QUESLIONS. ......c.eeviiiiiiiieiiesieestie ettt st e s e s 4—10
CRECKIISTS ...ttt ettt s b e s at e st e bt et e e bt e bt e s bt e sbtesaeeenteeneeeneean 4—10
Internal Controls Checklist 4.1: CIP Policy ReVIieW ........ccccceviivienieniecieeieereeieeeenn 4—11
Transaction Testing Checklist 4.2: CIP Account Review ..........ccccevereerencneenencneeenn. 4—16
Transaction Testing Checklist 4.3: Third-Party CIP Review..........cccoccevvienienienceneennen. 4—21
Exhibit 4.1: Sample Risk Assessment Matrices for Developing CIP Procedures....... 4—23
Exhibit 4.2: FAQs: Final CIP RUl@ ..........ccoviiiiiiiiiiiiciee e 4—27

Part III — Audit Procedures for Specific Regulatory Requirements

Chapter 5
Customer Due Diligence (CDD)

AUAIE ODJECTIVE ..veenviiiieeiie ettt ettt ettt et et et e e s bt e steesaeesabesateeabe e be e bt esaeesseesneesnseenseensean 5—1
OVETVIEW ..ottt ettt b e st sat e sat e et e e bt e bt e eb e e e bt e e ateeateent e e bt e sbeesaeesabeeabeenbeenbeenes 5—1
Customer Due Diligence GUIAANCE ........c.ecevieriierieiiieiie et ereesieeseesresreereeseereesseesanessneees 5—2
CUSTOMET RISK ...ttt s 5—2
Enhanced Due Diligence for High-Risk Customers............ccceeevieviienciieiiiienieecree e 5—3
Special Regulator Guidance for Money Service Businesses (MSBS) .......ccccveveevienveniieninenne, 5—5

X1



BSA/Anti-Money Laundering

FinCEN Guidance About What Constitutes an MSB ..........ccoccoiiriiiinineieeeee, 5—8
Member-Sponsored Merchants and Retail Operators of Automated Teller
Machines (ATMs) That Participate in the Prepaid Card Reload Program.................... 5—8
Intermediate Foreign Exchange Broker and Consultant .............cccccveeviveeriecnienieenneennen. 5—9
Foreign Exchange Risk Management COMPANIEs .........ccceeeeruereenienenienieneereenreneense 5—10
Foreign Exchange Dealer..........cccoviiiiiiiiiiieiieee et 5—11
Businesses that Cash Checks Payable to Customers to Apply Proceeds to
the Repayment of Customers’ ODlIIZations .........c.vevverveeieeireerieerieseesveeresveereeseeens 5—12
Certain Owner-Operators of Automated Teller Machines Offering Limited
SEIVICES ...ttt ettt ettt ettt ettt ettt e bt e sbe e s bt e satesateeabe e bt e bt e bt e ebeeeateeateenaeentean 5—12
Basic BSA/Anti-Money Laundering Risk ASSESSMENt.........ccvevveeriervenrenreereereeveenens 5—13
Types of Products and Services Offered by the MSB.........cccoovvviiniiniinieiieeieeens 5—14
MSB Service Locations and Markets............cccueereereerienieeiieeieeieesicesee e sie e 5—14
Anticipated ACCOUNT ACHIVILY .iovvieriiieiiieiiieeiieesieeeieeesreesreeeaeeesereessreeeeseessseeensees 5—14
Purpose 0f the ACCOUNT........cccuieiiieieiere ettt snaesnseenseens 5—14
RISK INAICALOTS ..utiiieiiiiiiiiieie ettt ettt ettt ettt et be e bt e sneeenteeneeeneeas 5—15
Lower Risk INAICAtOTS......ccuiiiiiiieiieiiete ettt st e 5—15
Higher Risk INAICALOTS ......ccvieiiiiieiieiieciie ettt ee e v e eere b e eseesraessnessnessneens 5—15
Due Diligence for High-Risk CUStOMETS ........cccveviiriiiiieiieieeiiesieesee e 5—16
Identifying and Reporting of Suspicious ACHVItY.......cccvvrerciieeirirerieeeiieerieesiee e eeevee s 5—17
Filing SARs on Customers Who Do Not Re@ISter.........cceevvveviiiriienieiieeieeie e 5—18
CRECKIIST ..ttt ettt et s b et b e et e e e b et e st e emt e besbe et e besaeenee 5—18
Internal Controls Checklist 5.1: Customer Due Diligence...........ccoceveeeevvenienieneeneennee. 5—19
Exhibit 5.1: Customer Risk Versus Due Diligence and Suspicious Activity
IMOMIEOTINE 1...vveeveeireeereeteesttesiteeereeseesseeseessaessseesseesseesseesseasssessseasseesseesssesssesssenssenssenns 5—21
Exhibit 5.2: NAICS Code Chart for Moderate- to High-Risk Businesses.................. 5—22
Exhibit 5.3: FinCEN Form 107 Registration of Money Services Businesses............. 5—23
Chapter 6

Suspicious Activity Reporting

AUIL ODJECHIVES ... vviivrieiieiieciie et ere ettt et e st e s besebeesseeseesseesssesssessseasseesseesssesssesssensseassenssens 6—1
OVEIVIEW ..euteieie ettt ettt ettt ettt bttt h et b e et e bt e bt et e st e es e e bt eheemt e bt eae et e ebeententeeneans 6—1
Protection from Civil Liability for Suspicious Activity Reporting...........cceevevevviereeneeneennen. 6—3
Internal Controls Designed to Identify, Research and Report Suspicious Activity................. 6—3
Automated ACCOUNt MONIEOTING .....cccvverveerirerieeieeieereeseestesreeseeseeseessaessnesssessseesseessenns 6—4
Manual Transaction MONItOTING. .........cecueerueeruierierteeteesie et esteeseeeteeteebeesseesseesaeesanesseens 6—5
Currency ACHIVIEY REPOITS ....eiiuiiiiiiiiciii ettt e e st eaa e e saree e 6—6
Funds Transfer RECOTAS .........ccuiiuiiiiiiiieiee e 6—7
Monetary Instrument RECOTAS........cvevierieriiiieiiiiieeieeeee e 6—7
Identifying Underlying CriME .........cccvieiiieiiiieeiiieeieeeiieerteeecteeeireesveesteeesaveeseseessseeessseessseeas 6—7
Law Enforcement Inquiries and REQUESES.........ccvevviiriierierieiie e e et seeseresveesneens 6—8

xil



Contents

National Security Letters (NSLS)......cceeviecrieriieriieriesiesre e ere et ereeseeeseresneseneesneesseens 6—8
SAR Decision-MaKing PrOCESS ........ccveriirierieiieeieeieeieereeieeseeseeseaesssessseesseessaessaessnesssennns 6—9
Timing of @ SAR FIliNE......cccuiiiiiiiieieieee ettt 6—10
FinCEN Guidance on Timely Filing 0f SARS.......cccccovieiiiviiiniiiesie e 6—10
Board of Directors’ NOTICAION ....eeuveieriieiiiieiieieiceteie ettt 6—10b
SAR Filing on Continuing ACEIVILY ....c.ceceeruierierieeieeieeieerieesiee e ete e ere e eseeessee s 6 — 10c
Filing SARs on Computer Intrusion and Identity Theft...........ccccocceviviiiiiiincieeiee. 6 — 10c
Special SAR Form Completion Guidance Related to Computer Intrusion............... 6— 10c
Frequently Asked Questions Regarding Computer Intrusion ............ccccoeevveveeveennen. 6—10d
Special SAR Form Completion Guidance Related to Identity Theft and
PreteXt CalliNg ....ocvieiieiieciecie ettt ettt ettt tv e b e erb e et e esteestaesabesebessseesseessaessens 6 — 10f
SAR QUALIEY c..veevieseieeiieeie et esiee et e sie bt e bt e e et e steestaessseesseesseesseesssesssesnsennseessassseesssenssenns 6—11
Prohibition of SAR DiSCIOSUIE.........ccciiiiiiiieiiiecieccee ettt e e 6—12
Special Sharing Rules for Head Offices and Controlling Companies............cccceeenrennee. 6—13
Sharing Reports with @ Non-U.S. ENtity ......cccccvveiiriiiiniienienienie e sne e 6—14
RECOrd REtENTION. ......eiiiiiiiiiiieiiicciee ettt et e e eve e eaveeeanee e 6—14
CRECKIISTS ...ttt ettt et b e s at e st e bt et e e bt e bt e bt e sbtesmeeenteeneeeneean 6— 14
Internal Controls Checklist 6.1: Suspicious Activity Report ..........cceevveeivevierieneenieennen. 6—17
Transaction Testing Checklist 6.2: SAR Program Assessment............cecceeeveereeneneenene 6 —25
Transaction Testing Checklist 6.3: Suspicious Activity Monitoring System................... 6—27
Transaction Testing Checklist 6.4: SAR Decision-Making Process...........cccceceeeeeeneee. 6—29
Exhibit 6.1: FBI Field OffiCes......cccceriiiriiriiiieiiieeee e 6—30
Exhibit 6.2: SAR Quality GUIdAncCe..........cccceveeriirriieniieniienieeie e see e 6—36
Exhibit 6.3: Suspicious ACtivity REPOTT ......ccccviieviiieiiieiieeieeeee et 6 —40
Exhibit 6.4: Sample SAR Confidentiality and Internal Control Agreement............... 6—45
Exhibit 6.5: FinCEN Guidance for Addressing Common SAR Filing Errors............. 6—47
Exhibit 6.6: Customer CTR Pamphlet ..........ccccoeeviiiiiiiiiiiiiiecee e 6—52
Chapter 7

Currency Transaction Reports and Exemptions

AUIE ODJECHIVE .vievieiiieiieiieriteeteere et e e et e s besebeesbeesbe e seesteesesessbeasseesseesseesssesssessseassenssens 7—1
OVEIVIEW ..euteieie ettt ettt ettt ettt bttt h et b e et e bt e bt et e st e es e e bt eheemt e bt eae et e ebeententeeneans 7—1
Aggregation of Currency TTANSACTIONS ......cecuieruierieriieiieieeieeseeste st esteetesteebeebeesaeesaeeseeas 7—1
Filing Time Frames and Record Retention Requirements ............c.cccvevverienieeieereeneeseneenn. 7—2
CTR BACKIIIING ....eevieeiiiciicieeieectesie sttt st ettt esns e ssseensaesaessaessnesnsennns 7—2
Currency Transaction Reporting EXemMPions .........cccecveriiririiieiiieiiecicestesee st 7—3
Phase 1 CTR Exemptions (31 CFR 103.22(D)(2)(I)-(V)) cceeerereeerieeiiieeciie et evee e 7—3
Phase II CTR Exemptions (31 CFR 103.22(D)(2)(VD)-(VID))..ccoeviiriirieeieeieere e, 7—4
INONIISEEA BUSINESS ...ttt ettt e e e se et 7T—4
Initial RiSK ASSESSIMENL ......eeiuiiiiiiiiiiieeiieit ettt et ettt st st eeeens 7—S5
INELIZIDIE BUSINESSES ....uvievieiiieiiiieiieieesieeitesresreeereebeesteestaestaessaessseesseessaesssesssenssessseassanns 7—5

xiii



BSA/Anti-Money Laundering

Supporting Documentation for Exempt Persons...........ccoceeeveeiieviiivienienienresreereeveennenn 7—6
Reasonable Determination ...........c.ceeueiieierinieriesee ettt 7—17
Exemption for Tribal Casinos .........ceccvecuieiuierieniieieeie ettt ettt eeeeneee 7—38
PayTOll CUSTOMETS .....veeuviiiieiiieeiieeteete et et e sere b e eebeesbeeseestaestsessseesseesseesseesssesssesssessseassenns 7—9
Filing Time FTameS ........cccveeiiieiiieriieierie ettt et e st e eteesteeteeseesnseesbeessaeseessnesssesnseensaens 7—9
ANNUAL REVIEW ....ocuiiiiiiiiciii ettt ettt ab e e eve e e tae e ebeeebaeenenas 7—10
Biennial RENEWALS .......ccccoiiiiiiiiiiee e 7—10
Safe Harbor for Failure to File CTRS ....cccoiiiiiiieeeeeee e 7—10
CRECKIISES ..ttt ettt ettt ettt e b et b e et e b e e bt et e st e e st e besbeeseenbesaeenee 7—11
Internal Controls Checklist 7.1: Currency Transaction Reporting............ccceeeveeeveeennnnne 7—12
Internal Controls Checklist 7.2: Reviewing CTRS.......ccccvevieviirieiieiie e 7—14
Transaction Testing Checklist 7.3: Currency Transaction Reports..........ccccceevververennnen. 7—15
Transaction Testing Checklist 7.4: CTR EXEMPLions ........cccecceeveevieriieeiieenieenieseeneeee. 7—17
Exhibit 7.1: Currency Transaction Report ..........cccceeeeiiiriieiiieeeiieciee e 7—23
Exhibit 7.2: Depository Institution Backfiling Determination Form........................ 7—27
Exhibit 7.3: Designation of EXempt Person...........cccoeveerienienienieeieeieeeesee e 7—29
Exhibit 7.4: FinCEN Guidance on Determining Eligibility for Exception from
CTR REQUITEITIENLS. .....eeuvieeiireieieeeiieesreesteeeeteesseeseseessseesnsasessseessseeesssesssseesssseessees 7—31
Chapter 8

Information Sharing — Section 314(a) and (b)

OVEIVIEW ...ttt ettt ettt ettt sttt b e e et et e bt e st e st e bt e e st e eat et e sbeemee bt ebeent e bt ententeebeeneesbeennens 8§ —1

Information Sharing Between Law Enforcement and Financial Institutions —

Section 314(a) of the USA PATRIOT ACt...cciciiiiieiiieiieiiereereeee st sreesvessve e esae s 8§—1
314(a) Suspect List Highly Confidential............cccceveieroiirciieiieiieiecee e 8—3
Changing Your Point of Contact Information for 314(a) Information Requests ............... 8§—4

Voluntary Information-Sharing — Section 314(b) of the USA PATRIOT Act...................... 8—17

CRECKIISES -..uteeeeeeie ettt ettt ettt et ettt et e sttt et e et e eme et e saeemee st eneenseeneensesseeneensesseennens 8§—8
Internal Controls Checklist 8.1: Information Sharing..........c..ccoeeeeveeiiesienienienieeieeene 8—9
Transaction Testing Checklist 8.2: Information Sharing — 314(a) Requests.................. 8§— 14

Exhibit 8.1: Frequently Asked Questions About the 314(a) Process Published

by FInCEN in February 2003 ..........ccccciiiviiirierienieeie e eie e et eieeseeeseeesenessnesnseenseens 8—17
Exhibit 8.2: Notification for Purposes of Section 314(b) of the USA PATRIOT

Act and 31 CFR 103,110 ...cuiiiiieeeeeee et 8§—22
Exhibit 8.3: Notice for Purposes of Section 314(b) of the USA PATRIOT Act

and 31 CFR 103.110: Paper FOM ........cccociiiiiiiiiiieieeeee ettt 8§ —25

X1iv



Contents

Chapter 9
Purchase and Sale of Monetary Instruments

AUIE ODJECTIVE ..eeuvvieiiiieciiieeieeeie e et eeetteesteesetee e bt e sebeestaeessbeeesseeessseesssaeessseesssaesssesasseessseenn 9—1
OVEIVIEW ...ttt ettt ettt ettt ettt e et et e es e et e et e en e e et e st e seeeeemt et e ebeemee st eneenseaneensenseeneensesseeneans 9—1
RISK FACLOTS ...ttt sttt st b et e e b enees 9—1
RISK IMIEIZATION .....eitieiieeieetce sttt et ettt ettt ettt et e s bt e et eeaeeeateesbeesaeesaseenbeeabeeseenseenseas 9—2
Purchaser VerifiCation. ... ...coiieiiiiiiiiiiieiee ettt st st e 9—2
Acceptable [dentifiCation ..........cceecueeciieciiecieieeeeree e see e ere et e e sseessaeseaessseesseensaens 9—3
Multiple Purchases in ONe Day.........ccoeciiiiiiiiiiiiieeeeeee et 9—3
Indirect Currency Purchases of Monetary InStruments.............ccceeeeveeeeieenieesieeecreeesvee e 9—3
Recordkeeping and Retention REqUITEMENES ..........ccveevieciieiieriieniesee e e ere e snesene e 9—4
CRECKIISES ..ttt ettt b ettt ettt se et e et sbe et e s bt e st et e e bt et e sbeemeetesbeeneans 9—5
Internal Controls Checklist 9.1: Purchase and Sale of Monetary Instruments................... 9—6
Transaction Testing Checklist 9.2: Purchase and Sale of Monetary Instruments .............. 9—17
Chapter 10

Funds Transfers

AUAIE ODJECTIVE ..vvevvieiieeiiesieeeieestesie et et et esttestaessaessseasseesseesseesseesssesssesssessseessessseesseesssenns 10—1
OVETVIEW ...t eeiiieeiee ettt e et e ettt e ettt e eteeesebeeebeeeeaseesabeeesseesaseeensaeensseesnsseesaseeenseeensseesnsaeenns 10—1
| (TS o110 ) - SO 10—2
Responsibilities of Originator’s Financial InStitution ............ccccevverviicieiiieeneeneeneesieeneens 10 —2
Recordkeeping REQUITEMENTS ........ceviieiieiiieiieiieiiee ettt 10—2
Additional Records for Nonestablished Customers ............ccocceeveevienieniieeieeiieeeeeeen 10—3
Payment Orders Made in PEerSON.........c.cccuvievieriiiriinieiie e cre e vessve v ens 10 —4
Payment Orders Not Made in Person..........ccccuevveriircienciieiieienee et 10—4
Retrievability and Record Retention ...........ceceeeieriiniieiiieieeeeeeseese e 10—5
Travel Rule REQUITEMENT ........ccviiiiiiiiiiicie ettt st esv e esbe et eseneeenas 10—5
Responsibilities of Intermediary INStItULIONS. ..........ccvveeveeeiieriierierierie e 10—6
Recordkeeping REQUITEMENTS ........cevuiieiieiiieiieiieiete et 10—6
Travel Rule REqQUITEIMENLS. .....ccuviiiiiieiieciieeciie ettt eee ettt e teeesereeebeeeeaeesebeeennaeenes 10—6
Abbreviations and AdAIESSES........ccerueeiererieieie ettt 10 —7
CUSTOMET AAIESS ...ttt ettt ettt ettt st sb e et e e s eaees 10—7
Intermediary Financial INStTULIONS ........cccvveeeviiiiiieiiie ettt eveeeive e 10—7
Responsibilities of Beneficiary’s Financial InStitutions...........cceevvervenveevieeneeneeseesneseneenns 10 —8
Recordkeeping REQUITEMENLS ........cccveviieciieiieiieiiesie ettt stee e enseensaesees 10—8
Proceeds Delivered in Person .........cccoocviiiiiiiiiiiiiiec et 10—38
Proceeds Not Delivered in Persomn ...........coceeiieniiiiiiiiiie et 10—9
Retrievability and Record Retention ...........ccccvevveriiriieiieiieieeeesee e 10—9

XV



BSA/Anti-Money Laundering

Expiration of the Conditional Customer Information File Exception Under the

TTAVEL RULE ....oeeeiiieeeeeee ettt ettt e e e e ettt e e e e e s e e eaa et eeeeeessnnaeees

Clearing House Interbank Payments System (CHIPS) .........ccccveeeiiiiiiiiiiieeee e
Society for Worldwide Interbank Financial Telecommunications (SWIFT).................
Continuous Linked Settlement (CLS) Bank...........cccccoveveriiiiinniienieniesieeie e
Informal Value Transfer SYStEIMS .........cccvuiieiiiiiiieiieciie et
Payable Upon Proper Identification ..........c.cccvevvieriieriienieniesie et ere e ere e
RISK FACLOTS ...ttt sttt et
TVTS RISKS ..ottt ettt et ettt e e eare e eaaeeeabeeennes
PUPID Risks and Internal Controls ...........ccoeoeeiienienieniieiieiie e
RISK MILIGATION ...evvieiiieiieiiesiiesieeie e et et e st e sebeenbeessaestaesseessaesnseasseenseenseesnessns
Automated Clearing House TranSactions ..........c.eecueeveeieerieenieenieniesieseeesieeieeeeeeeenseeneeas
AUIE ODJECTIVE ..veeivieiiiieeiiieeiee et et e et e et e s vt eetbeesebeeebaeassbeessseesssseesssaessseeesssasssseens
OVEIVIEW ...ttt ettt ettt ettt e et e et e st e e s et en e et e eseene e e st eneeseeaeenseeteemtenseeneensenneeneas
Third-Party Service Providers........cccocvvciieeiieiiinienieree et eve e
FEAACH SEIVICES. .. ccueiiiieiiiiieitieee ettt sttt ettt sttt eeean
RISK FACLOTS ...ttt ettt sttt ettt et e e eneas
RISK MItIGATION. ... teetieiieriieeiieeie et et esieesteseteete e beesteessaesseessseesseesseessaensaenseessnesssennsennns
OFAC SCIEEMING ....cueieiieiieiieitieeie ettt et e sttesttesateeateeteesteesseesseesaeesaseenseeseenseesseens
International ACH Transaction (IAT) Rules.......cccccoviieiiiiiiiiiiiicieeeeeeeee e
Classification of International ACH Transactions ..........ccccceceerereeieneseenieneeeeneeeeeene
Structuring the Formats to Comply with U.S. Law.......cccocovieiininiininiiiinineicnenes
International ACH TransSactions..........cccueeueerueerieereenee ettt e et
Rules Framework and Implementation .............ccocvevvierieenienienieeieereesreesreeseeesnesene e
Definition of International ACH TransSaction .............cceeevereereereercveneenreereenseennens
Gateway Operator Definition and Obligations ...........ccecceevverienieniienienie e
Information Transmitted in IAT FOrmats ........c.ccooceevieiinieienieeeeeeeeeeeee
Financial Institutions Policies and Procedures...........cccocevvvveriiecieeniienienieniesie e
CRECKIISES ...ttt ettt e e et e e et e etbeeeaaeeeabeesabeeebseesaseeenseeensseesnseeanes
Internal Controls Checklist 10.1: Funds Transfers..........ccoccovoeriiiiiiiineinienceseeee
Internal Controls Checklist 10.2: Automated Clearing House Transactions .................
Transaction Testing Checklist 10.3: Funds Transfer Recordkeeping .............ccccvennennee.
Transaction Testing Checklist 10.4: High-Risk Funds Transfers ...........cccccoeevveevieennenn.
Transaction Testing Checklist 10.5: Automated Clearing House Transactions.............
Exhibit 10.1: OCC 2006-39 ACH Risk Management Guidance
(Available Only 0n CD).....cooiiiiiiiieiiesieeee ettt ettt

Xvi



Contents

Chapter 11
International Banking

Foreign Correspondent ACCOUNTS ........cccuiiiiierciieiiiiecieeeieeesveeereeeteeesreessveeesaseessseeessneesens 11—1
AUIE ODJECHIVE 1evviiiiiiiicirieie ettt et et esresr e e bt esbe e st e s teestaestaessbeesseesseesseesssesssessseasseensens 11—1
OVEIVIEW ..ttt ettt ettt ettt ettt h et e et e b et e s bt e st e bt eb e et e e bt eat et e ebe et e sbeeseebesneenes 11—1
Contractial AGIEEIMENLS . .......eevuieriierieeieeieeie et esteesteesteestteeaeebeebeesbeesseesseesstesneeenseenseens 11—2
RISK FACLOTS ...ttt et et ettt sttt e e s 11—2
INESEEA ACCOUNES. ...ttt ettt ettt ettt e st e e te s bt et e sbe s st ete s bt et e nbeeneeneeseeeneans 11—3
RISK IMItIGATION. ...t teutieiieeiieeie ettt ettt ettt ettt s bttt e et e ebeesbeesaeesntesabeenbeeseesseesnean 11—3
Foreign Shell Bank Prohibition and Foreign Correspondent Account
RECOTAKEEPING....c.viiiiiciiiciiicie ettt ettt et e s tae s esrbeesbeesbeebeesaesssessseasseenses 11—4
CITITICATIONS ..ttt ettt ettt ettt b et e st s bt et e bt ea et e bt et e sbeemt e beebe et e ebeeneenes 11—5
Closing Foreign CorreSpondent ACCOUNLS ........ccueeecveeerveeririeesieeerieeeereesseesseeesereessseeenes 11—6
VEITTICALION .ttt ettt ettt ettt ettt e st e st et e e et et e sbe e st e e e sneeneenseeneeneens 11—6
RECOTAKEEPING. ... iieiiiiiiiieeieeie ettt ettt s ae e st eesbeebe e seessaesssesnseenseenseas 11—7
SUDPOETIAS ....eeieiieeiieiie ettt ettt ettt ettt et e st e st e eabe e be e beesseesseesnseenseeseesseesaeesnsenns 11—7
Requests for AML Records by Federal Regulator...........ccoccvveviieiciiiiniiiniiecie e, 11—7
Due Diligence Program for Foreign Correspondent Accounts — Section 312 of
the USA PATRIOT ACE ..uiiiiiiieieie ettt ettt ettt et sae et sse e esesseensessesenensans 11—38
General Due Diligence for Foreign Correspondent ACCOUNtS ..........cccveeeeieeerveenveeenneeenns 11—38

Risk Assessment of Foreign Financial Institutions...........cccceeeveeveecrieceeneeneenieenen. 11—10
Enhanced Due Diligence for Certain Foreign Banks..........ccccoveevvvivniieniineeneeieeenee, 11 —11
Special Procedures When Due Diligence Cannot Be Performed.............ccccceeeennen. 11—12
APPLCADIIILY DALES .oovvveviiiieciiciecie ettt sre e be b e ebeesae e eaesebesesessseenses 11—13

U.S. DOIIAT DIafts.....coouiieieiiitieee ettt sttt 11—13
AUAIE ODJECTIVE ..e.veeiieiieeiie ettt ettt et te ettt e bt e st e steesstesseeenteenteenseesseesseesanesnnenns 11—13
OVETVIEW ..ottt ettt ettt et st sttt et e bt e bt e sb e e s it e eaeeeabe e beesbeesatesatesabeenbeenbeennes 11—13
RISK FACLOTS ...ttt ettt sttt ettt et e e eaeas 11— 14
RISK MItIGATION. ... .eevieiieriieeiie et et et esieeseeseaeere e e esbeesseesseessseesseesseensaensaessaessnesssennsennns 11— 14

Payable-Through ACCOUNLS .......cccuiiiiieeiiieiiie ettt eee e e e ree e ve e e reeeavaeenreeas 11— 14
AUAIE ODJECHIVE 1.vviiivieiieciieeiie ettt ettt ettt re v e stbeesbeesseesseesreestaesebesssessseasseesseesssenens 11— 14
OVEIVIEW ...ttt ettt ettt ettt b et s e et e bt sh et e e bt e et et e e bt et e sbe e st e bt saeenteaneenees 11—15
HOW PTAS WOTK....uiiiiiiiiii ettt ettt e e beeenaveeeavee s 11—15
Types of Transactions iN PTAS .....c.ccociiiiiiieiie ettt 11— 16
RISK FACLOTS ...ttt sttt sttt 11—17
RISK IMItIGATION. ....teetietieiieeiie ettt ettt ettt ettt ettt sbeesateeateenteenteeteesseessaesnaesnneenne 11—17

POUCH ACHIVILIES ..ottt ettt ettt e he e et e et e b e b e nbeesaeas 11— 18
AUAIE ODJECHIVE 1.vviiniieiieciieceie ettt ettt a e s vestbeesb e e s e eseesteestaesssesssessseasseesseesseesens 11— 18
OVEIVIEW ...ttt ettt sttt ettt b et et e a et s bt et e e bt e et et e ebt et e sbeemte bt saeenseaneenees 11—19
RISK FACLOTS....eiitiiieiiieiie ettt ettt et tv e e s e e ab e e s abeeeabeeeeneeeaveean 11—19
RISK MItIGATION. ....vieuvieiiesiieeeveeieete et e steestesereesreesbeesbeesseestsesesesssessseesseesseesseesssesssesssennns 11—20

Trade FINance ACHVILIES. .....coiriiriiiiiieieri ettt ettt sttt 11—20
AUAIE ODJECTIVE ..enveeiieiieeiieeie ettt ettt te et e e te et e e steesteesstesseeenteenteenseesseesseesanesnnenns 11—20

Xvii



BSA/Anti-Money Laundering

OVEIVIEW ...ttt ettt ettt ettt e et e et e st e e s et en e et e eseene e e st eneeseeaeenseeteemtenseeneensenneeneas 11 —21
RISK FACLOTS ...ttt sttt 11—22
RISK IMItIGATION. ....eetieiieiieeiie ettt ettt et ettt ettt et et esatesat e esteenteeseesseessaesneesnseenne 11—23
Paralle]l BAnKINg ........cccveicieiiiiiiieiieieesie st ste ettt ete e eeseresesessbeessaestaessaesssessseasseessensses 11—25
AUAIE ODJECTIVE ..evvieiieeieeiieeieeiteieesieesieestaestesreebeesbeesseessaesssessseessessseesseessassseessnesseenns 11—25
OVEIVICW ..netieeieeeeitee ettt eettee et e e tteeebeeeetbeeeabeeetaeeaeseeesseessseesssesesssessasesesseesssaeanseeessseean 11—25
RISK FACLOTS ...ttt st st et b e nbee e 11—25
RISK MItIGATION. ....vievieiieciieeiieeieeteesteesieesttesereeereesbeesbeesseestaesesessseesseesseeseesseesssesssesssennns 11 —26
Private Banking Due Diligence Program ............cccoecvveviieriieniieneenie e see v seve e 11 —26
AUIE ODJECTIVE ..vieiviieiiieciiieeiie et et e eteeestreesteeetaeesebeeebaeessbeessseesssseessseessseeesssessssenns 11—26
OVEIVIEW ..ttt ettt ettt e et e et e st e e seeen e et e eseenee e st ene et e eneenseeteemeenseeneensenneeneas 11 —26
Types of Accounts/Services in Private Banking.........ccccoveeevieniiencieniinneeeeeeeeeeene 11—27
DUE DILIZENCE. .....ueietieiieiie ittt ettt ettt ettt e sate st eeateenteeteesseesaeesneesnneenne 11 —28
Risk Assessment of Private Banking Accounts for Non-U.S. Persons...........cccccuveenee.. 11—30
RISK FACLOTS ...ttt st sttt 11 —31
Risk of Shell COrporations...........eecueeieeriierieeriieriiesteete ettt et e st seeseeeeeeeeees 11 —31
RISK MItIGATION. ....eeiitiiiiiiiciiieeiie ettt et e ettt e e ete e e stbeesabeeessaeeesseeessaeesseeensaeessens 11—32
Customer DUE DiIlIZENCE .......ccvviiriiiiiiiiicie ettt sere b e esreesseees 11 —32
Board of Directors and Senior Management Oversight .............cccocvevienienieenieeniennene, 11 —33
Private Banking Relationship Managers ...........cccueevvieeeiieeiieenieeciie e eeveesreeeeee e 11—33
Management Information REpOTting...........cccuevveriiiiiiiiiiniieniesie e ere e 11 —34
Nonresident Aliens and Foreign Individuals..........cccceveveviieriiieiiieniieceieseesee e 11 —34
AUAIE ODJECTIVE ..e.vveeniieiieeiieeie ettt te ettt et e st e steesstesseeenteenseenseesseesseesanesneenns 11 —34
OVETVIEW ..ottt ettt ettt et st sttt et e bt e bt e sb e e s it e eaeeeabe e beesbeesatesatesabeenbeenbeennes 11 —34
RISK FACLOTS ...ttt sttt ettt et e e eneas 11—35
RISK IMItIGATION. ....teetietieiieeiie ettt ettt ettt ettt e bt e sateeateenteenteeseesbeessaesneesnneenne 11 —35
W8 FOTIIIS ettt ettt sttt e bte e st e ebeeesane 11 —36
Politically EXPOSEd PEISONS ......cccviiiiiiiiiiiieiie ettt stae v eebesabeesve e eeas 11—36
AUAIE ODJECTIVE ..evvieniieeieeiieeieeieeieesieesieeseesaeesreebeesbeesseesseesssessseesseasseessaessaesseessnessseans 11 —36
OVEIVICW ..netieiieeeeiteeeieeeetvee et e e tteeeteeeetbeeeabeeetaeeseseeeaseessseesssesenssessnsesasseessseeensseessreean 11— 36
RISK FACLOTS ...ttt sttt et e e 11 —37
RISK MItIGATION. ... teeuvieiieiieeiie et et et esieesteseteete e beesbe e seesseessseessessseessaensaessaessnesssennsennns 11 —37
Embassy and Foreign Consulate ACCOUNLS ........cccueeriieriierierienieeie ettt ettt 11—39
AU ODJECTIVE ..veeeviieiiieciiieeiee ettt e et e este e s vt eetteesebeeetae e sbeessseeessseessseessseeenssessssenas 11—39
OVEIVIEW ...ttt ettt ettt ettt ettt e s e e st e en e e teeseen s e e st ene et e eneenseeteeneenseeneenseaneeneas 11—39
RISK FACLOTS ...ttt sttt st 11—39
RISK MItIGATION. ....eecutiiiiiiiciiie ettt ettt ete et e et eete e e stveesabeeestaeessseeessaeessseeenseeessens 11—40
41T ed 1 D1 £ SRR 11—40
Internal Controls Checklist 11.1: Foreign Correspondent Account
Recordkeeping and Due Diligence..........cocueeieeiieiiieiiieiieieiese et 11 —42
Internal Controls Checklist 11.2: Dollar Drafts .........cccooceeieeniiniiiiiiicceceeeee, 11 —48e
Internal Controls Checklist 11.3: Payable-Through Accounts...........ccceevevververvennnnnnn. 11—49
Internal Controls Checklist 11.4: Pouch ACtiVity ......cccceeviiriiriiiiiiiieieeeeeeeeee e 11 —51
Internal Controls Checklist 11.5: Trade Finance.........cccccoeceviiiiiiiiiiinieninienieciee 11 —52
Internal Controls Checklist 11.6: Parallel Banking Activity........ccccoeveveeveeneervennnenn 11—53

Xviii



Contents

Internal Controls Checklist 11.7: Private Banking Activity (non-U.S. Persons)............ 11—54
Internal Controls Checklist 11.8: Nonresident Aliens and Foreign Individuals............. 11 —58
Internal Controls Checklist 11.9: Politically Exposed Persons...........cccoceeverrieriennnnne. 11—59
Internal Controls Checklist 11.10: Embassy and Foreign Consulate Accounts............. 11—60
Transaction Testing Checklist 11.11: Correspondent Account............cecceveevereeneennennne. 11 —61
Transaction Testing Checklist 11.12: Dollar Draft .........cccccovviviiiiiiiiiiieeeee, 11— 66
Transaction Testing Checklist 11.13: Payable-Through Accounts...........cccccccvveenvennen. 11— 67
Transaction Testing Checklist 11.14: Pouch Activity Transactions ...........c..cccceeeeneenee. 11—70
Transaction Testing Checklist 11.15: Trade Finance...........cccecevenieieninieiencncene 11 —70a
Transaction Testing Checklist 11.16: Parallel Banking ............ccccooevvevviiieviienciieiineens 11— 70b
Transaction Testing Checklist 11.17: Private Banking Activity
(NON-ULS. PEISONS) ..viiiiiiiiiiieiie ettt ettt ettt e s e e st e e et esnaeesnteesnseeeenseesnseean 11—71
Transaction Testing Checklist 11.18: Nonresident Aliens and Foreign
INAIVIAUALS ...ttt ettt ettt st 11—72
Transaction Testing Checklist 11.19: Politically Exposed Persons ...........cccocvevvennnnee. 11—74
Transaction Testing Checklist 11.20: Embassy and Foreign Consulate Accounts ........ 11—76
Exhibit 11.1: Model Certification FOrm ..........ccccevoiiiiiiiiiiiiiiieiecceceeeeen 11—77
Exhibit 11.1a: Model Recertification FOrm ...........ccoccoiieieiinieneniiecceeeee, 11 —381
Exhibit 11.2: Flow of Funds Through a Payable-Through Account......................... 11 —83
Exhibit 11.3: Private Banking — Common Structure ..........cccccceeeeiierveenieeeneeennen. 11— 84
Exhibit 11.4: Interagency Guidance on Enhanced Scrutiny for Transactions
That May Involve the Proceeds for Foreign Official Corruption...........c.ccveevvenveenee. 11 —285
Exhibit 11.5: FinCEN USA PATRIOT Act Section 312 Fact Sheet...........c.c......... 11—92
Chapter 12

Foreign Bank and Financial Accounts Reporting
and International Transportation of Currency
or Monetary Instruments Reporting

AUAIE ODJECTIVE ..veeeiieiiieieesteeetie ettt ettt e st et e st e et e ebe et e esbeesseesseesnseenseenseenseesseessnesnnenns 12—1
Overview of Foreign Bank and Financial Accounts Reporting...........ccccceeevvvevieeecneeenneennne. 12—1
Filing REQUITEIMENTS ......eecviiiiiiiieciieieeiiesiesre ettt e steesaessaessbeesbeesbaesssesssessseasseessaensens 12—1
Overview of International Transportation of Currency or Monetary Instruments
REPOTTING ...ttt et e et e et e e st e e s taeesebeeestbeesbeeesseeessseessseeassaeensseensses 12—2
Filing REQUITEIMENTS ......eevviiiiiieiieieeieeiieste sttt et e steestaessaeesbeesbeebaesssesssessseasseesseensens 12—2
Definition Of “PeISON........coiiitiiiiiieiee ettt sttt ettt st e e sbeeneens 12—3
CRECKIISES ...ttt ettt ettt et ettt et et e s bt e satesab e et e eabeebeeseesseessbesntesnseenseensean 12—3
Internal Controls Checklist 12.1: Foreign Bank and Financial Accounts Reporting....... 12—4
Internal Controls Checklist 12.2: International Transportation of Currency or
Monetary Instruments REPOTTING ........ccceeiuieiieriiiiiirie ettt 12—5

XIX



BSA/Anti-Money Laundering

Transaction Testing Checklist 12.3: Foreign Bank and Financial Accounts

REPOTEING...c.iieiiieiieiiece ettt ettt sttt ettt e staesaaesaseesseesseessaessaesnseansesnseenseesens 12—6
Transaction Testing Checklist 12.4: International Transportation of Currency or
Monetary Instruments REPOTING ........c.cevevieeiiiiiiiieeiieeieeeieeeite et eree e esreesreeeene e 12—7
Exhibit 12.1: Report of Foreign Bank and Financial Accounts (FBAR).................... 12—8
Exhibit 12.2: FINCEN FOrm 105.....c..coiiiiiiiiiiineeeeeeeeeeeeeeeeeeee s 12— 16
Chapter 13

The Office of Foreign Assets Control (OFAC)

AU ODJECTIVE ..eeuvvieieiieeciiieciie ettt eetee et e eette e st ee et e e stbeessbeeetbeessseesssseessaessseeesssaesssasssseensses 13—1
OVEIVIEW ...ttt ettt ettt et et e et et e et e st et e e et en e e s e eseeme e st eetenseeseenteseeneensesseeneeseeneenes 13—1
OFAC Enforcement Guidelines (31 CFR 500) .......cccccevieviiiriiieciieiieiieieereesee e sve e 13—2
KEY DEfINITIONS ... .viiiiiieciiie ettt ettt e et e et e e stbe e st eeesaaeessbeeessaeessseenssasanseeas 13—2
Types of OFAC Responses to Apparent Violations...........ceeeveevieereervenvencreereenseesseennens 13—4
INO ACHION ..ottt ettt b ettt sbt et e bt et et eat et e s bt et e teeaeentens 13—4
Request Additional INnformation............cccueviieiiiiieenienieee et 13—4

(O 111030 F21 o <) 1 £ (PSR UPRP 13—5
Finding of VIOIation.........ccceeciireiieiieiiisiiesie et see e re et sseessaesnsesnseensaens 13—5
Civil Monetary Penalty ..........ccoceeiiiiiiiiiiieieee et 13—6
Criminal Referral ..........cooiiiiiiiii e e e 13—6
Other AdMINIStrative ACHIONS ......ccueeuieeieriieieeierieetete sttt ettt e e s eneenees 13—6
General Factors Affecting Administrative ACtON ........cccooeeierieienieniniee e 13—6
Willful or Reckless Violation of Law .........cccoceeriiiieiieiieiieeeceiceceee e 13—7
Awareness 0f Conduct at ISSUE ........cceruieiiririeie e 13—8
Harm to Sanctions Program ObJeCtiVES .........ccveriieriieriierieeieeieeiieseesreseeeseesseesieens 13—8
Individual CharaCteriSTICS ........cevuiieiiieiiieeeiie et e etee et e ere e et e e e e sveeeteeeeaeeeeveeeaeeas 13—9
Compliance PrO@ram .........cc.vieciiiiiiieiiieecieeeiee ettt eee e e e e sereeeveeeebeeeneeas 13—10
Remedial RESPOMNSE......ccveviieriieiieiiieieeieettett ettt sre e esbeebeebeestaessreseveseseessaesses 13— 10
Cooperation With OF AC .........cccoiiiiiiiiiieieeeeee ettt 13— 11
Timing of Apparent Violation in Relation to Imposition of Sanctions..................... 13—12
Other Enforcement ACHION ..........coieriirieieiieiee ettt 13— 12
Future Compliance/Deterrence Effect .........occvvvviiiiriieniieniicieeeeeeeeeeie e 13—12
Other Relevant Factors on a Case-by-Case Basis........c.ccoecvevienieniieninnennieeeeeee 13— 12
Civil Penalties for Failure to Furnish Information or Keep Records ...........ccccveeuvennenee. 13— 12
CiVil Penalty PrOCESS......ccuiiiiiiieriieiieiie et ettt ste sttt ettt e st e snaesanesnseenseesaenens 13—13
Pre-Penalty NOTICE .....eevuiiriieiieeie ettt ettt ettt sae et eeaeeeaee s 13— 14
Response to Pre-Penalty NOTICE. ......vieieiieeiiieiiecie ettt 13—15
Penalty NOLICE ... .ccvieiieieeiecie ettt st sb e sb e e b e et e esbe e aeessbesssessseessaessens 13— 15
Base Category CalCulation...........cccveeieeriierieniiiie e eie et esree e sresresereenreenseensees 13—15
Adjustment for Applicable Relevant General Factors ..........cccceecveeviienieeeciieecieeee, 13—17
BaCKZIOUNA .....ooiiiiiiciieiietesee ettt ettt e bt e e s aaestbessbeesbeesbe e st e sssessbeasseensaenreas 13— 18

XX



Contents

OFAC StAULES ....ceueeiiieeieeteeteet ettt ettt sttt et et b e sbe e sbe e sat e et e e bt e sbeesbeesaae e 13— 19
KEY DETINITIONS ...vvevvieiieiieiii ettt ste ettt e st et e st e esseessaessaesseesssesssesnseanseenseenses 13 —20
RISK ASSESSIMENL .......eevieeieiieiiiieie ettt ettt ettt et et esat e st e e ateesbeebeesseesneesnseenseenseenseas 13 —22
Quantity of Risk Matrix — OFAC Procedures ..........cccevverierierieniiciiereereesee e sve v 13 —23
OFAC ReESPONSIDILIEES ....veevvieeeieeiieiieiiesiteseesitesteeteeteeteeseeseesseesnsesnseesseessaessaessaessnesssenns 13 —26
BloCKed TTanSaCtIONS .........eevieiieeriieriiesiieeieeteeie ettt e iee st esatesaeesatesateeteeseesseesseesneeenns 13— 26
Prohibited TranSactions..........cocueereerierieiie ettt st e st s 13 —27
OFAC REPOILING ...cuvveviieeiieeiieiiesiiestesteereeteesteesttestaessbessseesseesseesssesssesssesssesssessseesssensns 13 —28
OFAQC LICETISES ..ottt ettt sttt ettt ettt st e bbbttt sbe et e be s bt eneesbeeateneeeneenees 13 —28
OF AC PIOZIAM.....uviiiiiieiiieeieeetee et e etteesveeetteestveeetaeessbeessaeessseassseeesssaessseessseessseeenssenns 13—29
Internal CONLIOIS. .......eiuiieieieie ettt ettt et et ees 13 —29
Flag and Review Suspect TranSactions...........ceevververveeiveesieesseesseeseessnensnessesssesssens 13 —29
Updating OFAC LiStS ....cecveiiiiiiiiieetenerteteneetee sttt ettt 13 —30
Maintaining License Information..........c.ccccveeviieiiieicie e 13— 31
INAEPendEnt TESHINE .....cccuverierieeieeieeieeteeree e ste et ereeteesiaestaesebessseesbeesseeseesssesssesnsennsens 13 —31
Individual Responsible for OFAC Compliance ............cceeceevierieiiienieenieeseeneeseeseeees 13 —31
TLAININE ..veeevie ettt ettt e et e e et e e e tb e e st e e etaeessbeeessseessseesssseessseeensseessseasssseenssansssenns 13—32
41T ed 1 D1 £ SRS 13—32
Internal Controls Checklist 13.1: OFAC Review Procedures...........cccceoeveriencnennnne. 13 —33
Transaction Testing Checklist 13.2: OFAC Review of Transactions and New
AALCCOUNTS ...ttt ettt ettt ettt et e b e s bttt e bt et e bt e sbe e sbeesatesat e et e ebeenbeesbeesaeeeae 13 —37
Transaction Testing Checklist 13.3: Blocked or Rejected Accounts/Transactions........ 13—40
Transaction Testing Checklist 13.4: False OFAC “Hits”........cccoceeviiriieniiniieieeieeene 13— 42
Transaction Testing Checklist 13.5: True OFAC Matches ..........cccceeevvieevieenveeereeenenn 13—43
Transaction Testing Checklist 13.6: Potential OFAC Matches That Are Not
THUE MALCRES.....eeiiieiieiieiie ettt ettt st st e et e ebe et e sbeesneeenes 13 —45
Transaction Testing Checklist 13.7: Other Transactions ...........ccccceeeeveeevveerveeeereeennnnn 13—46
Exhibit 13.1: OFAC’s Recommended Steps to Resolving a Potential Match .......... 13 —47
Exhibit 13.2: Commonly Asked Questions to OFAC from Financial
INSTIEUTIONS. ¢ttt ettt ettt et e et e e beesaeeeateenbeenbeenseenseenaeas 13 — 51
Chapter 14

Special Measures Under
Section 311 of the USA PATRIOT Act

AUAIE ODJECTIVE ..vveeiieiiieiiesieesieesie st et et eteesteestaessaessseesseesseesseesseesssesssesssessseessaesseesseesssenns 14—1
OVEIVIEW ...ttt ettt ettt et et et e st e st e s atesate et ent e ente e bt esbeesaeesatesaseeabeenseenseeseenseesseesnsesnseensean 14—1
Types Of SPECIAl MEASULES .......cccvieeiiieiiieiieeeciie et e ereeeeeesereeeteeeebeesbeeesbaeesaseessseeesseensnes 14—2
Recordkeeping and Reporting of Certain Financial Transactions...........c.cccceevveereverevennnn. 14—2
Information Relating to Beneficial OWnership ..........ccecceevieniinirniiniieeieeeececeeee e, 14—2
Information Relating to Certain Payable-Through Accounts.............cccceevvvveecieerveenneenns 14—2

poel



BSA/Anti-Money Laundering

Information Relating to Certain Correspondent ACCOUNES.........c.ccovvevreerererrenreeveerveenens 14 —3

Prohibitions or Conditions on Opening or Maintaining Certain Correspondent

or Payable-Through ACCOUNLS........cccuiiiiiiieieeieerieesee ettt ettt st see e 14—3
Special Measure Guidance from the AZENCIes.........ccvvevierierrierieeniiereesee e ere e e ereeeees 14—4
CRECKIISES ..ttt ettt st ettt e b et b e e et et e bt et e st e e st e nbesbeeseenbesaeenes 14—4

Internal Controls Checklist 14.1: Special Measures ...........ccocceeveerierieeiieesieeieeieeeeeenn 14—5

Transaction Testing Checklist 14.2: Special Measures...........cccvveeeuveerieesiveeeseeesveesveens 14—6

Part IV — Audit Procedures for Specific Products and Services

Chapter 15
Domestic Correspondent Accounts

AUIE ODJECHIVE ..veviieeiieeiieiieiteritesee et eere e e te et e s tbesebessseesseessaessaessaesssesssesssesssessseesseensns 15—1
OVEIVIEW ...ttt ettt ettt ettt b ettt e b et e st e e s et e e bt eat e bt e st et e abeeat et e emeenbesbeestenbesaeenes 15—1
Bankers’ Financial InStitutions............coouieiieiiiiieniiiee e 15—1
RISK ettt et ettt et e e bt et et e e a e e ae et e et et e ne e te bt eteeeeeneens 15—2
IMIIEEALION ... veeveeeiieieestee et e eeteeete et e teesete st esaseesseesseesseessaessseasseesseensaesseesssesssennsennseenseensees 15—2
DUE DIIZENCE. ....ueietieiieeiie ettt ettt ettt ettt e ee e bt e sbeesaeeentesnseenbeebeenseenaean 15—2
CRECKIISTS ...ttt ettt h e sat e st e bt et e e bt e bt e s bt e sbtesmeeenteeneeentean 15—4
Internal Controls Checklist 15.1: Correspondent Accounts (Domestic) Activities.......... 15—5
Transaction Testing Checklist 15.2: Correspondent Accounts (Domestic) ..................... 15—6
Chapter 16

Foreign Branches and Offices of U.S. Financial Institutions

AU ODJECTIVE ..eeuvvieeiiiieiiiieciie et eeiee et e estte e e teeetteeebeessbeeesbeessseesssseesseessseeesseesssasansseessses 16 —1
OVEIVIEW ...ttt e ettt e e e ettt e e s et e s s eataeesseataeesssateeesssstaeessnseeeesssnteeessnsreeessnnes 16 —1
RISK FACTOTS ....vvieieieie ettt e e e etae e e et e e e et e e e eaneeseeaaeeseenaneeeenn 16 —1
RISK MItIATION....c.utiieiiieiiieciie ettt ettt e et e e e e e et eetaeessbeeesaaeessbeeessaeessseessseeensseessseessses 16 —2
|25 €1 011 Tz 15 1o o SRR 16 —3
Foreign AML EXaMINatiOnS........cccververierirenerieiiesiieseeseesnessesseesseesseesseesssesssessseessesnsees 16 —3
U.S.-Based EXAMINAtIONS.......cccuvviiiiiiiiiiiiieeieeee et ee e e eeeeaeee e e s e e ssenaaaeeeeeessssnnnenaees 16 —4
Host Jurisdiction-Based EXaminations..............cooovievuverieiiiiiiiiiieeeeee e 16 —5
(@] 1 1=To] 4 5T SRR 16 —5

Xxii



Contents

Internal Controls Checklist 16.1: Foreign Branches and Offices of U.S. Financial

INSTEUEIONIS 1. ettt ettt sttt et s b et e b esee b b e enee 16 —6
Exhibit 16.1: General Guide to Account Opening and Customer Identification
Attachment to Basel Committee Publication No. 85 “Customer Due Diligence

for Banks” February 2003 .........c.ccocvriiiiiiieriierieerieseesiesee e eee e eseeseesseesseessnessnenns 16 — 10
Chapter 17
Electronic Banking

AUAIE ODJECTIVE ..eeeiieiiieieesieeetie ettt ettt et et et e st e st e eabe et e e b eesseesseesnteenseenseenseesseesanesnneans 17—1
OVETVIEW ...ttt ettt ettt ettt s b et e s et et e et e bt e bt e sbeeeh b e satesateeabeembeenb e e bt enbeesbeesateeneeaneean 17—1
E-BANKING ...eviiiviiiiiiiccie ettt ettt v ettt e aaesebestbeesbeebeesbaessaessbessseessaessaesees 17—1
Electronic Cash (E-Cash) ........cc.oooiuiiiiiiiiii ettt 17—1
Criminal Activities and Electronic Banking.............ccccceeviiiiiiieiiieniie e 17—2
RISK FACLOTS ... ettt et ettt ettt et e e s et et e neemeeeeseeeneans 17—2
REA FLaS...ceviiiieiieiiece ettt sttt ettt et e e b e esteessaessaesssesnseanseenseenseensens 17—3
CIP RISK .ottt ettt ettt e et esae s e s seesae s e eseensesseessensesnnenes 17—3
Unique RiSK FACLOTS ....iiiuiiiiiiieeiieeiie ettt ettt eive e eestaeesebeessvaeesesaeenneeas 17—3
Risk Mitigation for E-Banking..............ccoeeierieriienienieiieeieeieeieesiee e sne e esee e 17—4
Remote Deposit CAPLULE ........eevveeriierieeiieeie ettt et ettt e sieesnaeebe e beesaeeseees 17—S5
The Remote Deposit Capture PrOCESS........cvveviiieriieiiieeiieeeie et eive e ereeevveesenee s 17—5

RISK FACLOTS ...ttt ettt nee 17—6

RISK MILIZATION 1.vevvieniieiiesiieeiieeieeteeiee st e seresiteesteeteesteessaesssessseesseesseesssesssesssensseesenns 17—7
Internet Banking AUthentiCation ............cccveeeviiiiiiieiiie ettt eiee e et sveeereeeeae e 17—7
Risk Mitigation for E-Cash ..........cccoocviiiiiiiiiiiieieicceccee et 17—9
Third-Party Payment PrOCESSOTS .........ccviriiiriiiiierieeienie e eieeieesieeseeseeessnessreeseessaeseeessnesnns 17—9
T Q2 To110) U PPSSR 17—10
RISK MItIGATION. ....eecitiiiiiieciieeiee ettt ete e et e et eeeteeesabeesabeeessaeessseeessaeesssaeessaeessens 17—10
41T ed 1 1 £ ST 17—11
Internal Controls Checklist 17.1: Electronic Banking............cccecceevievieniiniennieniennnne, 17— 13
Internal Controls Checklist 17.2: Third-Party Payment Processors.........cccccccveeeeveeennenn. 17— 14
Internal Controls Checklist 17.3: Electronic Cash ..........ccecevireeeieiiiinienceeeeeee, 17— 15
Transaction Testing Checklist 17.4: Electronic Banking...........ccccccceeevienininncnencnnen. 17— 16
Transaction Testing Checklist 17.5: Third-Party Payment Processors ............ccccoeun.e.... 17— 17
Transaction Testing Checklist 17.6: Electronic Cash ...........cccoevvevienienienienieeieenenn, 17—19

xxiii



BSA/Anti-Money Laundering

Chapter 18
Deposit and Nondeposit Products

BrOKETEd DEPOSIES ..veeeeviiiiiieiiieeiiieeite ettt e e cteeesteesteeetbeessbeeeaseessseeesseeessseesssaeessseesssesenses 18 —1
AUIE ODJECHIVE 1evviiiiiiiicirieie ettt et et esresr e e bt esbe e st e s teestaestaessbeesseesseesseesssesssessseasseensens 18—1
OVETVIEW ...ttt ettt ettt b ettt e bt et e st e bt e e sbe e st e bt eae et e sbeeneeneeeneeneas 18 —1
RISK FACLOTS ...vviiiiiiciie ettt ettt ettt eetae e saveeeabeeeeveesnree s 18 —2
RISK MItIGATION. ....eiutiiiiiieciiieeiieeeieeeite e e et e et e e eeebbeestbeessbaeesebeeesbeeessseesssaeensneensseaans 18 —2
Privately-Owned Automated Teller Machines...........ccccvevvvevierieniiniieieeeeseesee e 18 —3
AUAIE ODJECTIVE ..ttt ettt ettt ettt e s tte st e et esbeete e bt e saeesstesnseenseenbeeseennes 18 —3
OVETVIBW ...ttt ettt ettt et b e b e b e e e a e e s ae e et e et e et e e sbeesheesabesateembeenbeenbeenss 18 —3
SPONSOTING BANK .......iiiiiiiiiieieciecie ettt e ere et seb e v e sebeesseessaeneas 18 —4
Private ATM Operators as Money Service BuSInesses.........ocvevverververienienvenienieennens 18—4
Is the ATM Operator Considered a Currency Dealer or Exchanger? ............cccceevvennnnn. 18—5
Is the ATM Operator Considered a Money Transmitter? ...........cceeeveveveevreevreerreerieereeenens 18 —5
RISK FACLOTS ...ttt sttt st e 18—5
RISK IMItIGATION. ... eeutieeieeiie ettt ettt ettt ettt s e et e e e beesteesneesnteenbeenbeeseesseesnean 18—6
Nondeposit Investment ProdUCES.........c..ccciiiiiiiiiiiiiiieciee ettt esevee e s 18 —7
AUIE ODJECHIVE 1evviiiiiiiiciiieie ettt et et e st e v e b e ese e st e staestaestaessbeesseesseesseesssesssessseesseensens 18—7
OVETVICW ...veieitiieieeeeitee ettt e e tee et e e e veeetaeesabeeesseeesaseesabeeassseesaseeansseesssesansseessseeenreeennseean 18 —7
NetWorking ArTanZEMENTS ........eeecuvieecrieerieeiieeeieeesireeeseeesreeeseeessseessseessseeesssessssseees 18 —8
In-House Sales and Proprietary Products..........ccccevvevieriencieerieiieieeseesee e sve e 18—9
RISK FACLOTS ...ttt st e 18—9
RISK IMItIGATION. ....eetieiieiieeiie ettt ettt et ettt ettt et et esatesat e esteenteeseesseessaesneesnseenne 18— 10
Networking ATTanZEMENLS ..........ccverviereerrerreeireerieeseeseesresresseasseesseesseesssesssesssenns 18— 10
In-House Sales and Proprietary Products..........c.cceevveviieniierieeneenienienreeveeve e 18 — 11
INSUIANCE SALES ...ooouviiiiiiiciie ettt ettt e et e e eb e e e ree e tbeesabeeeareeeareeas 18— 12
AUIE ODJECTIVE ..veeiviieiiieciieeiee ettt e e iteesreesveeeteeesebeeebae e sseessseesssseessseessseeessassssenns 18— 12
OVEIVIEW ...ttt ettt ettt ettt et e et e et e s e et e st e eme e teeseenee e st eneeseeneenseeteemtenseeneenseaneeneas 18— 12
RISK FACLOTS ...ttt sttt et 18 —13
RISK MItIGATION. ....eicutiiiiiieciiieeiie ettt ete e et e e eeete e e stbeesabeeestaeessseeessaeessseeensaeesseas 18— 13
Special Requirements for High-Risk Insurance Products..........c.cccceevveiiniienieennennn 18— 14
Requirement to File Suspicious Activity Reports.........cccceevvevveriercienienieeieeieennnn 18 — 15
CRECKIISES ...viiiviieeiie ettt ettt et e et e e e et e e et e e eaveeeabeesaseeebseesaseeenseeensseesnseeanes 18— 17
Internal Controls Checklist 18.1: Brokered Deposits..........cceeevvereriieeieeeiieenieeeree e 18— 18
Internal Controls Checklist 18.2: Privately-Owned Automated Teller Machines.......... 18— 19
Internal Controls Checklist 18.3: Nondeposit Investment Products ............cccceevueennnee. 18 —20
Internal Controls Checklist 18.4: INSUIANCE ........coceeiieriiiiiiieeiieeeeeee e 18 — 21
Transaction Testing Checklist 18.5: Brokered Deposits.........ccccveviverienienieenneevenenennn, 18 —22
Transaction Testing Checklist 18.6: Privately-Owned Automated Teller
IMACKIIIES ...ttt ettt e et e s be e et e e et e e ebee e taeeeseeenseeesssaesaseeensseesareean 18 —24
Transaction Testing Checklist 18.7: Nondeposit Investment Products.............ccc.c........ 18 —26
Transaction Testing Checklist 18.8: INSUTANCE .......cevvvereveriiriiiieeiecieeeesee e 18 — 28

XXV



Contents

Exhibit 18.1: Frequently Asked Questions: AML/SAR Reporting
Requirements for Insurance COMPANIES ..........cevvereerreerieerieerieesieesresresreereeseensens 18 —29

Chapter 19
Concentration Accounts

AUAIE ODJECTIVE ..veeeiieiiieitesieeetie ettt ettt e st et e st e et eebe et e e bt e sbeesseesateenseenseenseesseesanesnsenns 19—1
OVEIVIEW ..ottt e et e e et e e e et e s e e st e e s seataeeesertaeesssnaeeessnntaeesernseeesssnaeeesanes 19 —1
RISK FACTOTS ......vviieieiieie et e e e e et e e e eeaae e e e eaneeeeeaneeesennneeeean 19 —2
RISK IMItIGATION. ... eetietieeiieeie ettt ettt ettt st et e e e e e st e sntesnteenbeenbeeseesseesnean 19—2

CIECKIISES .ttt e ettt e e e e e et e e e e e s s e saaaeeeeeeeeseabaaeeeeeessesnaaeeeeeens 19 —3
Internal Controls Checklist 19.1: Concentration ACCOUNTS..........ceevvuvereevirveeeerrreeeeineeenn 19—4
Transaction Testing Checklist 19.2: Concentration ACCOUNLS .......cccceeereereriereenrereeneenn 19—6

Chapter 20

Lending Activities

AU ODJECTIVE ..eeuvvieieiiieciiieciie ettt eetteeiteestte e et eeestteestbeessbeeestbeessseesssseessaessseeessseesssasansseensses 20—1
OVEIVIEW ..ttt ettt ettt sttt et e et e et e et e e st e e e st e eme e beeseeneeeseemeenseeneenseeseenteseeneenes 20 —1
RISK FACLOTS ...ttt ettt et ettt et e 20—1

T QLY ATz 1 (o) DRSPS 20—2
SuspiCious ACtiVILY DEteCION ......uieciiieriiieeiie et eeiee ettt e ereeebeeeseae e s beeeraeeseseeenns 20—2
Selling Collateral Out Of TTUSE......cccverierierieiie ettt eeesee e ebe e e ssaeseesrsesnseenseens 20—2
Internal Loan Fraud..........ccooiieuiiiiiiiiie ettt e 20—2
Sudden Payoffs of Delinquent Loans..........c.ccccveerieeecieeniicciiecie e 20—3

Specific Lending Areas Subject to Fraudulent Transactions............cccccveeeveevveerieenieereeneennn. 20—3
Mortgage Loan Fraud.........cccevierieniieniicie ettt 20—3

Common Types of SUSPICIOUS ACHIVILY ..ecvirereiieerieeiiieeieeeciee e eiee e sreeevveesevee s 20—4
Areas Identified as Susceptible to Mortgage Loan Fraud............cccoeevvvvincviiviennieennnnn, 20—5
Risk Mitigation for Mortgage Loan Fraud...........ccccoeeveviieiieniininnienie e 20—6
Customer Identification Procedures............ccocueiiiiiiiiiieiiicciee e 20— 6
OFAC PrOCEAUIES .....eeeueieiieiieitie ittt ettt ettt ettt e satesatesate et ebeenbeeas 20— 6
Third-Party DUe DilIZENCe........ccvevvieriiiriieiiieieete ettt et sresreeereeseesreesseesraesenessneens 20—6
Commercial Real Estate Lending............ccceriiriiiiiiiieieeieeeeseeste e 20—7
Structuring Activities Related to Commercial Real Estate............cccooevvevcieeniiennennn. 20 —8
Money Laundering Activities Related to Commercial Real Estate ..........c..ccccceeeneee. 20—38
International Transfers Related to Commercial Real Estate.........ccccccovevvvevvrciencieennnns 20—9
Potential Tax Evasion Activities Related to Commercial Real Estate...................... 20— 12

XXV



BSA/Anti-Money Laundering

Money Laundering to Promote Other Commercial Real Estate-Related

Potentially THCIt ACLIVILIES ..eeveerveeriieriieriierierreeteereereesieesseesseesseessseenseenseesseesseesses 20— 14

CRECKIISES ...ttt ettt e et e et e e et e e et eeeveeetbeessbeeebeeesaseeanseeensseesnseeanes 20—15

Internal Controls Checklist 20.1: Lending ........cceovvevivereerienieiieeieereere e esveesee e e 20— 16

Transaction Testing Checklist 20.2: Lending.........ccoccveveveviiniencienieeieeieeseeseeseesne e 20— 17
Chapter 21

Trust and Asset Management Services

AUAIE ODJECTIVE ..eeeiieiiieieesieeetie ettt ettt et et et e st e st e eabe et e e b eesseesseesnteenseenseenseesseesanesnneans 21 —1
OVETVIBW ...ttt ettt ettt ettt b e s bt s at e s it e e bt e bt e bt e bt e s bt e saeeeaeeemteenteebeenbeesbeesneeans 21 —1
Customer Identification Programi...........cccceevvieviiinienieiiie et see s eesevesveesreens 21 —2
Ongoing Customer Due Diligence Program ..........cccccoecevevieiiieiiienienienienie e sveeveeieens 21 —3
Funds Transfer RECOrdKEePINg .........ccvieviiieiiiiiiieiiie ettt e e 21—3
OFAC COMPIIANCE.....uvierieiierieiiesiesresteereeseesseesseesseesssesssessseesseessessssesssesssessesssesssenns 21 —4
BSA/AML Compliance OffiCer .....ecvviriieiieiieiieiteree ettt enseeeees 21 —4
Currency Transaction REPOTtING .........cc.eecuieiiieriiirieiie ettt 21 —4
Section 314(a) FinCEN Requests — Information Sharing ..........c.ccccceevveiviieeceeecveenne, 21 —4
OFNET ISSUES ...ttt ettt sttt ettt e a et bt et et ebe et e b e enes 21 —5
RISK FACLOTS ... eiitiiiiiie ittt ettt e ettt e ab e e et e e tbeesabeeenraeeseseeenraeenes 21 —5

RISK MItIATION....c.uvieeiiieciieciie ettt ettt e et e e et e et eeetaeessbeeeaveessbeeesseeessseesnsaeensseessseensnes 21—6
Circumstances Warranting Enhanced Due Diligence ...........cccocoveevieiieviinienieniesieenens 21—6

CRECKIISES ..ttt ettt sttt b et b e e st e b e e bt et e st e emeebesbe e st e nbesaeenes 21 —7
Internal Controls Checklist 21.1: Trust and Asset Management Services............c.cuu..... 21—9
Transaction Testing Checklist 21.2: Trust and Asset Management Services ................ 21—10

Part V — Audit Procedures/Risk Factors
for Specific Persons and Entities

Chapter 22
Specific Persons and Entities

Non-Bank Financial INStItUtiONS..........cc.eerierieiiirieeie ettt ettt neee s 22—1
AUIE ODJECTIVE ..veeiviiiiiieiieeeiie et e eteeette e e v eeetteestbeesbeeestaeessseessseeessseessseesssseesssessseeanes 22—1
OVETVIBW ..ttt ettt sttt ettt 22—1
Guidance on Providing Banking Services to Money Services Businesses ..........c........... 22—2

XXVi



Contents

Renewals and Re-RegIStration ...........ccccvvieiierieiiiiiierieeieste e seeseveesneens 22 —3
Ceasing to Be a Money Services BUSINESS ........cvevvierierierienieiieeie e 22—3
EXAMPIE ..ottt bt e st aee 22 —5
] [ 1o o) ¢SRS 22—6
RISK MItIGATION. ... ueevieeieeiieeieeieesieesteste et et et eteessaesebesnseenseesseesseessnesssessseanseesseesssensnes 22—6
Risk ASSESSMENt FACLOTS.......coiiiiiiiiiiiicciie ettt 22 — 6a
Professional Service PrOVIAETS ........c.cooiiriiiiianieiie ettt 22 —7
AUIL ODJECHIVE 1evviiiieiiiiiiieie ettt ettt sre b e e b e esb e e seesreeseaestaessbeesseesseesseesssesssessseesseessens 22 —7
OVEIVIEW ..ttt ettt ettt ettt s h et bt ettt e b et e s bt e st e bt eh e et e e bt e et et e ebeentesbeeseenbesneenes 22 —17
RISK FACLOTS....c.utiiitietieie ettt ettt et b ettt e eeeeean 22 —7
RISK MItIZATION. ....vievieiiieierieieeieestiestesreereeereesteesteesebesesessseesseesseesseessaesssessseasseesseesssensses 22 —8
Non-Governmental Organizations and Charities ..........cccooveeeiererieneneneneneeeseeeeeeeeene 22 —38
AUAIE ODJECTIVE ..ttt ettt ettt e st e st sa e et e ete e bt e saeesaeesnteenseebeeseenes 22 —8
OVETVIEW ..ttt ettt ettt ettt e s bt e s ht e e et e e bt e bt e bt e bt e sbeesaeesaeeeateemteenbeenbeesbeesaeeeas 22 —8
RISK FACLOTS ...ttt sttt st be et 22—9
RISK IMItIGATION. ....tteutietieiieeiie ettt ettt ettt et ettt e satesat e ent e et e ebeesseessaesneesnseenne 22—10
Corporate Entities (Domestic and FOreign).........cccveevvieiciiiiiiieniie e svee e 22 —11
AUAIE ODJECHIVE 1..vvieiiieiieciie ettt ettt ettt et e v e sreesb e e b e eseessaestaesssesssessseesseesseesseenens 22—11
OVEIVIEW ..ottt ettt ettt b ettt a et e sb et e e bt eat et e ebt et e sbeeat e besaeeneenbeenean 22 —11
Domestic Corporate ENtITIES .......cccuviiviiieiiieeiieesieertie et eevee e veesreeesaeeeveeeevee s 22 —11
Foreign Corporate ENtItIS .......ccvcvvieriieiieiieeieeie ettt esieesteeseeeseresevessreesseesseessaesns 22— 12
Private Investment COMPANIES..........ccecverrverireeereereeieereesieeseeeseresaessreesesseesseesseesseenses 22—13
Risk Factors in GeNETal..........cccueiiiuiiiiiiieiiie ettt e et n 22—13
Nominee INCOrPOration SEIVICES.......uiervrererieeiiieeiieeereeerteesreeereeesreeeseeessreesseeeseeeens 22— 14
Risk Factors of Shell COMPANIES ........cccveveviieiieriieriiesie e ere e ereereereeseeesaeseneesreesseenns 22 —15
RISK IMItIGATION. ....ttetieiieiieeiie ettt ettt ettt ettt beesatesateeateenteeseesseesseeeneesnseenne 22— 16
Cash-INtenSivVe BUSINESSES. .. cc.utiiieitiitieitieiiie ettt ettt ettt et ettt sb e bt e sbeesateeaeeeneeens 22 —18
AUAIE ODJECHIVE ...vviiiiieiieciie ettt ettt bestbeesb e e b e ebeestaestaesssesssessseenseesseesseenens 22— 18
OVEBIVIEW ..ttt ettt sttt ettt b ettt a et s bt et e bt eat et e sbt et e sbeeat e besaeentenbeennan 22 — 18
RISK FACHOTS .. eiiuiiiieiieeiie ettt ettt ettt e et e tb e e st e e eabeeeabeeeabeeensseeeaveean 22—19
RISK MItIGATION. ....vieuvieiiesiieeiieeieete et esieesttesaeeereesbeesbeesbeesseesssesssessseesseesseesseesssenssensseenns 22—19
CRECKIISES ..ttt et h ettt st et b e ettt e bt et esb e et e b e sbe et e beesteeesbeeneen 22 —20
Internal Controls Checklist 22.1: Non-Bank Financial Institutions...............ccccceveennen.. 22 —21
Internal Controls Checklist 22.2: Professional Service Providers............ccccceeveeeieennne. 22 —22
Internal Controls Checklist 22.3: Non-Governmental Organizations and Charities...... 22 —23
Internal Controls Checklist 22.4: Corporate Entities (Domestic and Foreign) .............. 22 —24
Internal Controls Checklist 22.5: Cash-Intensive BUusinesses ..........cccceeveeveeneeneenneenne. 22 —125
Transaction Testing Checklist 22.6: Non-Bank Financial Institutions .............cccceeuce.... 22 —26
Transaction Testing Checklist 22.7: Professional Service Providers..........cccccocevueeneeee. 22 —29
Transaction Testing Checklist 22.8: Non-Governmental Organizations and
CRATTEIES ...eueeeiteetie ettt ettt e b e b e s a e et e bt et e e sbeesbeesatesateembeebeenbeenns 22 —31
Transaction Testing Checklist 22.9: Corporate Entities (Domestic and Foreign).......... 22 —32
Transaction Testing Checklist 22.10: Cash-Intensive Businesses ...........cccccevvereennnnnee. 22 —35

XXVii



BSA/Anti-Money Laundering

Checklists
Sample BSA/AML Overall Bank Risk ASSESSMENL........c.cccvervirciieciieiieriieriesee e ere e eieeeee e e 1
Internal Control Checklists
Internal Controls Checklist 3.1: BSA Compliance Program General Requirements ....................... 6

Internal Controls Checklist 3.2:

Enterprise-Wide BSA Compliance Program General

REQUITEIMENLS ...ttt et ettt et esat e st e eabe et e e seesneesneeenseenseenseenseans 18e
Internal Controls Checklist 4.1: CIP Policy REVIEW ........cccuveeciiiiiiiiciieeieecee e 18¢g
Internal Controls Checklist 5.1: Customer Due Diligence........c.ccvevveeveereerienieeieereeieeveeeeenens 23
Internal Controls Checklist 6.1: Suspicious Activity RepOTt ........ccecvvveeiriiieiienieneeniesieeeeeeen 25
Internal Controls Checklist 7.1: Currency Transaction Reporting ...........ccceeevveevviencieeeceeenveeennennn 33
Internal Controls Checklist 7.2: ReVieWing CTRS ......cccveeviiiiriiiiieiieeeeeree e 35
Internal Controls Checklist 8.1: Information Sharing ...........ccceccveevveviereenienienie e 36
Internal Controls Checklist 9.1: Purchase and Sale of Monetary Instruments ...............ccccceenennee. 41
Internal Controls Checklist 10.1: Funds Transfers...........ccecerieierenieere e 42
Internal Controls Checklist 10.2: Automated Clearing House Transactions............cccceeevervveennne. 44
Internal Controls Checklist 11.1: Foreign Correspondent Account Recordkeeping and

DUE DIIIZENCE......eeciiieeiiieciee ettt e et e e et e et e e s tbeeestbeesebeesstaeessseeasseeesseessseeanssesssseesssenans 46
Internal Controls Checklist 11.2: Dollar Drafts..........ccooieieieiieei e S4c
Internal Controls Checklist 11.3: Payable-Through ACCOUNLS ........ccccevevrecvierieeriierieerre e sre e 54e
Internal Controls Checklist 11.4: POUCh ACHVIY......ccovuiiiiiieciii ettt 56
Internal Controls Checklist 11.5: Trade Finance............ccecevirieiininieniseeee e 57
Internal Controls Checklist 11.6: Parallel Banking ACHVItY .........cceeeververiierieesieeie e e 58
Internal Controls Checklist 11.7: Private Banking Activity (non-U.S. Persons) ........cc.cceceveeuenne. 59
Internal Controls Checklist 11.8: Nonresident Aliens and Foreign Individuals.............c.ccceenne.n. 63
Internal Controls Checklist 11.9: Politically Exposed Persons ...........coceevveviencieeneeneeneeneennenen 64
Internal Controls Checklist 11.10: Embassy and Foreign Consulate Accounts .............cceeeerueenee. 65
Internal Controls Checklist 12.1: Foreign Bank and Financial Accounts Reporting ..................... 66
Internal Controls Checklist 12.2: International Transportation of Currency or Monetary
INSrUMENtS REPOTLINE ..ec.vveiieiiiiieiieeiieie ettt et e s te st e e et e e eseesteestaeseaessseesseesseesseessaesssesssennsas 67
Internal Controls Checklist 13.1: OFAC Review Procedures .........cccccovveerieniiniiiiieincesceceee 68
Internal Controls Checklist 14.1: Special MEaSUIES........ccveveervierrerreerieieeieesieesieeseeesenesenessnensnes 69
Internal Controls Checklist 15.1: Correspondent Accounts (Domestic) Activities...........ccoeeneeee. 70
Internal Controls Checklist 16.1: Foreign Branches and Offices of U.S. Financial

IIISTIEUEIONS 1.ttt ettt ettt b e bt e e a e et e et e bt e bt e sbeesheesaeeeabeenbeebeebe e bt enseeeaeas 71
Internal Controls Checklist 17.1: Electronic Banking...........c.ccccvevvvevieneenieiieeiece e esieesee e 75
Internal Controls Checklist 17.2: Third-Party Payment Processors...........ccccceeveeneenienienienennnee. 76
Internal Controls Checklist 17.3: Electronic Cash .........ccccooiiiiiiiiiiiiiiieee e 77
Internal Controls Checklist 18.1: Brokered Deposits........c.ccceeevieerierieerienieeriesieeieesreesreesveesne e 78
Internal Controls Checklist 18.2: Privately-Owned Automated Teller Machines...........c............ 79
Internal Controls Checklist 18.3: Nondeposit Investment Products............cccceevveveenienienienennee. 80
Internal Controls Checklist 18.4: INSUTANCE .......ocueeiiiiiiieieieeiee e 81
Internal Controls Checklist 19.1: Concentration ACCOUNES ........c.cecveruereeriererienieseeeeneeeeeneeseeenees 82

XXViil



Contents

Internal Controls Checklist 20.1: LeNdiNg ......ccecvveriieirieiieiieiierieeseesee e ereere e esve e esveesenesenes 84
Internal Controls Checklist 21.1: Trust and Asset Management SErvices .........ccoovververververvennne. 85
Internal Controls Checklist 22.1: Non-Bank Financial Institutions ............ccceeeeeeviienieeecneeennnnn. 86
Internal Controls Checklist 22.2: Professional Service Providers.........c.cccceevvvevievienienienienneenn. 87
Internal Controls Checklist 22.3: Non-Governmental Organizations and Charities ...................... 88
Internal Controls Checklist 22.4: Corporate Entities (Domestic and Foreign)...........cccocceevueenennee. 89
Internal Controls Checklist 22.5: Cash-Intensive BUSINESSES ........ccoeereerieriiiiiieiieeesieescenieeeen 90

Transaction Testing Checklists

Transaction Testing Checklist 4.2: CIP Account REVIEW .........ccoecvievieriiniiiiinieeeeeeeesee e 93
Transaction Testing Checklist 4.3: Third-Party CIP ReVIEW ........ccceeviiiviiieciieciieciee e 98
Transaction Testing Checklist 6.2: SAR Program ASSESSIMENL.........c..ccvvevvrerreerreereereeseesnennenns 100
Transaction Testing Checklist 6.3: Suspicious Activity Monitoring System.............cceeevereveennnns 102
Transaction Testing Checklist 6.4: SAR Decision-Making Process ............ccccevceevieerienieneennenne 104
Transaction Testing Checklist 7.3: Currency Transaction Reports.........ccceeevveevvievveencneeeenveennne. 105
Transaction Testing Checklist 7.4: CTR EXEMPLIONS .....ccvvevvveriieriierrerieeieeieeieesieesieeseeeseneseneens 107
Transaction Testing Checklist 8.2: Information Sharing — 314(a) Requests........cccccevevrrirennne 113
Transaction Testing Checklist 9.2: Purchase and Sale of Monetary Instruments ........................ 116
Transaction Testing Checklist 10.3: Funds Transfer Recordkeeping............cccevvevvevvenvenneanenns 119
Transaction Testing Checklist 10.4: High-Risk Funds Transfers............ccccooceierienininiincncennne 126
Transaction Testing Checklist 10.5: Automated Clearing House Transactions............c.ccccue.e.... 127
Transaction Testing Checklist 11.11: Correspondent ACCOUNL .........cecvveerirerveerercreereeieesieeneeens 129
Transaction Testing Checklist 11.12: Dollar Draft ..........cccooeiiiiiniiiiiieeeeeeeeee 134
Transaction Testing Checklist 11.13: Payable-Through Accounts ..........cccoeceevciieiiieiienieniienienne 135
Transaction Testing Checklist 11.14: Pouch Activity Transactions............cccceeveveerreeecneeernveenne. 138
Transaction Testing Checklist 11.15: Trade FINance ............ccoeevveevieiieeciieciieierieceecee e 139
Transaction Testing Checklist 11.16: Parallel Banking ...........cccoccerieniiniiiiiiiieeeeeeneeeeeee 140
Transaction Testing Checklist 11.17: Private Banking Activity (non-U.S. Persons)................... 141
Transaction Testing Checklist 11.18: Nonresident Aliens and Foreign Individuals..................... 142
Transaction Testing Checklist 11.19: Politically Exposed Persons...........ccccvevvvevieneeneeniennens 144
Transaction Testing Checklist 11.20: Embassy and Foreign Consulate Accounts....................... 146
Transaction Testing Checklist 12.3: Foreign Bank and Financial Accounts Reporting............... 147
Transaction Testing Checklist 12.4: International Transportation of Currency or

Monetary Instruments REPOTTING.......ccceiviiiiiiiiieiiesieiee sttt ettt ettt eseeneee s 148
Transaction Testing Checklist 13.2: OFAC Review of Transactions and New Accounts ........... 149
Transaction Testing Checklist 13.3: Blocked or Rejected Accounts/Transactions...................... 152
Transaction Testing Checklist 13.4: False OFAC “Hits”.......ccceeveririereniieeneeeeereeceie e 154
Transaction Testing Checklist 13.5: True OFAC Matches .........cccveeiiieciiecciieeieeieecee e 155
Transaction Testing Checklist 13.6: Potential OFAC Matches That Are Not True

IMEECHIES ...ttt ettt sttt e h et b e ettt h ettt a et bt ea e e bt eae et bt entenees 156a
Transaction Testing Checklist 13.7: Other Transactions............cceccvereereereerieerieeseeseesee e 156b
Transaction Testing Checklist 14.2: Special MEaSuIes .........ccccveerreeeriieerieeeiieenieesreeeeeeesveens 156¢
Transaction Testing Checklist 15.2: Correspondent Accounts (DOmestic)...........ecveevverreerirennnns 157
Transaction Testing Checklist 17.4: Electronic Banking ............ccccceviiviiiiiniiieiienieeececeeene 159
Transaction Testing Checklist 17.5: Third-Party Payment Processors ..........cccceeveeveveeenneeenreenne. 160
Transaction Testing Checklist 17.6: Electronic Cash...........cccoccvevvieviieniiinieniesiesreereeveereeneens 162

XXIX



BSA/Anti-Money Laundering

Transaction Testing Checklist 18.5:
Transaction Testing Checklist 18.6:
Transaction Testing Checklist 18.7:
Transaction Testing Checklist 18.8:
Transaction Testing Checklist 19.2:
Transaction Testing Checklist 20.2:
Transaction Testing Checklist 21.2:
Transaction Testing Checklist 22.6:
Transaction Testing Checklist 22.7:
Transaction Testing Checklist 22.8:

Brokered DEepOosits .......cc.veevievrierieeriienienienreereereereeneenens 163
Privately-Owned Automated Teller Machines................... 165
Nondeposit Investment Products...........cccecceevvevieneenennnen. 167
INSUTANCE...c.eiiiiiiiiieieeeeet e 169
Concentration ACCOUNLS ......cc.evveerieruerierienieeeenieseeiesieeens 171
Lending.....cccueeiieiieieeeeeeee et 172
Trust and Asset Management Services..........cecveereveeenenns 173
Non-Bank Financial Institutions............cccceeevverveereereerenenn 175
Professional Service Providers ..........cccocveveverererciencieenieennen. 178
Non-Governmental Organizations and Charities................ 180

Transaction Testing Checklist 22.9: Corporate Entities (Domestic and Foreign)..............c......... 181
Transaction Testing Checklist 22.10: Cash-Intensive BUsinesses...........ceceevererienieneneeneneneens 184
Appendices
(Available Only on CD)

Appendix A 31 CFR Part 103

Appendix B 31 USC Chapter 53

Appendix C  FIL-32-2005 — Interpretive Guidance on Providing Banking Services to Money

Services Businesses Operating in the United States

Appendix D GAO Report: Company Formations — Minimal Ownership Information Is
Collected and Available

XXX



