Contents

Chapter 1
Planning the Training: Getting Started

Designating an Effective Security TTainer ..........cccveeierierieniinieeieeieeseeseeseesereere e eseeeees 1—1
Be Prepared to Teach the Right Thing.........ccccveeeiiiiiiiciiiiiiciiecee e 1—2
Do Not Be @ ShOW-OfT ..ot 1—2
K@D It STMPIC...couiiiiiiiieiiieie ettt e et e te e tee st essbeesbeessaessaessaesssessseensanns 1—3
B PAtICNT ...ttt et et et eb e e b e etb e e ereeetaeenanas 1—3
Use Plain ENGLISH ...ccuviiiiiiiiicce ettt e ve e s e ae e e e enaae e 1—3
B ENtIUSIASTIC ..ottt ettt sttt ettt et see e neas 1—3

Developing the Training Program ...........cccocievieiiiiiieiieeeeseeree ettt 1—3

REGUIALOTY OVEIVIEW ...eeiiiviiiiiieiiiieciie et eeteectte et e s teeette e s veeebee e tbeesssaeesseesssaasnsaeesseessseens 1—4
Federal Credit UnIOn ACt.......cooieuieieiie ettt ettt see e 1—4
NCUA Rules and Regulations Part 748 ...........ccceviiriieriieniieeieeieeseeseesee e sne e eseeneeens 1—4
EleCtronic COMIMETICE........ccvieiiieeirieeetieetee ettt e ereeeeteeeeereeseveeetaeeseseeebeeessseesasesensseesaseeennes 1—5
Gramm-Leach-BlIEY ACt.......cccuiiiiiiciieiieirieriecie e ere et ettt seresiressseesaesraestaesenessneenns 1—6
Right to Financial Privacy Act of 1978 (RFPA) ....cocceiiiiiiiieeeeeeeeee 1—9
Privacy Concerns and the Online Environment ..............ccecceeveireenienieniieecieeieeieeeeenn 1—10
PriVACY POLICIES ...veiiuiiiiiiieciie ettt ettt e et e e ve e s b e e etbeessbeeesbaeesaeessseeensneenns 1—10
4155 013 70 I 4TS PSPPSR 1—11
Pretext Phone Calls .......co.ooiiiiiiieeee et 1—13
Other Methods to Illegally Obtain Member Information.............cccceeeevieeviiercieeeceeeniens 1—14
Reporting SUSPICIOUS ACHIVILY .vvcvveiiieiieieerieesiesteste vt ereereesieestaesereessessseesseesseesseessnas 1—14

Corporate RESPONSIDIIILY .....cccvieriieriierieriiciteieet ettt e e essseensesnseensees 1—14
Implementation of Security Program ...........cceciiriiiiiiiieiieeeeeeesee e 1—15
PerSONNE] SECUITLY ... .oiiiiiiiiiii ettt ettt e e be e et e e etaeessbeessbaeesaeessseeensaeenns 1—16

Security Officer ReSpONSIDIIILIES. .....ccvevviiciieiiieiiecieeere e neees 1—17
Specific RESPONSIDIIILIES ......eevueieiiiiieiiesiiecie ettt e s 1—17

RISK MANAZEMENL ......ccuviiiiiieiiieiiie ettt esteeette e et e e teeeeaeessbeeeaaeeebeeesseeesseessseeassaeenssesnnnes 1—18
RiSK aNd EXPOSUIE.....cciuiiiiiiiiiiiieiiesieste sttt ettt et seeestaesaesrbeesbeesbeesaessaesssesssessseessens 1—18
ASSEt IAENtIFICATION ...eeueiiiiieierieee ettt 1—19
Consideration of Local Factors to Deter Crime ..........coceevueerieiienienienienieeieeieesieeneeene 1—19

xiii



Self-Paced Security and Fraud Training for Credit Unions

Chapter 2
Security Officer Training

Security Officer QUalifiCatiONS.......c..ieviieiiiieeiiieeiee ettt e e e e sre e e reeeseaeesbeeesaseenes 2—1
Security OffiCer SEIECHION ...c.viiiiiiiiiiiicie ettt sre ettt stae b e srbeesbe e reesraessaessnenens 2—2
RESPONSIDILITIES ....vvevveeiiieieeieesiiesteeieete et e st et e st eeteesteesbe e seesssessseenseesseessaesseessnenssenns 2—2
QUICK REVIEW ...ttt ettt ettt e e tb e e et e e s teeeabeeeteeesaseesaseeensseessseean 2—3
Security EQUIPMENt — STOTAZE ....cccvviieiiieiiieeiieeeieeeiee e eeveeeieeesveeeteeesereesseeesseessseeesseenes 2—4
VIAULES .ttt e h et h et b e ettt st b e e ettt e he et b b aees 2—4
Concrete Vault ConStIUCTION. .......ccviiiiiietiieiiieeiee ettt ettt ereeeraeesereeereeeseneeeenas 2—4
MOAUIAT VAULLS ..ttt sttt et 2—4

VAUIE DIOOTS .ttt ettt sttt et e bt sbe e st 2—5

SIS ettt bt ettt h ettt e b et b eate b et enee 2—5
NIt DEPOSILOTIES ...veeeeriieierieiiieeiieeeiee et e eteeetteesbeeesteeestbeesreeessseessseeesseessseeessseensses 2—5
N LY USRS 2—6
AN SYSEEINIS ..uvveeieiiiieieeieesieesteeteeteeteeebeenbeesseeseesseesssessseasseasseassaessaesseesssesssesssennseenseensens 2—6
VAU ALAIINS ..ottt ettt e et e et e e eab e e eteeeseaeeenbeeesbeesnseeensaeenenas 2—6
SATE ALATIINIS .....eeeietieeee ettt sttt st ettt e b e bt e bt e s he et et eneeeaean 2—6
Night Depository and ATM ALAImS........c.ccoveevieriierieiieieeere e esie e e seesresnesreeseesseesseas 2—7

3 (o) 6101 o BN F: 4 4 1SR SRSRRP 2—7
Camera SUIVEIILANCE. .......coiiiiiiiii ettt ettt sbt e st e 2—7
SEQUENCE CAIMETAS ...euvveeeieeeiieeriieeeiieesteeereeetteesseesseeessseesseeasseessseesssseessseessseeessseessseen 2—7
Demand CaIMETAS .......cc.eeoueriirieieeieeteste ettt ettt ettt ettt et sbe et e besbt et e sbeeanenaeeneenees 2—38
Closed-Circuit TEISVISION .....cccviieiiiiieiiieciieciie et etee et et et eesreeeree e ebeesereeeeseeeaseeenens 2—8
Positioning Surveillance Camera EQUIPIMENL.........c..covevieriieiiieiieereeieeieeiee e seneseneeneens 2—38

N TSTo1 D1 L 3T 11312V PSSR 2—9
Vault IIUMINAION .....ooocviiiiiieeiie ettt e et re e et e et e e e veeetaeesabeeeareeesaneeans 2—10
Member Service Area ITUmination.........c.cccevierieniiniiiieeee e 2—10
Parking Lot ITTUMINAtION ........ccviiiieiiesiesie sttt esee e sve e ebeesbeessaeseneseseesseessaesseas 2—10
ACCESS COMIIOL ...ttt ettt s b et st eat et b e e saeeaees 2—11
Door and Window LOCKS ......cooiiiiiiieiieiee ettt 2—11
KBY SECUITLY ..evvieuiieiieeeieeite et ettt e st e st e s b e eeb e e bt esbe e seesabesebeesseasbeesseesseesssesssesssessseasseensens 2—12
Bullet ReSiStant BAITIETS.........ccvivviiciieiieiieseeseeseesreereereeseeseesseesseessnesssessseesseesseesssesssennns 2—12
Special Use Protective Barmiers........cocuevirierienierieniinieteniesiteieseeteesie ettt 2—13
DY@ PACKS ...ttt et ettt s e et e e et e e tb e e ab e e e bt e e abaeenraeenraeeennes 2—13
OPCTALION ... .eeuvieiieieesitesteetesteeteesteeseestaesseesesessseasseesseesseessaesssesssesssennseensaesseesseesseensseans 2—13
Teller RESPONSIDIIILY ......eevieiiiiieiie ettt et et seees 2— 14
Inspecting and Maintaining Security Equipment and Lighting.........c.ccccccovvvviiiiiiniieninenne. 2—14
Burglar Alarm TESHING .......cccvvevrierieiieeiieriereeteeieeseestesreereesseesteesseesssesssesssesssessseessees 2—14
Holdup Alarm TeESHNE.......eccveerreeriierierieete et e eite e e sreeaeesbeesseessaesssesssesnseesseesseenses 2—15
Surveillance Camera TESHNG ......c.ceceerierieriieieeieereesee ettt eesieesee e eeeeneeens 2—16
THTUIMINATION -ttt ettt ettt et e e s st et ete e st et e sbeeneebeeneeneenes 2—17
RECOTAKEEPING ... oecuiieiiieiieiieeete ettt e e saestaesaaessaeenseenseenseenseennns 2—17
QUICK REVIEW ...ttt et ettt et et e e b e e sabe e e abeesabeeensaeesnseeensneenans 2—17

X1iv



Contents

General SECUTILY TTAINING ...cccvveiieeieeieeie ettt et e ebe e e eteestaestaeseaessbessseesseesseesseessens 2—19
Opening the Credit Union OffiCe ........ccvvviiriiiiriiiiierie ettt 2—19
Closing the Credit Union OffiCe .......c.cceceeviriiniininieninieeeeteeeeeseee et 2—19
Opening and Closing Vaults, Safes, Night Depositories, and ATM Money Chests........ 2—20
Control of Office Cash.....cc.oociiiiiiiiiie e e 2—20
RODDEIY Prevention........oiiiiiieiieiieeiieeeee ettt et ettt sttt st ebeeeeas 2—21
Bait MONEY ProCEAUIE. ......c.veieiiiieiieciie ettt et e e ere e s abeeeeaeesebeessaaeenes 2—21
Responding to @ RODDEIY .......ccoviiiiiiiieiiccieceeteeeste ettt 2—21

Other SECUTItY TIaINING . ...cvevverierierierreeteeteeteeseeseeseesetesseesseesseesseesseesssesssesssessseesseesees 2—123
BUurglary RESPONSE .....cccuviiiiiieiiieciie ettt ettt e e tee b e e et e e staeessbeeeaeaeeenneeens 2—23
Kidnapping Prevention and ReSPONSE..........ccvevvveriiiiieiieiieiieniie e e ere e esre e esaee e 2—23
Safe Deposit BOX PrOCEAUIES .........cccveriierierieeiecieeicesieesiee et sa s e enseereens 2—24
KNOW YOUI MEMDET ......eiiiiiiiiiieiiieciee ettt ettt et e e siveeeteeeaaeeeesesenneees 2—25
TNty THETt....ceiiieiieeeeeee ettt et e e s e e eta e e sbeeessaeessseenes 2—25
Bank Secrecy Act COMPIIANCE........cccvvervieriieriierierierie et et eieeseeesaessaessresnsesnseenseesees 2—26
Protecting Member and Propriety Information ..............ccoeceeveinieniienieniineeeeeeeeeen, 2—26
Identity Theft Red Flag Regulations ...........ccccuviiiiiiiieeiiieciie et 2—126

QUICK REVIEW ...ttt e e e et e et e e et e et eeeaeeeeaeeeenreeeneeeennas 2—27

Contin@eNCy PLANMNING .......c.eeovieiiieriieriierierieeie ettt e seesetesaesaeebeeteessaessaesssessseenseenseensens 2—29
Contingency ManQ@EMENL..........ccueerveeerreerreeerieesteeesreesseeesseeesseeessseessseesssseesssesssseenns 2—30
ODJECLIVE «vevveiereeiieieeciteeteere ettt eb e et e e bt e steestaestbeesbeasbeesbeasseessaessessseasseasseassaesseesseesssensseans 2—30
Corporate RESPONSIDIIILY .......cccuveciiiriiiierieiie ittt e e e e e steesraesnne e 2—131
Management ReSPONSIDIIITIES ......c.eeviiriieiiieiieriieritesie ettt 2—31
Security Officer RESPONSIDIIITIES ......ueeeviiiciiieiiieciie ettt 2 —31
HOMELANA SECUIILY ....eiviiiiiieiieie ettt ettt e e ste e staestaesebessseesseesseesnas 2—32
National Threat AdVISOTY SYStEIM .....cc.eeiuiiriiriierieeie ettt sttt 2—33
PaAndEIMICS ....ouiiiiiiiieette e e et b ettt bean 2—34

The Federal GOVEINIMENL ..........oouiiiiiiieieieeieeieie ettt et 2—34
States and LOCAlIties .......ccoeirieriiiiiiereeee et e 2—35
The Private Sector and Critical Infrastructure Entities ............cccoceeeeviieiiiiiiiecneeenne. 2—35
Security Planning in Response to Terrorist Threats.........cocvevvevievieiieeciieiieieeieeieesiens 2—36

QUICK REVIEW ...ttt ettt ettt et e tae e et e e areesabeeeeaeeeeareeereeenanas 2—37

USINE GUATAS ...ttt ettt st e e bt ettt sat et s bt et e sbeebeeseens 2—38
Choosing a Contract GUAId SEIVICE ........ccuvervieiciieeiiieeiee et eereeeeeeeereeeteeesveeesreeeseneenes 2—38
Using Public Police as GUATAS .........cccueeiieriieriieriiesie et et esieeseeesereesreereesseesseesenenens 2—41

Liability fOr ACHONS . ...ecovieeieeeiieiieiteiteieeseeete e et et e tee e sseessbeenseesseessaessaessnesssenns 2—42
Control OF WOTK ...ttt et 2—42
DIEEP POCKELS.....uviiiieiicciiecie ettt ettt ettt e b e s tb e etb e e s e e b e ebaesraestresrneans 2—43
Armed vs. Unarmed GUATdS........c..eecuerieeierinieiiieeieseee ettt eiee e 2—43

Use of Outside Security CONSUILANES ........cceveetiririeriinirieneneeee ettt 2—45
Selecting the CONSUILANT........c..ceiviieiiiiieiieeee ettt e ere e re e et e e be e ree e ereeeenas 2—46
Working with the CONSUItaNt ............cceeevieeieiierieiereee e ere e 2—46
ATTANGING FEOS ...oouviiiieiiiieieeeetee ettt ettt ettt e st e st esateebeebeenneennes 2—47

QUICK REVIEW ...ttt ettt et e e e e e te e e e eeata e e e eeataeeeeeataeeeeeataeaeenes 2—47

XV



Self-Paced Security and Fraud Training for Credit Unions

Chapter 3
Credit Union Staff Training

Opening and Closing the Credit UNiOn ..........cccuvieiiiiiiieeiiieeiee st eiee e sveeeeveesevee e 3—1
Early Morning AmMDBDUSN.........ccccciiiiiiiiiiieceeesee ettt e et esraesraeeave e 3—1

F N ) (S i ¥ 1 1 USRS 3—2
Absence or Incorrect Setting of an All-Clear Signal ..........cccooeiiiieiiiniiinienienieee, 3—2
SUSPICIOUS ACHIVITY 1eveeeevireririeiiieeiieeeeieeerteesreeesteeesreeeteeessbeessseeessseessseeensseesssesasseessses 3—3
Closing the Credit UNIOMN........ccveviiiieiieeieeieeseesieseesresreesseeseesseessnesenesssessseessessseesseenses 3—3
PUDIIC CLOSINE .....eiieeiieeiteitestee ettt ettt st ettt ettt e bt esaeesneesnteenteenseeneeas 3—4
Securing ValUabIes .........ccocuiiiiiiiiiie ettt e et e e sereeevaeesaaeeseseeeseseeeens 3—4
Cl1OSING INSPECHION ...vvveurieiieieieeiieete et eirestesreereebeesseestaesebessseesseeseesssesssessseassessseesses 3—4
THIUIMENATION ..ttt ettt st s b ettt et et sbe e e nbesbeeneens 3—5

FINal INSPECHION......eiiiiiieiiiectie ettt ettt ettt e et e e aeeeteeetbeessbaeessaeessseeensaeenes 3—5
BUrglar AJQrM .........cooviiiiiiiecie ettt e e e e re e sta e s treseb e eebeerbeebeetaenenas 3—5
QUICK REVIEW ...ttt ettt ettt e et e e e et e eeateeeeteeeeaseesareeeseeesareean 3—6
RePOSIOTY PTOCEAUIES ... ..eevieiiiiiiieiie ettt ettt et ettt sae e st eeneeenteeneeas 3—7
DUA] CONIOL ACCESS ....neeeniieiieiieitie ettt ettt ettt e bt e st sttt e bt e bt e sbeesaaeeaeeens 3—7
Opening and Closing the Vault...........cccccviiviiiriienieiiecieceeeeee et 3—7
Opening and Closing the Night DepoSitory ........cccceeeiieiiieiieniierieiecee e 3—38
ATM Money Chest Opening and ClOSING..........ccveeeereriieeirieeriienreeeieeesreesreeeereesveeenns 3—9
RECOTAKEEPING....c.vviviiieiiciieie ettt ettt e et e et e et e e teestsesebeesbeesseesseesseessnesssanns 3—9
Safe DEPOSIt BOX...uiiiiiiiieiiieiieeie ettt sttt et e et eesteeseeseaessbeesseessaessaessaennsennreens 3—10
Security ConSIAETAtION ........cceeviierieriesieeie ettt ettt et e st e seteebe st e ebeebeenseeneeas 3—10
EXample of LIaDIItY ....coveeiieiiiiiieiieieeiiesee sttt ettt r e v e eeveessaesseessaessnessneesnaens 3—10

Due Diligence ReqUITEd.........cvecvierierieiieiieeieeieesieeseeseesveereesbe e sseessaessnessseenseens 3—11
Attendant ReSpONSIDIIITIES ........eevieiiiiiieiieierie et 3—11
QUICK REVIEW ...ttt ettt e et e e e et e e e e eeata e e e eettaeeeeeataeeeeeateeaeanes 3—12
(@ (o1 O ]« F USRS 3—13
OFfice Cash LIMILS «...oueeiiiiiieieieeese ettt st 3—13
RESETVE CaSh ...ttt st 3—13

Cash Drawer LIMILS ......oooiiuieiiiieieiesee ettt 3—14

Head Teller RESPONSIDILITIES .......eeveeriieiieriiesiesiesie sttt esieeseeesaesnreenseesseeseensees 3—14
Teller ReSPOnSIDILItIES . ...cc.veeiieiieiieetieeieeie ettt ettt ettt seeas 3—14
Cash Pickup and DeliVery .......c.ccecuieeiiieiiieeiieciee ettt ettt e e e e eeveeeaaee e 3—15
ATMOTEd Car OPEIAtIONS.....vvevrererereieeieeieerieesieeseestestesseaseeseesseesseesseesssesssesssesssenns 3—15
Emergency Cash Transfer..........cccooiiiiiiiiiieicecese ettt 3—16
Robbery Prevention and RESPONSE.......cccuiiciiieiiiiiiiieiiie ettt et 3—17
RODDET PrOTIIES. .....eeeiieiieeeee ettt et e 3—17
GIEEtING IMEIMDETS ... .cuviiiiieieeieeieesitereresetesteeteeteesteesseesssessseasseesseesseesssesssesssessseensesnseens 3—18
Responding to SUSPIiCIOUS ACLIVILY ....eeevieriieiieiieriieeie ettt ettt et 3—18
INOLE PASSEIS ...ttt ettt sttt et e b e bt she e sat e et et e b e beenbeenaee 3—18
Operational Security ProCEAUIES ..........cevcvieriieriiiriiesie ettt e seeesne s e 3—19
Responding to @ RODDEIY ......coeviiiiiiiiiiece et 3—19

Xvi



Contents

EMPloyee TralNing.......ccvevierieerierieiiesieeseesteeseresreeseesseesseesseesssessseesseessesssessssessnenes 3—19
RODbDEry ReSpONSE DEVICES....ccviiriieriieiiieiieiieiieite st see e eaeesteesieesteessaesssesnseenseenseesees 3—20
HOIAUP BULON....coiiiiiieiieeieee ettt ettt s sneeeneeeas 3—20
SUrveillance CaAMETa .........ccueveeriiiieieie ettt ettt e eee e aeees 3—20

BaIt IMONEY .....coiiiieiieieeitieeie ettt et ettt e sete st e esteetaesteessaesssessseassaenseesseesssesssensseesenns 3—21

BaIL TTD «eevieiieeee ettt et ettt ettt e s st e ea e et e et e ebeesseesaeesnneeas 3—21

DY@ PACKS....eiiiiiiiiecie ettt ettt ettt et et e e et e e eaba e e abaeentaeeanreean 3—21
DUIING @ RODDEIY ....eviiiiiecieeeeeeee ettt s e et e sse e enaeesnsaesnnneenes 3—21
QUICK REVIEW ...ttt ettt et et e et eete e e aveeeateeeeaeeeeareeereeenanas 3—22
Bait MONEY PrOCEAUIES ......ecoiiiiiiiiciieeiie ettt et e et e et e s be e eaeae e sabaessbeeessaeenns 3—23
Head Teller RESPONSIDIIITIES .....vecviiiieiieriiesiecieereereere e et esieeseeesenessreesreesseesseesseesseas 3—24
Teller RESPONSIDILItIES . ....c.veeieeieeiieriesie ettt ere e ebeesteesteessaessseenseenseeseensnas 3—24
QUICK REVIEW ...ttt ettt et et e e ta e e s abe e e abeesabeeesaeesnseeenrneenanas 3—24
BUrglary RESPONSE .......viiiuiiiiiiiciieciie ettt ettt et e e et eete e e ebeesabeeesabeesssaeensaeesnnas 3—25
BUIEIary DISCOVETY ....ocviiiiiiieiieiieeie st et et et eite st e seeesaeesseesseesseesseesssesssesssessseesseesees 3—25
QUICK REVIEW ...ttt ettt ettt et e e b e e s abe s e abeesabeeesaeesaseeenreeennnas 3—26
KAANAPPING ..ttt ettt e et e e s b e e s beeetbeessbeeetaeesabeeesbaeessbaesssaeesseensnes 3—27
Family Information ChecKIiSt ...........ceeeuieviiiiiieriienieiiecicereee e 3—27
Basic SECUTILY PreCaULIONS ......ccveviriiieeiieiteieeseesie et ere e sieesteessaessaesnseanseesseenseensnes 3—27
Employee ReSPOnSIDIILY ......cccviiiiiiiiiiiiiieciie ettt ettt e et be e eaeeeseaee e 3—28
Security Devices for the HOME .........cccovvviiiiiiiieiiecie e 3—29
QUICK REVIEW ..ttt ettt et e et e e e tee e aseesateeeeaeeeeareeereeenanas 3—30
Management ReSPONSIDIIITIES. .......eevieiiiriiirienie ettt ettt seee e e 3—30
Vault Security ProCEAUIES.......c..iiiciiiiiiieiiecie ettt et e iveesevee e 3—30
Keys and Lock Combination ProCedures ..........cuevvevieriieieiiieeieenieesee e ere e esreeveeeens 3—31
Safe DEPOSIt BOX.....uiiiiiiieiieiieee ettt ettt ettt ettt ettt saeesaeeeareens 3—32
OFFICE CaAS...eutiiieee ettt ettt ettt e st esbee st e e 3—32
Responding to @ RODDEIY .......ccoviiiiiiiiiiiicieceeeeeee ettt 3—33
Bait MONEY PrOCEAUIES ......occvieiieiieeiieeieeie ettt st seeeste et teessaessnesnsesnseensaensees 3—34
KIANAPPING ..ttt ettt et ettt et e st e st et e e be e bt e bt e sate st e enseenbeenean 3—35
Family Information ChecKIiSt...........ccvueriiiiiiiiiiicrie e eve e 3—35
QUICK REVIEW ...ttt ettt ettt et e tae e et e e areesabeeeeaeeeeareeereeenanas 3—35
KNOW YOUI MEMDET ....ecoviiiiiiiiiiiiceiie ettt ettt et e e et eta e e s veeeaaeesabeeenreeenaneeenns 3—36
USA PATRIOT ACE ..ttt ettt ettt ettt ettt et te et e sesseeneesesseensens 3—36
TEITOTISES LSS ..uveeuieiieeieieeie ettt sttt ettt ettt e ettt e e e e et e eneeneenes 3—36
Member Identification and VerifiCation ...........ccccceveuvreverciresiieseenienienee e see e eieens 3—36

DUE DILIZENCE ..ottt ettt et e e e tte e st e e et e e sebeeessaeessbeeessaeenseeas 3—37
RecOord RELENTION .....ovieiiiieiieee ettt 3—37

Bank SECIECY ACT...cuiiiiiiiiieiieiieteeeeste ettt ettt e e e sbeebeesbeesteessaesssessseanseenseenseensnes 3—37
Warning SIZNAIS ......c.cevuieiieiieieree ettt ettt et e st e satesntesnbeenbeebeenaeas 3—37
OPEning NEW ACCOUNLES .....vvieriiieiiieeiieeirieesteesteeesteeesseesseeessseessesessseessseesssssessessssseenes 3—38
INCONSISEEIICIES ...ttt ettt ettt ettt ettt sb e st be e 3—38

False IdentifiCation..........c.coccuiiiiiiieiieeie ettt ettt e e e eeveeeaee s 3—38
Illegal Social Security Card ..........coccveeeciiiiriieiiieciie ettt vee e s 3—39
Social Security Number Verification........c..ccvecvieerienienieniesie e eve e e eveeseesne e 3—39

Xvii



Self-Paced Security and Fraud Training for Credit Unions

155 013 70 I 0TS i PSPPSR 3—39
Fraud on the INternet ..........coiiiiiiiiieie e 3—40
QUICK REVIEW ...ttt et ettt et et e e v e e s abe s e ebeesabeeesaeesnseeerneennnas 3—41
ContingencCy PIANNING .......cccviieiiiiiiieeie ettt st e e st e e e e e sssaeenneeenns 3—42
National Threat AdVISOTY SYSIEIM ......c.vecviiriieriierieiieeieereeeeiee e seesresaeereeseesseesseennns 3—42
Security Planning in Response to Terrorist Attacks..........cccevveerierierieeiieeiieeeeeseeeane 3—43
QUICK REVIEW ...ttt ettt e et e e e e te e e e e eata e e e e ataeeeeeataeeeeeareeaeanes 3—43
Chapter 4

Check Fraud Detection Training: Fundamentals

HOW Checks WOTK ...ttt 4—1
INAOTSEIMENILS ...ttt ettt et et b ettt sbe et e b et entesbeenees 4—2
Credit Unions and the Check Collection Process........c.cceveerieriiiiiniiiiieeeneesceeeese 4—3

Intermediary INSHEULIONS ......ccuverieereeieeieeieeree et et e e e e steestaeseresebeesbeesseesseesaesenas 4—3
Collection and Availability of FUNAS .........ccoecveiiiiieniiiiieececeeceee e 4—3
ChecKk TrUNCAtION .......eiiiiieiiieciie ettt ettt ettt e et e et eeteeesebeeesraeesaseesaseeenaneenenes 4—4
TYPES OF CHECKS ...eineviiiiiiiciee ettt et e et e e tb e e sabeeebaeesebaesasaeesnnas 4—5
CaShier’s CRECK ......oouiiiiiiee ettt 4—5
TRIEI™S CRECK ...ccueviiieiiieie e ettt et et e e bae e s beeeateeesaseeenreeenes 4—5
Certified CRECK ......eiiieiiii ettt 4—6
TTaVEIET’S CRECK .....eiiieeieie ettt st 4—6
Credit Union Share/Checking Draft...........ccccccvevieriiiiiiiiiiiceeeeseeeee e 4—6
Personal MonEY OTAEr ........ccuiiiiieiiiieiiieciie ettt eee et re et eesebeeeteeesaeessseeensaeenes 4—17
STENALTUIES ... veeevieeiteeetee ettt e et e ettt esteeeteeessbeessseeessseesnsaeessseessseeassseesnseeensseessseesssseensseesnsenn 4—7

QUICK REVIEW ...ttt ettt ettt e e et e eeateeeteeeeteeeeareeereeesareean 4—8

Properly Payable CheCKS ........ccuiiiiiiiiiieiieeieee ettt ettt eeas 4—9
Credit Union ReSpOnSIDIlItY.......cccviiiiieeiiiiiiieciie et 4—9
Most Common Fraudulent SChemes ..........cocoriiieiiiieeieee e 4—10

QUICK REVIEW ...ttt ettt ettt et e e b e e st e e e b e e sabeeesaeessseeenreeesanas 4—10

Forged Drawer’s SIZNAtUIE.........cc.eeeciieriieiiieeciieeeieeeieeerteeeveeeteeeseseeereeesseessseesssesesssessnnes 4—11
Detecting FOrged SIZNAtUrES .......ccvecveeiieciieiieiieieseeseeeaeereereesreesseessaessnesssessseessesssees 4—12
Unauthorized Signature vs. Unauthorized Use of Proceeds..........ccccevevvvcivecinciieceenieennen. 4—12

Telltale SigNS Of FOTETY.....uiiiieiieiieiietiece ettt 4—13
AVOIAING LIaDIIILY ...eoviiiiiiicciiciiei ettt stbeeer e esb e e raesraesenesene e 4—14

QUICK REVIEW ...ttt ettt et e e et e et e e e te e e areesateeeeaeeeeateeeseeenanas 4—14

Forged INAOTSEMENLS ........occuiiiiiiiieiii ettt ettt sttt te et e b e s e e eees 4—15
Using Proper Identification to Detect Payee FOrgeries.......cooovvvvireniieniieenie e 4—16
Detecting FOrged SIZNAtUrES ........cvecveeiiecrieirieiieieeseeseesaeereereesteesteessaesssesssessseessessees 4—17
Unauthorized Signature vs. Unauthorized Use of Proceeds..........cccevevvreiveciieciiecieeieennen. 4—17

Telltale Signs Of FOTGETY....cccuviiiiiiiiiieiieeiee ettt ettt seve e eree e ebaeenaee s 4—18
AVOIAING LAaDIIILY ...eoviiiiiiiiciiciieceeee ettt r e stbeeer e e b e ereesreesaaesene e 4—18

Xviil



Contents

QUICK REVIEW ...ttt ettt e e e et e et e e et e et e e eaeeeeaeeeenteeeneeeennas 4—19
Forged INAOTSEMENLS ........cccveriiiiiiiieeie ettt ste ettt steestaesnseesseessaessaessaessnesnnennns 4—20
Procedures to Detect Forged Indorsements...........cc.oeeeeeeeiieenieenieenienieeie e 4—21
Technological Developments in Detecting and Deterring Forged Indorsements ............ 4—23
POSIEIVE PaY ....eiieiiiiieitcieecece ettt ettt et ettt e e e raesraeenaeens 4—23
Fingerprinting and Other Biometric Technologies ............ccccoevierienieniiniinieeieeene 4—24
Special Forms of INdOISEMENTS .........cccviiiiiiieiiieiieciee ettt e e tee e sereesreeeaveeseveeas 4—26
Checks Payable to Two or MOre Persons..........cccveiieiieeiieiieieeieeeesvesvesve e eseesneens 4—126
Checks Payable to a Corporation or Other Organization..............ceceveveererereenieneeeenn 4 —27
Checks Payable to a Partnership ........c.ccocveeeiiiiiiieieecee ettt 4—27
Checks Payable to an ACCOUNt NUMDET ..........ccviviieiieiieeieeieereereeieesieeseaesenesenesssessneens 4 —27
Checks Payable to Person Named as Agent or Representative..........ccoecveveveeevenreeriennenns 4—28
Checks Payable to @ Trust OF EState ........ccceevieiieiiiiiinieeie ettt 4—28
Checks Payable to an Office or Person Holding Office..........ccccoeviiiiiiiiniiiiiiecieeie, 4—28
Checks Payable to a Wrong or Misspelled Name .........ccccccvevieriienienienienieiie e 4 —28
QUICK REVIEW ...ttt ettt ettt et e e b e e s abe s e abeesabeeesaeesaseeenreeennnas 4—29
AREIEA CRECKS ...ttt ettt st 4—31
Characteristics of Altered Checks ........ceouirieriiieiee e 4—31
Unauthorized AITETAtION. .......ceovirtieieieeiceie ettt s 4—32
Unauthorized COmPIEtiON .........cccviiiiiieiiieeiie et eetee et ereeeteeesreesveeestaeessreeeaseesens 4—32
Avoiding Liability from Altered Checks .......ccccveevieviiiviiiriinierie e 4 —33
Other Indications of AIEETATION ......cc.evieriiriiiriiriieieie et 4—133
QUICK REVIEW ...ttt ettt ettt et e e te e e b e e s abe s e ebeesabeeesaeesnseeenrneennas 4—34
Counterfeit ChECKS ......ooouiiiiieiie ettt e 4—35
Discovering Counterfeit CheCKsS ..........covevieiierieiiiciieiieeeeesee e ne e 4—36
QUICK REVIEW ...ttt et ettt et et e e b e e sate e e b e e sabeeensaeessseeenraeeanas 4—36
Check 21 and Check Fraud..........coooiiiiiiiiiieee e 4 —137
Substitute Checks and MEMDETS ..........cccovieiirieieieceere e 4 —137
Substitute Checks and TEIIETs ..........ceoiririrriririeeeee e 4 —137
QUICK REVIEW ...ttt ettt et e e e et e e tae e sabe e e ebeesabeeesaeessseeenraeesnnas 4 —38
Chapter 5

Check Fraud Detection Training: Advanced

Payment Over Restrictive INdOIrSEMENtS .........cceevvieriierieniiiiieieeie et sre e sereereereeeeas 5—2
Restrictive Indorsements — OVEIVIEW ........cceeiererierieniinierieeieeie sttt eite e seeeaees 5—2
Restriction and SIgNAtUre...........ccoecuieiiieriierierierie ettt ettt eseeneees 5—2
Depositary Credit Union vs. Drawee Credit Union .........c.cceeveeeveeeiieeiieenieesieeeineenns 5—3
QUICK REVIEW ...ttt ettt et e et e e et e et e eeaaeeeeteeeeaeeeeseeeeaeeeeareean 5—3
Primary Types of Restrictive INdOrSEMENtS ............ccvereerieriiiieeieeieeseesie e sve e eeeeseeenenes 5—3
Deposit and Collection Only Indorsements............cccveeeveeieieeeiiienieeeiie e eevee e esvee e 5—4
Pay Any Credit Union INdOrSEMENt ..........ccceeviiiieciiiriieniienie e ereereesreesieeseneseneseneesseesseens 5—4

XIX



Self-Paced Security and Fraud Training for Credit Unions

QUICK REVIEW ...ttt ettt et e et e e et e e et eeeateeeeteeeeaeeeeseeeeaeeeeaneean 5—4
Conditional INAOTSEIMENLS. ... .cc.eeiuiriieieieeiieteeie ettt sttt b e saesaeenens 5—5
QUICK REVIEW ...ttt ettt ettt e e tb e e et e e s teeeabeeeteeesaseesaseeensseessseean 5—6
Restrictive Indorsements and FidUCIATIES.........cccvvierieriiiiiiiieiieicereesee e 5—6
Payment Over Other Types of INdOTSEMENLS ........c.cccvverieeriieiieiieeieeie et ere e 5—7
Cashing a Check Indorsed in Blank ............ccccooiiriiiiiiiiiiiieeeee e 5—7
QUICK REVIEW ...ttt e et e e ettt e e e e tte e e e ette e e e etteeeeetaeeeennreeas 5—7
Special INAOTSEIMENTS. ......ccveiuiiiiiiiiiiieiteerte et e stte e sreereereese e seessaesraessaessseasseesseesseesssesssenens 5—38
QUICK REVIEW ...ttt ettt et et e et e et e e te e eeateeeteeeetseeeareeereeesareean 5—38
CRECK KIEINE.. . iiiiiiiiiiiieciie ettt ettt et e et e e b eeestbeestbeesstaeesssaeesseeessaessseeansseenssenan 5—9
Funds Availability RUIE ......ccceeiiiiiiiiiiiieiiete ettt sre e e veeta e a e s e e esseerae s 5—9
Funds Availability Rule EXCEPHONS......ccccverieiiiiiiiieerieerieesee e ere e eiee e seeesenessneenseens 5—9
QUICK REVIEW ...ttt ettt et et e e ta e e s abe e e abeesabeeesaeesnseeenrneenanas 5—10
Detecting and Preventing Check Kiting Schemes...........cccccooeeiiiiiiiiiiieccie e 5—11
Steps to Take When Check Kiting Is Suspected .........ccccevevvreiieriienierienienieeieeieeieeiens 5—12
Notifying Other Credit UNIONS ........coceverieriinieiiiniinieieneeteseeeete et 5—12
QUICK REVIEW ...t ettt e et e e e e e te e e e eeata e e e eeataeeeeeataeeeeesteeaeanes 5—13
Fraud in Special SitUALIONS ........ccviiviiieeieeieesieeseestesresereereesseesseesseestaessaesssesssessseessessseensns 5—13
New Account FTatd .........coooioiiiiiieeee ettt s 5—14
Closed Account FTaud...........ooouieiiiiiiiii ettt s 5—15
QUICK REVIEW ...ttt ettt e e e et e e e e et e et e e eaeeeeaeeeenreeeeneeeennes 5—15
Counterfeit Teller’s Checks or Cashier’s Checks..........coccvevierierieriieiieiie e 5—15
Preauthorized ChecKsS........oooouiiiiiiiiiiceeece e e e 5—16
Traveler’s CRECKS. .....ui ittt ettt et neeas 5—17
QUICK REVIEW ...ttt ettt e e et e et e e et e et e e eaeeeeaeeeenreeeeneeeennas 5—17
Fiduciary Duty and Check Fraud ..........cccooioriiiiiiiec e 5—17
Fiduciary RelationShipP .......ceiecuiieiiiieiiieiiee ettt et e st e e eae e eereeeene e 5—18
Knowledge vs. Notice of FIduciary DULY.........cccvevviiiiiiieiieieeie et eve s 5—18
Knowledge of Fiduciary Status Within the Credit Union ..........ccccecevevienininienencennne 5—19
Notice of Breach of Fiduciary DUty .......cccoocieriiiiiiiiiieeeeeeeee e 5—20
When a Credit Union Is Deemed to Have NOtiCe ......cccvvevieviieriierieeiecieereeieeieeiens 5—20
When a Credit Union Is Not Deemed to Have NOtICE ........ccceeveerieeieeiieiieieciieienns 5—21
Credit Union’s Duty to Inquire When Fiduciary Status Is Not Known .........cc.ccccceceenen. 5—21
QUICK REVIEW ...ttt e ettt e ettt e e et e e e e eeata e e e eeataeeeeeataeeeeesteeaeenes 5—22
Appendixes

Appendix 1: Regulatory References

Appendix 1.1: Federal Credit Union ACt........c.occveevvieviereeniesiesieereereereereesneeseeens Al —1
Appendix 1.2: NCUA Rules and Regulations Part 748, Security Program.............. Al —94
Appendix 1.3: NCUA Final Rule for Safeguarding Member Information .............. Al —96
Appendix 1.4: NCUA Letter No. 00-CU-04, Suspicious Activity Reporting........ Al —123

XX



Contents

Appendix 1.5: NCUA Reply to Right to Financial Privacy Act Inquiry ............... Al—139
Appendix 1.6: Interagency Advisory Reaffirming SAR Protections..................... Al — 142
Appendix 1.7: NCUA Letter No. 78, Current and Foreign Transaction
REPOTTING ACE.....iiiiiiiieiieiieete ettt ettt e e e steestaesebesebeesseesseessbessseesseensens Al — 145
Appendix 1.8: NCUA Letter No. 98-RA-5, Revised Currency Transaction
REPOTL. .ttt ettt et et e e Al — 147
Appendix 1.9: NCUA Letter No. 00-CU-02, Identity Theft Prevention................ Al — 152
Appendix 1.10: NCUA Letter No. 01-CU-09, Identity Theft and Pretext
CALLINE....cuveeeieeieeie ettt ettt eb e et e e e steestaeesbeesbeanseessaenseessseasseanseensaesaensaensneans Al — 157
Appendix 1.11: NCUA Letter No. 00-CU-11, Risk Management of
Outsourced Technology SEIVICES......cccvivvieiieiriieriieriieriesre st ere et sreesaeseaeseneens Al — 166
Appendix 2: Security Officer: Equipment Standards
Appendix 2.1: Standards for Reinforced Concrete Vault Construction..................... A2 —1
Appendix 2.2: Standards for Modular Vaults ............cccoevvieveiieeciiiiiiieieecee e, A2 —2
Appendix 2.3: Standards for Vault DOOTS...........cccverieriirieriiiieeie e A2 —3
Appendix 2.4: Standards for Alarm SyStemS..........cccevvierieeiiieneeniereeree e A2—4
Appendix 2.5: Standards for Surveillance Equipment..........c.cccccvevvivencieeecieenveennen. A2—5
Appendix 2.6: Standards for Bullet-Resistant Barriers............ccccveevveeievieenieneennnnns A2—6
Appendix 3: Bank Staff: Security Procedures
Appendix 3.1: Account Opening Procedures..........ccocveevvieviieeciieenieesieeevee e A3 —1
Appendix 3.2: Employee and Family Safety Suggestions..........cccevevevvervencveenennnen. A3 —4
Appendix 3.3: Family Information Checklist ...........cccoeuvreiiiviinieniienieiieeeeeeene A3 —7
Appendix 3.4: Robber Description Sheet...........cocceeviiriienienienieiecieeeee e A3 —10
Appendix 3.5: Social Security Administration Sequential Listings.............c..ccuv... A3 —11
Appendix 3.6: Check Alteration INdicators ..........cceevveviereeniesie e A3 —13
Appendix 3.7: Detecting Counterfeit Checks .........c.coovieeiieiieiieiienienieeiceeeee A3 —14
Appendix 3.8: Steps to Prevent New Account Fraud ............cccoeeviiiiieiciiiniieniens A3 —15
Appendix 3.9: Procedures for Detecting Indorsement Forgeries..........c..cccceereeneenee. A3 —17
Appendix 3.10: Telltale Signs of FOrgery........ccvvvrviierienierieieniesie e A3 —19
Appendix 3.11: Check Kiting Detecting Checklist..........cccoeovevieniiniiiniiiieeieeene A3 —21
Glossary

poel




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AgencyFB-Bold
    /AgencyFB-Reg
    /Algerian
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /BaskOldFace
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BlackadderITC-Regular
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BradleyHandITC
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Castellar
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /CurlzMT
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversMT
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /EstrangeloEdessa
    /FelixTitlingMT
    /FootlightMTLight
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Gigi-Regular
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /MaturaMTScriptCapitals
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MSOutlook
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /OCRAExtended
    /OldEnglishTextMT
    /Onyx
    /PalaceScriptMT
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Parchment-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /Playbill
    /PoorRichard-Regular
    /Pristina-Regular
    /Raavi
    /RageItalic
    /Ravie
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /ScriptMTBold
    /ShowcardGothic-Reg
    /Shruti
    /SnapITC-Regular
    /Stencil
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




