Chapter 1:
Chapter 2:
Chapter 3:
Chapter 4:

Chapter 5:
Chapter 6:

Appendix A:
Appendix B:
Appendix C:
Appendix D:
Appendix E:

Summary Table of Contents

Managing Regulatory Compliance Risk
Establishing a Data Processing Compliance Function
Sample Procedures

Sample Checklists
Part A: Policy Checklists (Available Only on CD)
Part B: Procedures Checklists (Available Only on CD)

Regulatory Data Processing Work Programs

Management Reporting

Bank Service Company Act

IT-Related Laws and Regulations

Regulatory Issuances (Issuances Available Only on CD)
FFIEC IT Examination Handbook (Available Only on CD)
Glossary

vil



Guide to Bank Data Processing Regulatory Compliance

viii



Contents

ADOUL the AUTNOT ...ttt ettt ettt sttt et et b s et be st a e enn s e iii

HOW t0 USE ThisS IMANUAL.....c..coiiiiiiiiiiiiiiiieniseeestccteste ettt ettt ettt st et sb e st ebt et sbeeste bt eaeenaesmeennenaes v

SUMMATY TabIe OF CONLENLS ........eetieiieiieriieeie ettt ettt et e st e seee et et e et e bt e saeesseesabeeaseenseeseenseesseesseesnsesnseensens vii
Chapter 1

Managing Regulatory Compliance Risk

ComPliance REQUITEIMENLS. .......eeiiiiiesiieeiieeie ettt ettt et et e st e sateete e teebeesbeesstesseeenseenseenseenseenseesseesseesnsesnsennns 1—1
Identifying Regulatory RISK ........c.cooiiiiiiiiiiee ettt ettt ettt e st saeesatesnteenseeseenaeens 1—2
IMANQ@EIMICIL ....ccuetieeiiieeeieeeiie ettt e ettt e et ee et e e tteeeateeetteesateesasteesaseesasaeeanseesnseeenssaesnseesnseesaseesnseeannseesanseesnseenns 1—2
The PIanning PrOCESS ......eevvieiieiieiiieiieieesteste st e st e eteeseesteestaestbessbeesseesseessaesssesssessseasseesseesseesssesssessns 1—2
(0] 112 (o) ST 1—3
FINANCIAL ANALYSIS...eiiiiiiiiiiiiii et cee et eetee ettt e et e et e e st eeeatbeessbeeesbaeesseassseeessaessseeessaeessesessssenssens 1—3
Systems Development and Programming ............ccoeceeruieriienienienienie et esie et esieeste e seeeneeeseenseenseens 1—4
D 1aT 1100153 117214 o) o PRSPPI 1—4
DIAtA INEEGTILY ..eevvvereriiieeiieieesteeteete et et e et et e s ttestaeesseesseessaesseesssessseanseanseessaesseesssesssessseansessseenseenssennses 1—5
OPETALIONS ....vveeuveetieeireeeteereesteeteestteseseasseesseesseesssesssessseasseasseesssesssessessseasseassassseesssesssesssesssesssesssenssenssenns 1—5
PRYSICAL S@CUTILY .....viivieiieiieiie e ettt ettt et et e etr e et e e teesteestbessbeesbeesseesseesssesssessseesseessessseesseesssassenssn 1—6
AdAItIONAL RISKS ...ttt sttt et e b e b e e s bt e sbe e et e e be e beesatesaeeenteenee 1—6
Analyzing Regulatory RISK ........cooiiiiiiiiiieeee et ettt et e st e st et ebe e b e sneesnees 1—7
DE@IEE OF RISK. ...ttt ettt ettt st e et e bt e bt e s bt e satesnteenteenteenteesbeesaeesaneenseenne 1—7
EXamination PrOCEAUIES. ......c.c.oiuiiiiiiieeeee ettt ettt sttt e b st e e e 1—8
QUANTIEYING RISK ..oivviiiiiiiiciieciece ettt sttt e et e e et estaestbessbeesseesseeseestaesssessseesseesseesssessensns 1—8
RiSK TOIETANCE LLEVEL ...ttt sttt e s ettt et e et ent et eeaeeneesneeneenee e 1—8
Managing RegUIAtory RISK........cccuiiiiiiiiiiciie ettt e e st eetae e seb e e estaeesabeessseeessseesnseeennns 1—9
Written Policies and ProCEAUIES .........coviiiiiiiiiiieit ettt ettt et e e et e i e snaeeane e 1—9
Other Control PIOCEAUIES .........c.ieitieiieitieiie ettt ettt et e st e st e eabeebe e beesseesneesnsesnseenseenseens 1—10
SEIEIMONIEOTING ... veeevieiieiiesiee st et ete e teesttesttessteenseesseesseesseessseasseasseessaessaesssesssesssessseesseensesssessseesssennsennns 1—10
INAEPENAENE AUGILS ...oeevieiriiiieiieste ettt et et e st e et e s beesbeesseesseesseesssessseasseasseesseesssesssesssesssessseessensseesseens 1—11
Interagency Policy Statement Regarding External Audit..........cccevieviieiiiiiiiiiiieieeceeeeesee e sve e 1—11
Interagency Advisory on the Unsafe and Unsound Use of Limitation of
Liability Provisions in External Audit Engagement Letters. ..........cccvveieiieriienienienieeie e 1—12
Limitation of Liability PrOVISIONS .......c.ceiiiiiieriieiieiierie ettt ettt ettt st e st e e e 1—13
AUdItOr INAEPENACIICE ......ooeveiiieeiieiieiee ettt ettt et e e e s teestaessbeesseesse e seesseenseenseennsas 1— 14a
Alternative Dispute Resolution Agreements and Jury Trial Waivers .......c.cocceeeveveeneervenvenveeneenen 1— 14b
Interagency Policy Statement on Internal Audit and Internal Audit Outsourcing ..........cceceeeeereveeeeeennee. 1 — l4c
FFIEC IT Handbook: Audit BOOKIEL........cc.eiiiiiiiiieeeete et 1 — l4c
COTTECLIVE ACLIONIS. ¢..eeuteeutieiieeite et et et e bt esttesttesateeateeateebeesbeeeseeeaeeemseemseenseenseesseesaeesnseeasesnseenseenseenseenneas 1 — l4e
TAIMITIE ...t ettetee ettt ettt e ettt et et et e bt e s atesateeaeeenteeateeeseeeseeenseenbeenseense e seesseesateenseenteenseenneeeateeans 1 — l4e
Sarbanes-Oxley Act and Corporate Governance RE: Data Processing........ccceceveverienenceneneneencneeeenenn 1—15
2 72T ¢4 {11331 USRS 1—15

10/08 ix



Guide to Bank Data Processing Regulatory Compliance

5413 P VUSROS 1—15
DIETINTEIONS 1.ttt ettt et et e h et e bt e st ekt s bt et e e bt ea e e bt e st et e eb e emtestesbe e st e bt eatenteeneentenees 1—16
Specific Review of Sarbanes-OXIEY ACE......cicvierieiieiieiiicie ettt sre b e sreesreessaessaesreesenessaessseenns 1—17
Other Sarbanes-Oxley Act Issues Relevant to Registered Banks ...........ccceeviveviiiiciiiiciecciie e 1—20
Creation of Public Accounting BOArd ............c.coociiiiiiiiiiiiiiecieeces ettt ae e eaaeesereesereeens 1—21
New Public Accounting Oversight Board...........c.coeciiiiiieiiiiieeeceee et 1—21
Operations of the OVersight BOArd............c.oeciiiiiiiiiiiieiie ettt seresereensaensee s 1—22
Relationship With FASB.......c.coiiiiiiiieeectee sttt ettt teesteestaessaessseasseessesnsesnseensaenseens 1—22
Funding the Public Oversight BOArd............cccceiiiiiiiiiieiieiieeestesee st ere e ste e eesaesesesereesseesseessaesseens 1—23
Applicability of Certain Provisions of the Sarbanes-Oxley Act of 2002 to Institutions
That Are Not Public Companies and Are Less Than $500 Million Total ASSEts .........cccceerverveerrercnennens 1—23
Title I — Public Company Accounting Oversight Board ............cc.ccoeoieiiiiiiniinieeeeeeee e 1—23
Section 102. Registration with the Board ............cccceevieiiiiiiiiiiiie e 1—23
Related POLiCY GUIANCE.......ccuveriierieeieeie ettt ettt ste st sreeteeteeste e seessaesssessseenseessaesaesseessnesssennsennns 1—23
Title IT — Auditor INAEPENAENCE ........cccviiviieiiieciicie ettt sresre b e ebe e be e teessaessaessbeesseessaeseens 1—24
Section 201. Services Outside the Scope of Practice of Auditors and Section 202.
Preapproval REQUITEIMENLS .......ccviiiiiieiiieeiieeite et e etee et reeetaeeebeeetee e ebeeestaeessseesnsaeessseeessaesnseeennns 1—24
Related Corporate Governance Guidance RE: Practices for Financial Institutions.............ccccceveveennenn. 1—24
Section 203. Audit Partner ROtAtION ........cooiviiiiiiiiiiii e 1—25
Sound Corporate Governance Practices for Financial INSttUtions ...........ccccveveeereiencieeneeneeneesvenneeene. 1—25
Section 204. Auditor Reports to Audit COMMITEEES .......ecvveervierierieiieeieeieesreesieeseesresreereesseesseesses 1—26
Sound Corporate Governance Practices for Banks ............cccveviiiiiiiiioiiiiiicciee e 1—26
Section 206. CoNtlicts OF INTETEST.......eertieiieiiieiiee ettt ettt sbe e b 1—26
Sound Corporate Governance Practices for Financial InStitutions ...........ccccceveeeviiriiieneenieseeeieeeee, 1—26
Title III — Corporate ReSPONSIDILILY .......cccveeiiiriieriieriienieeie et ete et esieesee e s e steeseeseebe e seessaenseensaenseens 1—26
Section 301. Public Company Audit COMMILIEES.........cccverirriirerieerieeriiesiesie e ereereesieeseesseessnesenesnnes 1—26
Related Policy Guidance for Financial INStItULIONS .........c.ccoverieerieniesireeieereeieeieesieeseeseesnessveesre e 1—27
Sound Corporate Governance Practices for Financial InStitutions ............cccccueeeeiieiniiiencieeeceeeciee e 1—27
Section 302. Corporate Responsibility for Financial Reports..........c.ccceeeiiieiiieniieeiiieciecciee e 1—27
Sound Corporate Governance Practices for Financial InStitutions ...........ccccceveeevierieeneenieneecieeeee, 1—27
Section 303. Improper Influence on Conduct 0f AUAILS .......ccvevverciirciieriieieree e 1—28
Sound Corporate Governance Practices for Financial INSttUtions ............cccveveeervencienrieereesieniesreeene 1—28
Title IV — Enhanced Financial DiSCIOSUTIES ........ccuteteriiruieriesieeieieeieeste sttt ee ettt s ee e e ee e 1—28
Section 401. Disclosures in Periodic REPOIS ........cccviiiiiiiiiiieiiiecie ettt vee e sevee e 1—28
Sound Corporate Governance Practices for Financial InStitutions ...........ccccccvveeeieeeniiiencieeeceeeevee e 1—28
Section 402. Enhanced Conflict of Interest ProviSions...........cccuvieeviieiiieeciieeiiieeieecee e 1—28
Related Policy Guidance for Financial INStItULIONS .........c.cocverierierienieeieeieeieesieesieeseee e snesne e e 1—29
Section 404. Management Assessment of Internal Controls...........ccoecvveeieerieriienieniieeiieeeeseeeee e 1—29
Related Policy Guidance for Financial INStItULIONS .........c.ccoverieerieniieiieere e ereesieeseeseeesnesnesveesne e 1—29
Sound Corporate Governance Practices for Financial InStitutions ...........ccccccveeeeiieeniienciieecieeciee e 1—29
Section 406. Code of Ethics for Senior Financial Officers..........cooveriiiiiiiiiiiiiiieeeeeeeeen 1—29
Related Policy Guidance for Banks ............ccoecuieriiiiiiiiiiieieeeeseese et s 1—30
Sound Corporate Governance Practices for Banks ..........cccccovcvveiiiienienieniesiece e 1—30
Section 407. Disclosure of Audit Committee Financial EXpert..........ccocvvviviviienienienienieniecie e 1—30
Sound Corporate Governance Practices for Financial INSttUtiONS ............cccvevverieniieenieeneeseecvesereeene. 1—31
Applicability of Certain Provisions of the Sarbanes-Oxley Act of 2002 to
Institutions with $500 Million or More in Total ASSELS ........cccereriererieieiieierie st et ees 1—31
AUdItOr INAEPENACIICE ..ottt ettt ettt st e et e e e be e s st e enteenteensesnseenseenseens 1—31
Management’s Responsibility for Financial Reporting and Controls...........cccceceerenenienenieneneneenene 1—33




Contents

Management’s Assessment of Internal Controls and Accountant’s Attestation on

TRIS ASSESSITIENIL. ......eueieiietieiteteet ettt ettt ettt et e bt bt et e bt e st et e s bt et e besbeemteebeestenteebeeaeesueenbesbeeneenbens 1—34
Other Provisions of the Sarbanes-OXIEY ACL ......c.cccuiivviiviieriierierierie sttt ereesreesreestreseneseseeenas 1—34
CoSt Of COMPIIANCE CONCEINS ....ecuvvieeiiieiireiereeeitteesveeereeesaeesreessseeessseeasseeassseasssessssseessseesssesassesssssesssseenns 1—35
SOX Effects on Internal Controls and Data Processing (Information Technology (IT))........ccceecvveennnnns 1—35
SUIMITIATY ...ttt ettt ettt ettt et e et e ettt e e bt e e bt e e sbteeeabeeebaeesabeesabeeebteesabeeeabeeesbeesabeeebbeesateesabaeesabeeans 1—37
Risk Assessments and Internal Controls Per ISA 400...........ccoeviieviieniienienieniecie et ee e see e 1—38
BACKGIOUNA .....eviiiieiieciecieeeeee ettt ettt ettt s e et e e e esse e teessaesssessseasseessaesseesssessesssesnseanseensaeseens 1—38
LO0] 118 (0 B 27 4110111011, 1 SRS TRS 1—38
CONLLOI PTOCEAULIES ...ttt ettt h e sttt et et e e bt e ebeesaeesatesabeebeenbeenaeesaeas 1—39
Accounting and Internal Control SYSTEMS .......c..cecvieeeriiiriiieiiie e eeree e eree e reeesreesreeereeesereeesseeenes 1—40
Inherent Limitations of Internal CONtIOLS ............coviiioiiiiiiiiiie et 1—40
Understanding the Accounting and Internal Control SyStem..........cccceverieriniiiiniiierereeee e 1—40
CONIOL PTOCEAUIES.....cueeieiiieie ittt sttt eh et b e et s bt et e st e s bt et e beentenbeeaeeneene 1—41
L070) 113 (0] B 2 USSP TSRS 1 —41
Preliminary Assessment of Control RiSK.........ccioiciiiiciiiiiiiiiiceecce et 1—41
SAS 7O REVIEWS ...ttt ettt ettt e h e bt e s b e e a et e et e e a bt e bt e bt e sbeesatesatesabeeabe e bt anbeesmtesaeeemteenbeebeens 1—42
AUit INAEPENACIICE. .......eieiiieiieiieee ettt et ettt et et e be e bt e sbeesaeesateeateenbeenbeesseesneeeneas 1—43
Exhibit 1.1: Internal Audit Review QUEStIONNAILE..........ccuieerieeerieeeieeeieeeeeeeereeeereeeereeereeeerreeevee e 1—44
Exhibit 1.2: Auditor Independence QUESHIONNAITE.........cccvervverrieeriierierieseerreereereereeseeeseeesrneseeeenseenns 1—49
Exhibit 1.3: Board/Audit Committee Oversight QUEStIONNAITE ........c.cceveerreerierrerrerreereerieeseesresnees 1—o61
Exhibit 1.4: Limitations of Liability Provisions and the SEC’s Auditor
INAEPendence RUIES ........c.oeoiiiiiiiiiicce ettt ettt et e et e et e e beeetbeeesbeasasaeensseeenseeenens 1—67
Chapter 2

Establishing a Data Processing Compliance Function

Establishing a Regulatory Compliance Program...........ccccccuveecuiiiiiiiiiieeiie ettt evee e s 2—1
Who Should Have Review ReSponSibility?........ccciiriiiiiiieiiieieeieeiestente ettt sttt eeee 2—2
Data Processing COmMPlIance STIUCTUIE .......cc.verierierierireeieeteesteeseesstesstessseesseeseessaessaesssesssesssesssesssesssessseensanns 2—3
Data Processing FUNCtional StrUCIUTE...........cueviiieriieriereesiesreere et ettesieesieeseaesteessteasseesseesseessaesssesssesssessseensenns 2—4
OPETAtIONS IMANAZET ......eeveeiireeereeieeteeteetteste s teebeesseeseesseesseesssesssessseasseasseesssesssesssesssessseessessseesseesssesssessnes 2—4
Systems and Programming ManageT...........cc.eeccuieieuieeriieiiieeieeesieesteeeteeesreesseessaeessseessseeessseesssesssseessses 2—5
Data Base AdMINISTIATO .. .cocueiiiiiiiiieee ettt ettt ettt sttt et e bt e s bt e s et e eabe e bt e bee bt e sbeenbeesaeesaeeenneenne 2—5
Quality ASSUTANCE STAT .....ouiiiiiiiie ettt ettt e st e st e sate st e eabeebeebeenneenneas 2—5
Data Processing Compliance COMIMILE ..........ccververrierireriieereestieseestteseestesssesseeseesseesseesseesssesssesssesssesssesssanns 2—5
Role of the Data Processing Compliance COoOTrdiNators ............ccveeeervereerieriieeieesieeseeseeseeseessessseesseesseesseens 2—6
Management REPOTTING .........cccviiiiiiiieiiiiie et eie ettt este et et eser e e bt essaeseestaessaeasseesseassaesseesssesssesssessseesseassenssenns 2—6
Additional Large Bank ConSiderations .........c..ccceeeiireriiiereiieesriesiteeesieeesreessseeessseesssesessseessseessssessesesssesssessnses 2—7
Small Bank COnSIAEIALIONS ......c.eeiuiiiiiiiiiieeeeetee ettt ettt sttt et e e bt e bt e s aeeeateeabe e bt enbeenbeesbeesaeesaeeeane 2—7
TUINKEY OPETALIONS.......eieuiieiiertieetie et ete et et et e stte et eabeeteesteesteesaeeesseeaseeseesseesseesnseenseenseenseenseesseesasesnsennne 2—7
SINAIL SYSEEIMIS ..e.vvieuvieiieiiesiesie et et et eteesteesteesttessseasseasseesseesseesseessseassessseasseesseesseesssesssesssesssesssessseesseensenns 2—38
Processing Through @ Data Center..........ccveriirierieiieeieeieetesteeseesaesreseressseesseeseesseesseesssesssesssesssesssessseessenns 2—38
TYPES OF SEIVICES .viivvieuiiiiiieiiieiie ettt et e st e st et e s be e bt esbe e bt e staestaeasbeasseesseesseesssesssessseasseasseesseesseesssesseenssennns 2—38
(071031170 I 1 1 LT O USROS 2—9
REVIEW O REMOLE STEES .....eeiiuiiiiieiiettet ettt ettt ettt ettt et et e e s bt e sbeesaeesateeabeeabeebeenbeesaeeeaeas 2—10
Exhibit 2.1: IT Remote Site ReVIeW Program ..........ccccoooueriiiiiieniinieeieeie ettt 2—11

X1



Guide to Bank Data Processing Regulatory Compliance

Chapter 3
Sample Procedures

Data Processing Compliance Review: SeCUrity POLICY .....ccceeveviiiiiiiiiiieciie ettt 3—2
SECUIEY POLICY 1eiutiiiiiieetieeciee ettt et e et e e ettt este e et eessbae e tbeessseeessbeessseeessaeeassaeassseesseeassaeenssaessseesnsseas 3—3
SECUTILY PTOCEAUIES .....ceeiiiieieet ettt ettt ettt st et et et e et e e s bt e s et e sateeateeabeenbeesseanseesntesnseenseeseenseens 3—12
Data Processing Compliance Review: Risk Assessment and Insurance Policy ..........ccccoveriieniniiiininencne. 3—25
Risk Assessment and INSUTANCe POLICY .......cc.viciiiiiiiiiiiieiie ettt e te e eenes 3—26
Risk Assessment and Insurance Procedures.............coouiiieiiiiiiieii i 3—28
Data Processing Compliance Review: Data Processing Management Steering Committee Policy................ 3—33
Data Processing Management Steering Committee POLICY ........eeviieiiiiiciiiiiiecic ettt 3—34
Data Processing Management Steering Committee Procedures............ceeeveerieriinienieiiieeieeieeieesece e 3—37
Data Processing Compliance Review: Servicing Arrangements POLICY........cccovcvvveiireiiereeniienienie e 3—39
Servicing ArrangemeEnts POLICY ........ccveiiiiiiiiieiieriesteste sttt ettt e sieesaeseaessseesbeesseesseesssesssessseesseenseeseens 3—40
Servicing Arrangements PrOCEAUIES ..........ceivviiviiiriieiieiiesieere ettt ereesieesteesressbessbeesbeesseesssesssessseesseenseesseens 3—45
Data Processing Compliance Review: Short- and Long-Range Planning Policy..........ccccoeeiviviiiiciicicieeennenn. 3—51
Short- and Long-Range Planning POIICY ........cc.uiiiiiiiiiiiiiiieciiceie ettt et beeneve e seraeenes 3—53
Short- and Long-Range Planning ProCEAUIES ...........cocuiiiieiiieiiieiiecieeieeie ettt 3—56
Data Processing Compliance Review: Electronic Fund Transfer Systems Policy ..........ccccoceniniiinininnencne. 3—60
Electronic Fund Transfer SYStems POIICY .......cccvvviiiiiiiieniiiie ettt st sene s 3—62
Electronic Fund Transfer Systems ProCeUIES .........c.ecvviiriiiiierierierierieere ettt estee e sereseresene b e esseesenesenas 3—67
Data Processing Compliance Review: Emergency and Disaster Recovery Policy ........cccocvvvvviieiciieiciieennnnn. 3—75
Emergency and Disaster ReCOVETY POLICY.......ccoiiiiiiiiiiieiiece ettt et e ve e svaeebaeesevaeens 3—76
Emergency and Disaster RECOVEry ProCedUIES ...........cccuiiiiiiiiiiiieiieiiesiieee ettt 3—82
Data Processing Compliance Review: Computer Operations POLICY .......cccevcveriieiieirienienienieeie e 3—093
Computer OPErations POLICY ....ccviiiiiiiieiiiiiieierie ettt et e st e e sbeebeebeesseessaesssessseessessseenseesseesssennsas 3—94
Computer Operations PrOCEAUIES..........cccviiviiiiiiiiieierteste st ereere e ere e teesteestbesbestbeesbeesseesseesseesssesssesssensns 3—100
Data Processing Compliance Review: Software, Programming, and Package Purchase Policy................... 3—105
Software, Programming, and Package Purchase POLICY .........c.ccccvieeiiiiiiiiiiiccc e 3—106
Data Processing Compliance Review: Microcomputer POLICY.........cccceviiriiiiiiiiiienienieeieeieeie e 3—111
MICTOCOMPULET POLICY ..eiuvviiiiieiieiieiiecie sttt ettt et e st e e et e e e et aessaesaaessseasseesseessaesssenssesssenssennseensenns 3—113
MiCTOCOMPULET PTOCEAUIES .......eeviiiieiiiiiiieiieitereeste sttt et et e staestbessseesseesseesseesssesssesssesssesssesnseensenns 3—120
Data Processing Compliance Review: Small Bank Data Processing POliCy ........ccccceevvevieeiieciieciienieeienienns 3—128
Small Bank Data ProcesSing POIICY .......ccociiiiiiiiiiiiiiiie ettt et e e teeeseveesteeestaeeseveessnaeessseenns 3—129
Small Bank Data Processing ProCEAUIES.........c..coiviiiiiieiiiieeiie e eeree ettt et eesveesreeetaeesebaessseeesneeseseans 3—134
Data Processing Compliance Review: Internal and External EDP Audit Policy ........cccoceviiiiiiiiiiiincenieenn 3— 140
Internal and External EDP AUit POLICY......cccveriiirieiiieii ettt et ste s sebe e enseenneeseens 3 — 141
Internal and External EDP Audit PrOCEAUIES .........ccoiiiiiiiiieiiiietecee e 3— 147
Data Processing Compliance Review: Accounting for Software Development Costs Policy ...........c..c....... 3—153
Accounting for Software Development Costs POIICY .......cccuiiiiiiiiiiiiiic ettt 3—154
Accounting for Software Development Costs Procedures ...........ccueeeveeriieiiiiieniiieciie et 3—157
Data Processing Compliance Review: Ethics and Employee Conduct for DP Personnel Policy.................. 3—159
Ethics and Employee Conduct for DP Personnel POIICY .......c..cccveviiriiriiniieiececeeeeceeese e 3—160
Ethics and Employee Conduct for DP Personnel Procedures ............ccoocvveieeriierienieniienienie e 3— 166
Data Processing Compliance Review: Local Area Networks POlICY .....c..ccvevvieviiniiiiieiiicicccceeeeeein 3—172
Local Area NetWOrks POLICY ....ccccuiiiiiiiiiiieieecte ettt ettt e e ae e st e e ete e e s beeestaeesaeesbeeensaeesneas 3—173
Local Area NetWorks PrOCEAUIES .......cccuiiiiiieieitie ettt ettt sb e st e sttt eaee e e ens 3—178
Data Processing Compliance Review: Data Processing Management Policy..........ccccevieviiniiiiiiviniceneenienn. 3— 183

xil



Contents

Data Processing Management POLICY .........cocviriirieiieeiiiie ettt et eieestaesteessaesnsesnseensaensesnseensaens 3— 184
Data Processing Management PrOCEAUIES..........ccccverierieriiiiiieiieiteieesiee e see e sre e ebeesseesseessaessnesnseenseens 3— 187
Data Processing Compliance Review: Contracts with Vendors Policy..........cccccvvevvieviieniieniiinienie e 3— 191
Contracts With VEndors POIICY .......ccuiiiiiiiiiiiiiie ettt sve e e tae e stbeessbeeetaeessseeesnneessseenns 3—193
Contracts With Vendors PrOCEAUIES ..........couiiiiiiiiiieieie ettt ettt et et e 3—199
Data Processing Compliance Review: Electronic Banking Policy..........ccoooeviiiiiiiiiiiiieniecieececeeeeen 3—204
Electronic Banking POLICY .......ccccciiiiiiieiieiieeie ettt ste ettt staesteeseaessaessseesseessaesseesseesssesssesnseensenns 3—205
Electronic Banking PrOCEAUIES ........c.cccviciiiriieriieiieiieeie ettt ettt steeseeesaessseesseesseesaesssesseesssesssesssesnseens 3—212
Data Processing Compliance Review: E-Mail Systems PoliCY .........cccooevieviiiniiinienieiie e 3—216
E-Mail SYStEIMS POLICY ..viiitiiiiiiiiiie ettt ettt e et e et e e e be e e tbeessbeaessbeessbaeassaeessaeenssesssseeensnens 3—217
E-Mail Systems PrOCEAUIES........cccviiiiiiiiiiieciie ettt ettt e rte et e e e e s be e e te e e sbeessbeeessaeessseesssesesaeas 3—222
Data Processing Compliance Review: Internet Access POLICY.......cooiiiiiriieiiieieereesieeeecee e 3—225
INEEINEt ACCESS POLICY ..eiiiiiiiieiieiieie ettt ettt s e s teesabessbeesbeesseessaesseesssesssenssesnseenseens 3—226
INtEINEt ACCESS PTOCEAUIES.....coueitieiieiiitieieeie ettt ettt ettt s b ettt e at et ebe et et s bt et e steeaeenbens 3—233
Data Processing Compliance Review: Online Privacy POLiCY .......ccccccevcviiiiiviiinienieciesiecie e 3—240
ONINE PrIVACY POLICY ..oiiiiiiiiiiiiiie ettt e et e s e e st e e etbeessbeeestaeesbaeesbeeesseessseeessseenssenns 3—241
ONlINE Privacy PrOCEAUIES .......cccviiiiiiiciiieiiie ettt ettt e et e e s te e e bt eesabeeebaeesbeessseeessseessseeessseesssenns 3—246
Data Processing Compliance Review: PC/LAN Management POliCY ........ccocceeviieiiieiienienienieieeieeeeiee 3—250
PC/LAN Management POLICY ......c.cccviriiiiiiieiit ettt sttt staeseaessseesseeseestaesssesnsesssesnsesssesnseenseens 3 —251
PC/LAN Management PrOCEAUIES .........cccuivvieiiiieiiieriiesiesieste ettt et esteesteeseaessaesssessseesseesseesseesssesssesnseesenns 3—254
Data Processing Compliance Review: OutSourcing POLICY .......c.cccveviiriiiiieiiieieesieesiesie e e eveeseesnesene 3 —256
OULSOUICING POLICY ..euviieiiiieiiiectee ettt ettt et e e st e e e bt e e s abeeesbaeesebeessbeeessseesssaeassaeesseeesseessseeesseesssennns 3—257
OULSOUICING PTOCEAUIES.....ceitiiiiiiiciie ettt ettt e et e et e e e b e e steeetbeessbeeessaeesssaesnseeesseeasseesssseenssenns 3—262
Data Processing Compliance Review: Customer Data Protection/Privacy Policy.......cccccoevevviiriiiivneenienns 3—265
Customer Data Protection/Privacy POLICY .......ccucecvieiiiiiieiieiieieetesee sttt snaesene e 3—266
Customer Data Protection/Privacy ProCedUIES.........c.ccciecuieriieriieniierie ettt sns e eens 3—272
Data Processing Compliance Review: Financial Modeling POliCY ........c.cccovevievienienciieiieieeeseecve e 3—276
Financial Mod@lINgG POLICY .......eicuiiiiiiiiiie ettt et ettt e e ve e st e etb e e esbeeessseessaeesbeeansaeensaeas 3—277
Financial Modeling PrOCEAUIES .........ccuiiiiiieiieiiie ettt eeee et e ettt e e re e s e e st e eebeeesbaeessaeessseesseessseeesneas 3—280
Data Processing Compliance Review: Data Management and Management Information

SYSLEIMS POLICY ..viiuvietieiieiierierie sttt ettt et et e st e st e st e ssb e ente e s s e esseesseesseessaesssesnseanseanssesssennseesseenseeseenses 3—282
Data Management and Management Information Systems PoliCy..........coccovirieiiiiniininiieeceeeee 3 —284
Data Management and Management Information Systems Procedures...........cccevverieriencrinciienieenieeneeninns 3—297
Data Processing Compliance Review: Electronic Banking Information Authentication Policy................... 3—320
Electronic Banking Information Authentication POLICY .........cccuviiiiiiiiiieiiieciie et 3—322
Electronic Banking Information Authentication Procedures............ccccoveuieiieiienienienieeieec e 3—327
Data Processing Compliance Review: Training and Education PoliCy........cccocceviiiniinininiiniiecceeee 3—335
Training and EAUCAtION POLICY .......ocviiiiiiiiiieiierie sttt sttt e sevessbeebeestesssesnseensaenseens 3—336
Training and EAUCation ProCEAUIES..........c.iiviiiriiiiieiie ettt st e et eesreestaessaessbeesseessessseessaesseens 3—342
Data Processing Compliance Review: Regulatory Compliance Risk Management Policy ............cc.c....... 3—348
Regulatory Compliance Risk Management POIICY .......c..cocuiiiiiiiiiiiiiiecie ettt 3—349
Regulatory Compliance Risk Management Procedures ............ccoeoierieriiniiiiiieiieeieeseesiesee e 3—356
Data Processing Compliance Review: Forms Management POLICY .........cccccevvieviieeieiciiecieieieseecee e 3—360
Forms Management POLICY ........c.cviriiirieiieiieeie ettt sttt stee st e sebessteesseesseessaesssesssesssesnseenseesseens 3 —361
Forms Management PrOCEAUIES .........ccveiieiiiiiiieieeitestestesre et ereestesteestaeseaessseesseesseesssesssesssesssesssesssessseens 3 —367
Data Processing Compliance Review: Electronic Imaging Policy.........cccoveviiiiiiieiciiiiniie e 3—372
Electronic IMaging POIICY ........ccccuiiiiiii ettt ettt e et e e e tee e ta e e st e e esebeessseeessaeensseeessaeensneas 3—373
Electronic IMaging ProCEAUIES...........oouiiiiiiiee ettt ettt ettt e bt e satesnteenseeseens 3—378
Data Processing Compliance Review: Service Requests POLICY ........covcvvviieiiiirienieniesiesecie e 3 —382

xiii



Guide to Bank Data Processing Regulatory Compliance

ServiCe REQUESES POLICY ...uviiiieiieiieiieciiesiecie ettt ettt ettt e b e seestaesanessseasseessesnseenseenseesnensnes 3—383
Service REqUESES PrOCEAUIES .......ccvuiereieiiiciieiieie ettt ettt ettt e e e e staesaeessaesssesssessseenseesseenseessnes 3—389
Data Processing Compliance Review: Personal Computer End User Security Policy........c.ccccvevvevivenieennnnns 3—395
Personal Computer End User Security POLICY .......cccuiiiuiiiiiiiiiiiciiecee ettt eae s 3—397
Data Processing Compliance Review: Microcomputer Controls POLICY .......c.ccccvvieviierciieiiiiicieeciee e, 3—402
Microcomputer CONIOLS POLICY ...coouiiiiiiiiiiieie ettt ettt e sttt enteenseeeeens 3—403
Microcomputer CONtrols PrOCEAUIES........c.ccciiriiirieiie ettt ettt ere e e estaestaessaesnsessseansaessesnseenseens 3 —408
Data Processing Compliance Review: Transaction Processing POliCY ..........coccevirieiininiiniiiiiincncecee 3—413
Transaction ProCeSSING POLICY ......c.cccuiiciieiiiiiiirieiee it ete ettt estesr e s b e e s e esbe e saessaestsesssessseassesssesssessseessenns 3—414
Transaction Processing PrOCEAUIES .........c.eeccviiiiiieiiiiieieeciee ettt e iee e v e e veeeteeesebeessbaeessaeeesaeesseeesaeas 3—419
Data Processing Compliance Review: Information Security POlICY .......cccccccviiiviiiiiiiiniiiiiieecee e, 3—424
INformation SECUTILY POICY ......eeitiiiiiiiiiiiii ettt ettt ettt e st e saeesateenseenseeseens 3—426
Information SECUTILY PrOCEAUIES ........cccviiiiiiieiieiie ettt ettt e e teete e teestaesssessseessesnsesnseensanns 3—436
Data Processing Compliance Review: Terrorism Incident Response Policy .........c.ceceveiiniininencncnnenene 3 —457
Terrorism Incident RESPONSE POLICY .......cccuiiviiiiiiiiiiiiiicie ettt aeesreesteestbesevessbeessesssessseesseens 3—459
Terrorism Incident RESpOnSe ProCEAUIES ........cccviiiiiiiiiiiiiieciie ettt ettt e e ve e e eeaaeeseaeesnraeeeneas 3—463
Data Processing Compliance Review: Server Security POIICY ......cccoccuiiiiiiiiiiiiiieieeeee et 3 —467
SEIVET SECUIILY POLICY ...eiiiiiiieiteitettee ettt ettt et ettt e b e s bt e s et e enteenteenteeabeenseebeesseesaeesneas 3 —469
Server SECUTILY PTOCEAUIES........c.iiciieiieiieiiecie ettt ettt et e ettt e e eteestaesasesssessseesseanseenseesseesseensnes 3—475
Data Processing Compliance Review: Data and Records Destruction Policy..........coccevieieiiiiniencncenenen. 3 —481
Data and Records Destruction POLICY .......c.cccviiviiiiieiieniicri et eieeitesee s eeve e esreesteesteessaesevesssesssesssessseesseens 3 —482
Data and Records Destruction PrOCEAUIES ..........ccuiiiiiiiiiiiiieiieiete ettt 3 —488
Data Processing Compliance Review Procedures: Forms Design PoliCy ........cocvvveviierciiiiiiiiniieciee e, 3—494
FOrms DeSign PrOCEAUIES .......ccuieitiiiieiiieiie ettt ettt ettt ettt e st eeateebe e beesstesseesseesntesnseenseenseens 3—500
Data Processing Compliance Review: Controls Review PoliCy.........ccoevvviiiiiieiienienienieciceeeeieeie e 3—506
Controls REVIEW POLICY ....cciiiiiiiiiiie ettt ettt et e te e e st e st e s b e esse et aessaessaessaesseesssenssennns 3—508
Data Processing Compliance Review: Incident Response POLICY ........cccvevveiiiiiienienienieciecieereereeeeien 3—512
Incident ReSPONSE PrOCEAUIES........ccccuiiiiiiieiiie ettt ettt ettt e e tae e tae e st e e estbeeseseesssaeensseeesseeensneas 3—514
Data Processing Compliance Review: Outsourcing Information Security POlicy ........cccceevvvevviencrieeniveennen. 3—536
Outsourcing Information Security ProCEAUIES ...........cocuiiiiriieiiieiierierie ettt 3 — 540
Data Processing Compliance Review Procedures: Automated Clearing House Policy ........cccccecevineenen. 3—566
Automated Clearing HOUSE POLICY .......ccuiiiiiiiiieiieiiesieeieeitete sttt e ssseessaessaesseessaenseennnes 3 — 568
Data Processing Compliance Review Procedures: Vendor Management POliCY ..........cccceeevivevieciiiniienneeninnn, 3—579
Vendor Management POLICY ........cccuiiiiiiiiiieciie ettt et e e ta e e tbe e s sbee e tseeesseeesseeesssaesnseeennns 3 — 580
Data Processing Compliance Review Procedures: Vendor Management Procedures ...........cccoeeeveeenveennenn. 3—586
Vendor Management PrOCEAUIES ..........coviiriiiiiiiiieiieeie ettt ettt ettt e st esate st e enteenbeenseenseenaeens 3 — 587
Data Processing Compliance Review: Remote Deposit Capture POliCY ........ccoevvvevievienieniiiiiciieieceeiens 3—593
Remote Deposit Capture POLICY ......c.ecviiiiiiieiieriiesieeieste ettt staeseaesnaessseesseessaessaesssesssesssesssesnseensenns 3—595
Remote Deposit Capture PrOCCAUIES........c.iiviiiriiiriieriecie ettt ettt steesteesaestaeesvessbeesseesseesseesssesssesssessseens 3—609

Xiv



Contents

Chapter 4
Sample Checklists
(Available Only on CD)
Part A
Policy Checklists

S CUIIEY .ttt eiee ettt ettt e et e ettt e et e ettt e sebeeestee e sseesstaeessseesssaeassseessseeansseessseeansseensseesnseeanssaennseeenssesansaeansseennseennes 4A —1
Risk Assessment and INSUTAINCE. .........oouiiuiiiiierieie ettt ettt e bt e st e satesbeeseesaeeeaeeeneean 4A — 58
Data Processing Management Steering COMIMITIEE ..........cueeuieieeriieriierienieeie et eie et et e siee st eeeeneeeeeeeeas 4A — 68
SEIVICING ATTANZEIMEIES .....veeuvietietieriteeteeteerteesteestteeuteeteeteesseesseesseesaseaaseeseesseesssesnseenseenseesseenseesseesseesnsesns 4A — 73
Short- and Long-Range PIanning ...........c.ccccveviirienieriieiieitetesee e eteeie ettt saesaesse e e seessaessaessnessnenns 4A —82
Electronic Fund Transfer SYSIEMIS. .......c.iivviiiiiirierieiiesresteeteereesteeteeseesseesesesssessseesseesseesssesssesssesssessseesens 4A — 87
Emergency and DisSaster RECOVETY ......ccuiivuiiiiiiiiiiiiiie ettt ettt r e es e b e ebeestaestaessaesssessbesssessseassens 4A —94
COMPULET OPETALIONS. .. eeeuvvieierieeitreeiteeeitteesteeeiteeestseeaseeessseessseeasssesssessssssessseesssssesssessssesessseesssesssssesssseeenes 4A — 105
Software, Programming, and Package Purchase ...........ccccooieriiiiiiiiiiic e 4A — 116
LAY o1 (0 TeTe] 101] L) SO 4A — 124
Small Bank Data PrOCESSING .......cccveriiiiiiiiieiieriiesiestestesteeteesteeseesseesssesssessseesseesseesseesssesssesssesssessseensees 4A — 135
Internal and External EDP AUIL.......cc.oooiiiiiiieiieeee ettt ettt 4A — 143
Accounting for Software Development COSES .........cvvirieiiiieiieeiieerieesieeseesresresresreereesseesreesreesssesssessnesens 4A — 154
Ethics and Employee Conduct for DP Personnel ............coocuviiciiiiiiiiiiie it eve e 4A — 160
| o To: | N (St B A o) o OO SOPSRR 4A — 170
Data Processing MaNAZEIMENL ........cc.eerueeruieriieieeieesteesteesttesteesteeteeteesbeesseesseesseesaeesssesnseeseeseesseesseenseennes 4A — 179
Contracts With VENAOTS ......co.iiiiiiiieieiteer ettt sttt et b et e st bt et sbe et e nbesaeenee 4A — 183
EleCtronic BanKINg ........cccveeiiiiieiieiieieesitestesteeteereeteeteesteestaesebeesbeesseesseessaesssesssessseasseessessseasseesseesssenens 4A — 193
E-MAIL SYSEEITIS ..eeeueviieiiieeiiieciee et iteete et e st e ettt e st e e e teeesbeessseesssaeessseessseeessseesssaeassseesssessssesansseennseennes 4A — 207
INEETIIEE ACCESS nteiutietieetie ettt ettt ettt ettt ettt e bt et e e sh e e eh e e eabeeabeeabeea bt e bt e bt e sbeesheeeatesabesabeenbeenbeenbeenns 4A — 215
ONIINE PIIVACY ...ttt sttt ettt ettt et et e bt et e e st e e st e e eateeaaeebe e st astesseesnsesnseenseenseenseesseesnsenns 4A — 225
PC/LAN MAaNAZEIMENL ......eeutietieiuieeeieeieeieesteesteesttesateeteaseesseesseesseessseenseanseenseesseesseesseesnsesnsesnsesnseenseesseennes 4A — 233
OULSOUTCINE ....veeveeuteeieeeeteeeteeteeteesteesstessseasseasseesseesssesssessseasseassaesseesssessseanseasseessessseesssessessssessseanseenseesseenses 4A — 238
Customer Data ProteCtion/PIIVACY .........cccvevieiieriiiiiieiieitesieeseesetestesvesreesreebeesseestaestaessseasseassessseesseenens 4A — 245
FINAnCial MOGEIING........ccuiiiiiiiiiiiieiieieeeestte sttt sre et e eve et e e te e tbestbestbessseesseessaessaesseesssesssessseassessseesseensns 4A — 255
Data Management and Management Information SYStEMS.........cccuiervierciiieiiieiiieeieeeieeeieeesveeeveeeseveees 4A — 260
Electronic Banking Information AuthentiCation ............cc.ceevvuieiieeiiiesiieniesiecie ettt 4A — 277
Training and EAUCALION .........oouiiiieiieiieiiee ettt ettt ettt sbee st e saeeeateeteenbeeabeebeeseennes 4A — 285
Regulatory Compliance Risk Management.............cccveveerieerieriienieeieeiieseesieeseesnessaesseeseesseesssessnessnensns 4A —293
FOIrmMS ManaEIMENL .......ccccuiiiiiieriieeieeetieeieeesteeetteeseteesteeeeseessseesssaeessseessseeessseessseeasssessnsessnsesasssesnnseeenes 4A — 304
ElECtronic IMAZING ...ccvieiiiiciiiiieiieieetet ettt e ere v e esteebe e tee et e s tbessbeesseesseessaessaessaessaesssessseesseesseesssessns 4A —313
SEIVICE REGUESTS. .. .eiiiiiiiiieeiie ettt ettt et et e e et e et e e sbeeeeae e abeeesbaeesssaesssaeesssaessseessseeessseessesssseeensses 4A — 320
Personal Computer End USEr SECUTTLY .....couerutiriiiiieiiriinieiesieeteie ettt sttt sttt s 4A — 330
MiCTOCOMPULET COMNIOLS ..eutiiiiieiiieiieieeteet ettt ettt et ettt e st e st e s ateenteente e te e teesseesaeesasesnseenseenseeseenes 4A — 338
TranSaCtion PrOCESSINE......cccuieriierieriierieeteeieett et esteesteeseeeseaessteesbeesseesseesseesseesssesssessseesseessessseanseessessseeses 4A — 346
Personal COMPULET SECUTILY ......eecvievieriieriierieite ettt eteesteesteesteessesereesseesseesseesseesssesssessseesseesseesseesseesseesseeens 4A — 354
INFOIMALION SECUTTLY ....vieiviiieiiiiietietieeteesieestteseesteebeebeesbeesseesteesssessseasseasseassaessaessaesssessseassessseasseesseesseenses 4A — 360
Terrorism INCIAENt RESPOMSE......cccuviiiiiiiiiieiiieeie ettt et et e e ste e st e e ebe e s beesteeessbeessseeessaeesseessseeenes 4A — 375
SETVET SECUIILY ...eeuteetieitieeiieete et et et e st e st e etteete e bt e beesseesutessteenteenseenseanseasseesaeeensesabeenseeseeseesneesnnesnseensenn 4A — 381

XV



Guide to Bank Data Processing Regulatory Compliance

Data and Records DeSIIUCHION .......cccueruiiieriieiieieittet ettt sttt s ae et e bt s b e aeseeeaeens 4A — 390
FOTMS DIESIZN ..eoviiiiiieiieiieeieeie ettt ettt ettt e st e st e s stessbeesbeesseesseesseessseasseanseesseessaessaesssesssennseanseenseesseenses 4A — 399
VenNdOr MANAZEIMENL ......ccvveivieiieereaieesteesteesteseresreaseesseesseesseesssessseasseasseesseesssesssesssesssessssessssssessssssssesseans 4A — 409
Contracting for External Data Processing SEIVICES......c.ieiuieiiiiieiiieeiiieeiieesreeeteeesveesreeeseneesseesaneesneenes 4A — 415
INCIACNT RESPONSE....eiieeriiiiiiiiiiie ettt eeiteette ettt e et e et e e st eeeteeesebeeesbeeessaeessseessseeesseesssesassseessseesssasessesnnseeanes 4A — 429
Automated Clearing HOUSE ........cooiiiiiiieiieeii ettt ettt et e st e st e st e st e e teebeebeesaeesseesaeesneeens 4A — 442
REMOLE DEPOSIt CAPLULE.......eeevieiieiieiiereesteste et eteesteesteeseaessseseseasseesseesseesseesssesssessseesseessesssessseenseenseenses 4A — 462
Part B

Procedures Checklists

SECUTILY ettt et et et et et st e et eb e et et e st e steesasessseesseesseasseesseesssessseasseasseessaessaessaesssessseanseanseensaenseesssesnsenssennsenn 4B —1
Risk Assessment and INSUTANCE. ........c..eeueriiieiiiieeee ettt b ettt sbe et be bt eaeeneesbeeaees 4B —19
Data Processing Management Steering COMIMILIEE .........ccveevieerieriieriiereeiieereeteeteesreesteeseresenesssesssessseessens 4B — 28
SEIrVICING ATITANZEIMEILS .....cuvvieieiieeitieeeiieeiieeette ettt esteeesteeessseeaseeessseessseeessseesseeessssesssssessseessssesssesassseessees 4B — 32
Short- and Long-Range Planning ............cccuviiiiiiiiiiiiieecie ettt et eeteeeaaeesveeesaaeesssaeesseeessseesssenas 4B — 44
Electronic Fund Transfer SYSTEIMIS. .........oeouiiiiieriirieiie ettt ettt ettt ettt et sbeesseesaeesseesneeeneeenseas 4B — 51
Emergency and DisSaster RECOVETY .......cvecuiiiiiiriiiieiie ettt sttt e eteestaesseessaesssesnsesnsesnseensens 4B — 68
COMPULET OPCTALIONS. ...c.evieurieieeriierreeteeteesttesteesstessteasseesseesseessaesssessseasseessaesseesssesssesssessseesseessesssessssesssenns 4B — 112
Software, Programming, and Package PUrchase ...........ccccoovvieviiiniiiiiiiiiciccece e 4B — 123
IMICTOCOIMPULET ....eeuvveeerieeitteeetteeeteeeseteessteeeseeeseseeasseeessseesssesassseessseesssssessseesssesessseesssessssseessseesssesesssesnsseennes 4B — 136
Internal and External EDP AUIL.......cooiiiiiiiiiiieee ettt et 4B — 166
Accounting for Software Development COSES .........ueiiiiiieiieiierieieerte sttt ettt see st st eeeeeeeneeens 4B — 179
Ethics and Employee Conduct for DP Personnel ...........ccccoveieeciveiieciienieieriesee e 4B — 182
L0Cal AT NEEWOTK .....eeitiiieieee ettt ettt b ettt e et bt eat et sbeeaesbeeaeans 4B — 195
Data Processing Mana@EeIMENL ...........ccueerieereiieeiiiertiesteeesteesseeessseesseessreessseesssesassseesssessssesesssessssesssseeenes 4B — 206
Contracts With VENAOTS ....c.eiiuiiiiiiiieie ettt ettt ettt et e e s bt e saeesateeabeenbeebeeneis 4B — 213
ELeCtronic BanKING .........coiiiiiiiieiieieiie ettt e st e e tte e eebeeetee e tbaessteeessseessseaenssaesssesessaeessesenssesnsseeenes 4B — 224
E ML SYSEEIMS ...eeuvietieiieeiie ettt ettt ettt ettt e et e e bt e bt e bt e s st e s st e euteeateenteemse e beesseesseesaeesnsesaseenseenseeseanses 4B — 230
INEETIET ACCESS wneintiiiieriiieiie ettt ettt ettt ettt e b e s bt st st et et e bt e s bt e s bt e sbeesatesate st e sabeeabeebeennee 4B — 236
ONIINE PTIVACY 11utiitiiiiiieie ittt et st steste et e bt e bt eteestaeseaessbeesseesseessaesssessseasseasseenseesseesseesssessseansennseenseenses 4B — 253
PC/LAN MaNAZEIMENL ......eevievieiereeeriareeieesseesieestsessseesseeseesseesssesssessseasseasseesseesssesssessssssseassesssessseessessssensns 4B — 260
OULSOUICING .....evieeeiieeeieeetteeeteeestteesteeetteessseeestseessaeassseessseeassssassasassseessseeassssassseesssseessssensseesssesasssesnssesanes 4B — 263
Customer Data ProteCtion/PrIVACY .......cccuviiiiiiiiiieiieeciieeite ettt et sveesteeetaeesveeetaeessseesssaeessseesssaeenes 4B — 268
FINancial MOGEING. ......cocuiiiiiiiiieie ettt ettt ettt ettt st st et e et e e te e beesbeesaeesabeenbeeabeenbeeseenes 4B — 275
Data Management and Management Information SyStems...........ccceeveririenirieneneneneeeei e 4B —279
Electronic Banking Information AUthentiCation ............cccceeveueriieerieeriienieniesie e e e eseeeseeeseeesseessnesseenes 4B — 315
Data Processing Training and EAUCALION..........c..cciiviiiiiiiiiie ettt re et senesreessaees 4B — 332
FOrms ManagemeEnt..........cooeciiiiiiiiiii ettt ettt e et e e e e te e e e ettt e e e etteeesesnbeeeeennseeessnsseesennsseeesnnseeas 4B — 341
SEIVICE REQUESE ....veiiiiieiiii ettt ettt e st e et e e s b e e estee e sbaeestaeessbeaasseeesssaessseeassseessaessseeennses 4B — 352
Data Processing FOrms Management ............coveeviiiiieiiienieesiiesieeie ettt sttesieeseeeseeeteesseesseesseesseenaes 4B — 363
Personal Computer ENd USET SECUTILY .......evcviiiieriieiieiieseesiesie ettt eiee e seeesnressseesseesaesseesseesseesseennns 4B — 373
MiCTOCOMPULET COMNIOLS ..eovviiieiieiieiieiierieeriteseeetestesreeteeste e teesstesssessseanseasseessaessaesseesssssssessseanseesseesseeses 4B — 381
TranSaCtioN PrOCESSINE .. ...cciuiiriieriieriieeieetiete et esreesteesteesttestaessbeesseesbeesseesssesssesssessseasseessaessessseasseessessseenens 4B — 390
ELCtronic IMAZING ......veiiiuiiiiiieeiieeeieeette et ette et e e st e e e bt e esebeesabeeessaeesssaesssaeesseessseaassseessseesssesenssesssseeanes 4B — 400
Terrorism INCIAENt RESPOMSE......ccuviiiiiiiiiieiiie ettt ettt et e et e estb e e s beesbeeesbeessreeesseeesseessseeanes 4B — 407
SETVET SECUIILY ...eeuveetieiieeiie et et et et e st e st e stteeateebe e bt e seesatessteenseenseenseeseasseesseeensesabeenseeseenseesntesnsesnseensean 4B — 416

Xvi



Contents

INFOTMALION SECUTTLY ....vieviereieeieeiietieieesteertestestesresseeteesseesseesseessseasseanseenseessaessaesseesssesssesssesnseesseenseenses 4B — 429
Data and Records DeSIIUCHION ........ccuevuiiiiiieiieeiteet ettt ettt sae et e s bt s beeaeseeeaeens 4B — 475
FOTTNS DIESIZN ..viivviiiiiiiieiieeiie ettt et e e e it e st e s teestbeesbeesbeesbeesseesssesbassseasseasseessaessaasseessseasseasseasseessenssensens 4B — 481
Vendor ManAZEIMENL ........c..cccciieiiieeeieeitieesiteesteeestteesreesseeessseessseeassseessseesssssessseesssssesssesssseeessesesssesssseeaes 4B — 491
Contracting for External Data Processing SEIVICES......c.iiiuieriiiieiiieeiiieeiieesveeecteeesveesreeeseneesseeesnessneenes 4B — 497
CONLIOIS REVIEW ...ttt ettt e et e e et e e st e e e bt eesabeeeataeesseeesseeesaseesssesesseesaraeanes 4B — 512
Incident Response Procedures CheCKIiSt..........cvviiiiiirieriienienie ettt see e see e sere e esseeseenes 4B — 547
Vendor ManQ@EIMENL .........cccevcuerciieciieeiierieeseeseestesseeseeseesseessaesssesssessseasseesseesseessessssesssesssessessessseesseenses 4B — 561
OUtsOUrCINg INFOTMATION .....veiuiieiieiiiecie ettt ettt et e e e teesteeetaesebeesbeesbe e taesesessseasseesseesseasseasseesseenens 4B — 567
Chapter 5

Regulatory Data Processing Work Programs

EXAMINAtION PrOCEAUIES ......oovvviiiieieiii ettt e e e et e e e et e e eerte e e s e eatreeeseareessebreeesenreessennnes 5—1
UsINg the WOTK PrOGIAIMS .....ccuiiiiiiiiiiie ettt ettt e et e e s ve e e taeesaaeessbee e ssaessseeensseessaesnsseessseeans 5—2

Chapter 6
Management Reporting

Presenting the INFOIrMAtION ........cocuiiiiiiiiiii ettt ettt e et e e ta e e sabeeestaeesbeeesbaeessseessseeessseesssesenses 6—1
FOTIMAL .ttt ettt ettt e bt e bt esab et e sbb e e sabeeeabteesabee e bbeenabeesabaeenabeesares 6—1
Efficient COMIMUNICALION ......ccuviiiiiieiiiieiiieeiieeetee et e eeiteeeteeeetteeebeeeteeestseessaaeesseasesesesseessseensseesssesensseesnsesanses 6—2
Exhibit 6.1: Data Processing Compliance COMMILIEE ..........ccervveerureriiereerierierieeeeeieeieesieesseesenessrennnas 6—3
Exhibit 6.2: Board of Directors Audit and Compliance Committee Reporting Agenda........................ 6—4
Exhibit 6.3: Data Processing Compliance Committee Follow-Up Format Sheet..........c.cccoeevvevrerennnn. 6—5
Exhibit 6.4: Regulatory Data Processing Compliance REVIEWS ..........ccccvieviieeciiienieeeiieeee e 6—6
Exhibit 6.5: Data Processing Department Corrective Action Plan Status Report.........ccccceevvevveeenennnee. 6—38
Exhibit 6.5: Data Processing Department Corrective Action Plan Status Report..........cccccevivrireinnnen. 6—8

Xvii



Guide to Bank Data Processing Regulatory Compliance

Appendix A
Bank Service Company Act

Appendix B
IT-Related Laws and Regulations

Appendix C
Regulatory Issuances
(Issuances Available Only on CD)

Appendix D
FFIEC IT Examination Handbook
(Available Only on CD)

Appendix E
Glossary

Xviii



