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How to Use This Manual 

Bank Internal Control Manual addresses issues related to implementation and management of internal control 
systems. In the manual are examples of policy and procedures that provide a range of management resources to 
help you and your financial institution’s management team design, develop, implement, and maintain a proactive 
risk management supervisory system of internal controls. The manual focuses on different scenarios. For 
example, your situation may involve implementing an integrated system in your bank, a department, or a 
subsidiary. Other challenges may exist, such as establishing formal guidelines for an existing internal control 
system and related processes. 

ADDRESSING TODAY’S INTERNAL CONTROL CHALLENGES  

The manual focuses on basic challenges for financial institution management today:  

• How does a bank management team detail what internal control systems exist?  

• If control systems exist, how does an officer or manager determine whether those controls or systems are 
working? 

• How can senior management ensure that internal control systems will be created as needed or specific 
work flow situations change? 

• How do you build flexible controls with appropriate exception tracking systems?  

The challenges are further complicated by changing financial institution structures, new regulatory requirements, 
increased competitive pressures, consolidation of operations, development of new or enhanced products and 
services, and changing technology. It seems like an impossible task! However, with this manual, there are basic 
conceptual corporate governance guidelines provided which, through staff accountability and individual 
understanding of the importance of internal control systems, can capture even the most frequent changes or 
newest ideas within a viable internal control system. Supervisors and staff can ensure that the written procedure or 
specific control works. From the top down, however, there must be an overall corporate commitment to a well-
run, safe, and sound organization. Cutting costs, reducing staff, and shortcutting controls may save money in the 
short run, yet leave the institution vulnerable to serious problems in the near future.  

FOCUS ON INTERNAL CONTROLS  

The systems of internal controls exist to assure the achievement of intended results, to promote operating 
efficiency, and to encourage compliance with policies and other established constraints. Management’s primary 
concern must be the continuing effectiveness of the systems of internal controls that influence business results. 
The important qualities that must be periodically evaluated are adequacy, effectiveness and efficiency.  

In evaluating adequacy, management should ascertain whether systems include design features proper to the 
circumstances and reasonably sufficient to effect control. The evaluation of adequacy begins with the comparison 
of “what should be” to “what is.” Initial implementation of internal controls systems with respect to supporting 
proposed procedures, should ensure the adequacy of control within the organizational structure.  

In evaluating effectiveness, management should ensure compliance with internal control features and the extent to 
which compliance serves the intended purposes. The question that must be answered is: Do the controls work? 
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In evaluating efficiency, management should assess the practicality of controls in terms of their cost relative to 
their intended benefit. It is not advisable that management judge internal control efficiency in absolute terms. An 
evaluation of internal control efficiency is restricted to the controls themselves and does not extend to the 
measures of operating performance associated with the functioning of such controls. In judging efficiency, 
management should consider whether the benefits provided by the controls exceed their cost. 

The systems of internal controls (including procedures) should address the following:  

• Provide reasonable assurance that assets are safeguarded, information (financial and other) is timely and 
reliable, and errors and irregularities are discovered and promptly corrected.  

• Promote operational efficiency. 

• Encourage adherence to managerial policies, laws, regulations and sound fiduciary principles. 

Members of management who are responsible for policy implementation are also responsible for the design and 
the maintenance of the systems of control. As a follow-up independent review, internal auditors are responsible 
for that management function which independently evaluates the adequacy, effectiveness and efficiency of the 
systems of controls. Internal auditors should make sure that those who rely on their opinions understand that no 
practical system can guarantee the quality of future performance. 

Internal controls should act as a positive force to facilitate successful operations, as well as a negative one that 
restricts activities. Accordingly, management should evaluate control systems in terms of the incentives they 
provide, as well as the sanctions. Safeguarding assets relates to physical, legal and all other protective means by 
which the financial institution assures the full realization of its resources.  

All information should be subject to the systems of internal controls. Timely information is a critical monitoring 
reporting component which anticipates a decision need and is available to the persons who will use it when they 
need it. Reliable information provides a sound basis for decision because of the authenticity of its source, the 
manner in which it is recorded and the form and content of its presentation. 

The systems of internal controls must detect and correct errors and irregularities when preventive controls fail. 
Sound systems of control contain safeguards that will counteract failures in other controls. The systems of control 
should promote operational efficiency. The features of control systems that promote operational efficiency include 
the processes used to select and train personnel, establish procedures, set performance requirements, measure 
results and provide incentives. 

Managerial policies, laws, regulations and sound fiduciary principles establish boundaries within which the 
financial institution can conduct its business. The features of the internal control system that encourage 
compliance with these requirements include the separation of duties, the employment of persons likely to comply, 
the establishment of authority limits and the communication of expected conduct. 

Internal Controls Changes 

The Public Company Accounting Oversight Board (PCAOB) streamlined the audit rules that accounting firms 
must follow when evaluating public company internal controls. The draft statements replace Auditing Standard 
No. 2 with new standards. The new standards for external firms performing audits of public companies’ internal 
controls over financial reporting, as required by Sarbanes-Oxley Act (SOX) section 404 address cited concerns 
noted by financial institutions including: 

• Extensive reviews often purportedly resulting in overkill audits 

• Increased workloads on financial institution staff to cooperate and respond to such reviews 

• Unreasonable recommendations for changes in internal controls which often require time to refute 
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• Significant increases in fees 

To address these concerns, the PCAOB recommended the following: 

• Reduce testing for companies that have a good control environment. 

• Direct auditors to appropriately scope audits for small companies. 

• Implement a top-down audit approach, and focus on risk to thereby reduce the amount of testing. 

• Improve audit approaches to effectively integrate the financial statement audit with the internal audit 
control review. 

• Require that only material items be tested and reported. 

• Permit reliance on effective prior years’ controls and controls’ reviews, rather than requiring a complete 
re-audit of those controls. 

• Require only one control report, instead of two, from the external auditor. 

• Replace the prescriptive requirements for entities with multiple locations, with instead a risk-based 
approach. 

• Required audit firms to consider the work of others that, in turn, may reduce their workload and eliminate 
the principal evidence requirement now cited in the rules. 

The changes that the PCAOB has drafted should have a positive impact on audit reviews. Nevertheless, audit 
firms will still take a close look at internal procedures and the overall controls environment of a financial 
institution.  

In addressing key elements of SOX, focus on “best practices” that are critical to ensure sufficient controls have 
been implemented to address risk of noncompliance. These best practices include: 

• Development and implementation of clearly articulated roles and responsibilities, and the related assigned 
accountability. 

• Creation of fully integrated financial and internal control processes, utilizing both technology and where 
applicable, manual controls/procedures to address risk points. 

• Integration of adaptability and flexibility elements within control structures, to allow response to 
organizational and regulatory change. 

• Construction of supporting controls and procedures schematics to clearly articulate control points, risk 
areas, and implemented controls/procedures. 

• Utilization of structure education and training to reinforce the organization control environment with 
periodic refresher/reminder training modules. 

• Initiation and ongoing support of effective and efficient evaluation testing, remediating, monitoring, and 
reporting on control processes. 

In May 2007, the PCAOB and SEC approved new guidelines to improve the effectiveness and efficiency of the 
assessment performed by company management and its auditor of the effectiveness of internal controls over 
financial reporting covered under SOX. Referred to as Auditing Standard No. 5 (AS5), An Audit of Internal 
Control Over Financial Reporting That Is Integrated with an Audit of Financial Statements, it superseded 
Auditing Standard No. 2. The adopted AS5 accomplishes positive changes including: 

• Aligns key terms and concepts with terms utilized in SEC rules and guidance. 
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• Focuses auditors on fulfilling objectives that a properly performed walk-through achieves rather than 
requiring performance of a walk-through, which under some instances, might lead to a checklist 
approach. 

• Includes discussion of fraud risk and anti-fraud controls within the standard, to emphasize the importance 
of these controls in assessing risk. 

• Emphasizes importance of auditors not to scope the audit to find deficiencies that, individually or 
collectively aggregated with other exceptions/deficiencies, do not constitute material weaknesses. 

• Retains requirements to evaluate all deficiencies that are identified and communicate both material 
weaknesses and significant deficiencies, in writing, to the audit committee. 

• Details how different kinds of entity-level controls have different effects on the selection and testing of 
controls. 

• Empowers auditors to tailor their top-down approach to individual circumstances of each organization by 
removing the requirement to specifically identify major classes of transactions and significant processes 
before identifying relevant assertions.  

The adoption of AS5 increases the chances that material weaknesses in internal control will be found before they 
result in material misstatement of a company’s financial statements, and yet at the same time, eliminate 
unnecessary procedures. While PCAOB revised AS2 with the release of AS5 to primarily for the benefits of small 
companies, larger companies also see costs savings up to a 10 percent reduction in their audit bills. 

To further assist with the implementation of SOX section 404, new interpretive guidance was provided June 27, 
2007, published per 72 FR 25324. The additional information applies to management and auditors. These 
requirements impact publicly owned banks and other types of financial institutions which are covered under SOX 
threshold requirements.  

The detailed interpretive guidance underscores management’s flexibility to undertake an assessment based on its 
own knowledge of the organization and the company’s size, risk profile, and other relative characteristics. The 
guidance further details specific points to assist smaller publicly held institutions, emphasizing the following 
points: 

• Explanations of the purpose of documentation and how management has flexibility in approaches to 
documenting support for its assessment 

• Guidance to management on how to use different testing approaches from the one utilized by the auditor 
who performs the section 404 audit and attestation 

• Explanation of daily interaction, self-assessment, and other on-going monitoring techniques as support in 
the evaluation 

• Guidance to management on the flexibility to make judgment calls regarding what constitutes adequate 
evidence in low-risk areas 

• Explanation on how to vary evaluation approaches for gathering evidence based on risk assessments 

Management evaluations that meet this interpretive guidance are one approach to meet the requirements under 
SOX. The guidance became effective June 27, 2007. 

Underlying Value of Solid Controls 

Financial and accounting controls, as an example, must be effective. It is critical that a financial institution 
prepare and present accurate operating results and a risk profile. Unfortunately, weaknesses in these types of 
controls often contribute to inaccurate or incomplete financial reporting, and subsequently, potential legal fines, 
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significant reputational damage, and loss of business. Strong controls also reflect a primary objective of financial 
institution regulators.  Regulators, in upholding their mission to maintain a safe and sound financial system, assess 
whether a financial institution has developed and implemented a comprehensive financial control framework. 

Top-Level Support1 

Why focus on top-level controls? Everything flows from the top. Controls at the organizational level can have an 
encompassing influence over controls at the process, transaction, or application level. Controls that apply to all 
locations and business units help to set consistent standards and expectations across the institution. 

Organizational-level controls include governance elements that establish the benchmarks or directives at the 
highest level of the institution. These basic elements include: 

• Policies 

• Procedures 

• Codes of conduct including details on conflicts of interest 

• Assignment of authority and responsibility 

• Risk assessment processes 

• Identifiable controls that monitor other controls, such as oversight and assessment of the internal audit 
function, the audit committee, and employee self-assessment and fraud prevention activities, such as 
whistleblower hotlines, which can have an indirect relationship to financial statement misstatement risk 

Many institutions have the opportunity to increase their reliance upon organizational-level controls that can 
directly mitigate financial statement misstatement risk, such as controls over the period-end financial reporting 
process. Similar controls include monitoring controls such as analytical review and budgeting; and controls 
governing centralized processing, such as shared service environments. 

To ensure top-level controls or organizational controls are fully implemented, identifiable, and consistently 
communicated, it is important to undertake a procedural approach to reviewing the present control environment, 
with steps that include the following: 

• Understand the overall design and balance of controls and how they align with financial reporting risks. 

• As appropriate, flexibility to shift focus toward higher risk areas to enhance compliance quality. 

• Support to achieve cost savings by applying more efficient compliance efforts for routine processing-
related controls. 

• Identification of how organization-level (as opposed to individual process-level) controls can be improved 
to drive compliance efficiencies and reduce the institution’s overall compliance risk profile. 

Financial institutions that have instituted successful internal control programs report the following common 
factors: 

• Continuous employee training that integrates institution policies, procedures, and controls 

• Review, testing, and enhancement of risk management oversight and related controls 

• Automation of controls, processes, and reporting to utilize technology where appropriate 

• Documented procedures, including identification of quality assurance checkpoints and internal controls 

                                                 
1Adaptation of concepts presented by Deloitte and Touche, LLP, SOX Optimization: Improving Compliance Efficiency and 
Effectiveness, September 2007. 
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• Modified policies, procedures, and if applicable forms, to incorporate internal controls 

• Increased frequency of testing and auditing internal controls 

REGULATORY CONCERNS 

The importance of internal control systems and the level of supervision of internal controls have become a 
regulatory concern. The Federal Financial Institutions Examination Council (FFIEC) has detailed this concern 
through various issuances of interagency policy statements pertaining to controls and technology. Further, each 
agency has issued specific internal control system guidance on the need to enhance controls and support proper 
internal management systems. The Office of the Comptroller of the Currency (OCC) has gone a bit farther by 
both underscoring these concerns in public speeches and issuing new internal control system examination 
procedures. Examiners will be taking a much closer look at internal control systems’ processes and performing a 
more detailed review of actual controls. The regulatory emphasis translates to a very real concern for financial 
institution directors and management. 

PREPARING FOR EXAMINATIONS 

Your institution may not be at risk today, and it may not even have a specific concern regarding internal control 
systems. However, various aspects of your next examination will focus your management team’s efforts on 
properly addressing risk management. These examinations will be checking your risk management approach, and 
examiners will also be correlating risk issues or risk exposures as they are detected throughout the organization. 
You will reduce your regulatory risk by taking time now to prepare a corporate approach to internal control 
system processes, reviewing plans for further changes in data flow or system processes which result in internal 
control changes, and even moving toward a more automated internal control exception tracking system. 
Analyzing your risk exposure and making enhancements before the start of your next examination will 
undoubtedly have a positive impact on the examination results. 

TOOLS FOR ADDRESSING SOLUTIONS 

The manual offers insights and hints not only on evaluating the concepts of risk management and development of 
internal control systems to address those risks, but also on dealing with other issues such as internal controls 
design, detailing internal controls, implementing alternatives, assessing risk positions for each type of control risk, 
developing formal internal control policy and procedures, and implementing systems to ensure ongoing proper 
control and oversight. By using this manual, management team members will not only become aware of existing 
internal controls, important internal control system components, and development processes, but also will gain an 
understanding of the applicable regulatory issues and examination focus points. Risk management processes are a 
critical management focus point of successfully implementing and maintaining a viable internal control system. 

INTERNAL CONTROL CHECKLISTS 

The internal control checklists in Volume II are a critical tool to assist in the identification of organizational-level 
controls and areas where further controls will reduce the institution’s overall compliance risk profile.  The 
checklists presented in Volume II are organized by the major operational areas of a bank: 

• Executive 

• Lending 

• Treasury/Finance 

• Trust 



How to Use This Manual 

xi 

• International Banking 

• Operations 

• Data Processing 

YOUR COMPANION CD 

As part of your purchase of Bank Internal Control Manual you receive a companion CD. This disc contains all of 
the information in your print manual that shows you how to make sure your internal controls are established and 
accomplishing what they were intended to do.  

Insert your CD into your desktop computer, and the autoplay feature will assist you in navigating the files. You 
can search quickly and easily for specific guidance and policies. 

Customize Your Controls 

From credit risk to integrated financial software systems, the CD contains sample internal controls for every key 
area of the institution, checklists, examples of documentation, and clear guidelines you can use for your own 
internal control checklists for your operation.  

You can easily customize the documents on the CD using Microsoft Word so that you keep your banking 
functions current with the latest compliance issues. Sample internal control checklists are provided for each key 
area that you can easily adapt to your institution’s specific requirements. 
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