CHAPTER OVERVIEW

PART I: ASSESSING IT SECURITY RISKS

Chapter I-1
Chapter I-2
Chapter I-3
Chapter I-4
Chapter I-5
Chapter 1-6

PART I1

Assessing I'T Security Risks — A Regulatory Perspective
Conducting an IT Security Risk Assessment

Internet Banking Risk Assessment

Assessing Cloud Security

Snapshot Assessment

Assessing Privacy Policies

IMPLEMENTING IT SECURITY RISK SOLUTIONS

Chapter II-1
Chapter II-2
Chapter II-3
Chapter 11-4
Chapter II-5
Chapter II-6
Chapter II-7
Chapter I1-8

PART III

Technology Risk Management in Financial Institutions: Getting Started
Internet Banking Risk Management

Desktop, Server, and Network Security

Physical Security Risk

Securing Mobile and Wireless Systems

Security of Customer Information

Securing Remote Deposit Capture

Public Website Security

MANAGING AND MONITORING IT SECURITY RISKS

Chapter I11-1
Chapter III-2

Chapter I11-3

Information Security Metrics
IT Security Awareness Program

Mitigating Information Security Risk Through Insurance

xi



Xii IT SECURITY MANAGEMENT MANUAL

Chapter I11-4 Computer Security Logs and Audit Trails

Chapter II1-5 Backup and Recovery Planning

Chapter I11-6 Creating a Disaster Recovery Plan

Chapter III-7 Continuity Planning and the Systems Development Life Cycle
Chapter I1I-8 Monitoring I'T Security

Chapter I11-9 Security Policies

Chapter III-10  Required Disclosures

Chapter III-11  Complying with Customer Identification Requirements



TABLE OF CONTENTS

Part | — Assessing IT Security Risks

CHAPTER I-1
Assessing IT Security Risks — A Regulatory Perspective
What Do the Regulators Say About Risk?.........ccoccooieiiiiiiiiiiiiiiiiiiccccce [-1—1
Regulating AGEnCies .........c.ccuiuiiiiiiiiiiiiicc e [-1—2
Federal Financial Institutions Examination Council (FFIEC) .....ccccooiiviiiiiiiiiieiceeeecceeeee, I-1—2
Federal Deposit Insurance Corporation (FDIC) ........ccccooiiiiiiiiiiiiiiiiiccccccee [-1—2
National Credit Union Administration (NCUA) .....oooviuiiiiiiiiieeeceeee et [-1—2
National Automated Clearing House Association (NACHA) .......cccoveininiineniinceceeen [-1—2
Federal ReServe SYSTEm ....c.evuiiiiiiiiiiiiietcecc e [-1—2
Office of the Comptroller of the CUITENCY ....c.evviveeiriiiiiiiiiiccec e [-1—3
Consumer Financial Protection Agency (CEPB) .......ccooeiiiiiiiiniiiiiiiiicccccece I-1—3
Financial Services Oversight Council .........ccooiiiiiiiiiiicee [-1—3
Office of Thrift Supervision (OTS) ..ooiiiirieirieieee e I-1—3
Important Acts and Regulations ..........c.cciviiiiiiiiiiiiiiiiiiccec e [-1—3
DOdd-Frank ACT......ceueeuieiiiiiriiiieeee ettt I-1—3
Bank SECIECy ACT....cuveuiiiuiiiiiiiiieieictet ettt [-1—4
PATRIOT ACE ettt ettt [-1—4
The Financial Services Modernization Act of 1999 ..........cccccviiiviiiiiiiiiiiiiiccieceeceeae [-1—4
Regulatory ReqUITEMENTS ........ccueuiiiiiiiiiiiiiiiiicicecee e [-1—4
LLeVEL I SEIVICE ..ttt ettt ettt eh bbbt bbb bbb e bt e e nee [-1—5
LeVEl IT SEIVICE vttt b bbbttt [-1—7
LLeVEl ITT SEIVICE ..ttt ettt b e bt bbbt bbb st st e st s e [-1—8
Documentation Required by EXaminers.........coeeueriirienieiieiiiiiiiicenceesescscscscsesecce e [-1—10
SErate@ic PIAN ...o.ooviiiiiiiiiiccee et [-1—10
Feasibility STUAIEs ....eoveeuiriiriiiiiieee e [-1—10
Regulatory Risk assessments ...........c.ciiiiiuiiniiiiiiiiiiccceccce e [-1—12
FDIC ISSUANCES ...ttt ettt ettt ettt ettt ettt ettt ae bbbt sbeeb e sbe s b b saesnenaesaenens [-1—14
OCC ISSUANCES .ttt ettt ettt ettt st e b e bt s bt e et e e bt e bt e bt e eatesate e bt e saeesaneebeebeesneesnnens I-1—19
OTS Issuances (OTS authority Transferred to OCC, July 21, 2011) coeeevereneninenenencrencene [-1—21
INCUA ISSUANCES ..ttt ettt sttt ettt et e bt s bt sttt e be e e st e eateebeesbeesaneeaneenne [-1—22
CHAPTER I-2
Conducting an IT Security Risk Assessment

Risk Assessment DefIned........c.oeuiiiiiiiiiiiiiiieieeeee e [-2—1
Risk Assessment Methods......c..eoiriririiriiniiieecccc ettt [-2—1

anz xiii



Xiv IT SECURITY MANAGEMENT MANUAL

Major Points for I'T Risk ASSESSMENTS. .....ceuerieuirieiiiiieiinieieieieectetceet ettt [-2—2
Maintaining a Uniform Rating System for Information Technology...........cccccoeeeiniiinncnnne [-2—2
Emergency and Disaster Recovery POliCies .......o.ooveiriiiriiriiiniiiniiiiiciicieeeeceeceeee [-2—3

Business Resumption Plans...........ccccciiiiiiiiiiiie [-2—3
Internet Banking SyStem......c.ccccuiiriiiiniiiiiiniiiicicc s [-2—5

Performing the securty Risk ASSESSIMENT .......oveuiiiiiiiiiiiiiiiicceeccce e [-2—6
TAENTICATION ...ttt [-2—6
Quantification Or MEaSUIEMENT ......ccuevirtiriiieieieie ettt ettt sbesbe bbb b e e [-2—38
PrioritiZation . ......ocviiiiiiiiiiiiiiici e [-2—8
Risk Cate@Ories ......cuveuiiiuiiiiiiiiiiicic e [-2—38

Performing the IT Risk ASSESSMENT ......coviuiriiiiiiriiiiiieieiiieteeteee ettt [-2—9
TAENTIICATION 1..uiiiiiiicici et [-2—9
Quantification OF MEASUIEIMIENT .....vevieuierieeeieteeeteieeetenteeteetesseetesstessesseessesseensesseessesseensessennes [-2—10
PriOTITIZATION ceeetteeiieeeit ettt ettt et e bt e st e s bt e sbe e e bt e e sbe e e sabe e e bt e e enreenane [-2—10
Exhibit I-2.1: Information Security Risk Assessment Worksheet .........ccocvverenincncncncncnene. [-2—11
Exhibit I-2.2: Information Technology Risk Assessment Worksheet.........ccocceciniiuiininiccnnnee [-2—14

CHAPTERI-3
Internet Banking Risk Assessment

INErOAUCTION ...ttt [-3—1

AUTNENTICATION 1.ttt ettt b et [-3—1
MU FACTOT 1ttt ettt et ettt et et e b bt e b saeas [-3—2
Out-of-Band Authentication ........c..ciiiiiiririiiieeeiee e [-3—2
Dual Customer AUthOriZation . ........iiuiiiiriiiiieieie et [-3—3
Mutual AUthentiCation. .....co.eouirteieiiieteie ettt [-3—3
IP Based GEOLOCATION. ..c..iitiiiiiiiiieieettete sttt ettt ettt st b e s bt ettt esbe et esbeens [-3—3
Device IdentifiCation........co.eiiriririiririestese e [-3—4
Challenge QUESTIONS ......c.couiuiuiiiiiiiiiieeireee ettt [-3—4

Money Mules and Identify Theft........ooiiiriiriiiiieie e [-3—5

Client Device Health ReqUIFEMENTS .......euiuiiiiiiiiciiiiciciieicce e [-3—5

Phishing ACtacks.......ceeveiiiiiiiiiciiic ettt [-3—6

SQL INJection ATEACKS ......c.cviiiuiiriiiciiiiciieee ettt I-3—7

IOFTASTIUCTULE 1.vtiniitciete ettt ettt ettt ettt et ettt b et ebe e b [-3—7

Mobile Banking Security ..........ccciiiiiiiiiiiiiiiiiiiiii s [-3—38

Anomalous/Fraud Detection .........cc.iiiiiririiniineieeiee ettt [-3—9

Customer Employee Fraud.........ccccooiiiiiiiiiiiiiiiiiice e [-3—9

Password Management ToolS......c..cccuiiriiiiniiiiiiiiiicccccc e [-3—10

Cash Management .....cceueuiuiiiieiiiricieieteie ettt [-3—10

Denial Of SEIVICE ....eviiiiiiiiiiiiietic ettt [-3—11

Customer EAUCATION ...euiiiiiiiiiiiiieieetee ettt sttt bbb e [-3—12

Web Page RedireCtion .......c.coueirieuiiiiiiiieiniciicesceeeet ettt [-3—12
DIETECTION ..ttt ettt ettt sat e et e bttt esbeesat e st e e bt e nbeeeat e et e ebeenbeene [-3—13

S/  0Yu (o) o WURT PPN [-3—13



TABLE OF CONTENTS XV

CHAPTER I-4
Assessing Cloud Security

INEEOAUCTION ...ttt sttt b e [-4—1
Assessment Concerns in Multi-Tenant Environments........ccccecvecveiniiininininncnenescseeeeene [-4—2
The Nature of the Beast......c.cceiviiiiiiiiiiiiiiiiiiccceee e [-4—2
The Challenges Are Surmountable ...........ccooiiiiiiiiiiiiiiiicc e [-4—2
Cloud Classification for ASSESSIMENT ......cc.cuirveuiriinieiiriiieieieieteieet ettt ne [-4—3
SOftWare-as-a-Service (SAAS) .....eeiiioeiii i e e 1-4—3
Platform-as-a-Service (PaaS) and Infrastructure as a Service (TaaS): ......ccoevivviiiiiiiiiieiennen. [-4—3
Assessment Methodology ..........c.ccviiiiiiiiiiicc s [-4—4
Supervision of Technology Service Providers .........cccoccvvevirinieiniiinincinciicccceececeene [-4—6
Accountability: The Management of Technology ...........ccccoiviiiiiiiiiiiiieccce [-4—6
CrTIICALIONS ...ttt ettt [-4—7
LSO 27007ttt sttt et ebeesaee s [-4—7
SAS 70 TYPE LT it [-4—7
PCI DSS Level 1T and Level 2....c.couiiiiiniiiiiiinicieccicnieeese ettt [-4—7
Contracts and AGIEEIMENLS .....cueveuirieuiitiieiirteitetetete ettt ettt ettt ettt b et be s ene e [-4—8
Service Level AGIeements .........ccuiiiiiiiiiiiiiiiiiiiiicc e [-4—8
Internal Controls, Insurance, and Disaster ReCOVEry ........cceouvviriiiririninininsccnccscee 1-4—9
Vendor’s Liability for Delays or Errors.........ccoocociiiiiiiiiiiiiiiicccnnceceecceecceeees [-4—9
AUAILS Lottt [-4—9
Data Ownership and ACCESs.........coviiiiuiiiiiiiiiiiiicc e [-4—9
ASSIZIUTICIIT 1.ttt b et bbbttt sttt [-4—10
Evergreen ClAUSES ........c.cccouiuiiiiiiiiiiiiicicc e [-4—10
Non-Disclosure AGIreemEnts. .. ....ccueuiiuiiiuirieiiieietiteteet ettt [-4—10
COMPLIANICE .ttt ettt et [-4—10
GLBA .ttt [-4—10
HIPAA ettt ettt ettt e bt e s at e sttt e bt e et e e ane [-4—10
FISMA Lottt [-4—11
Transparency, Communications, and Disclosure Notifications ...........ccccceceeviricininciiinnccne [-4—11
Change Management..........cueiieirieiiieniiiieiitetee ettt ettt ettt [-4—12
e-Discovery and Law Enforcement...........ccccooiiiiiiiiiiiiiiiiiccccccecccceee [-4—13
TErmS OF USE...cuvviiiiiiiieiiictctet ettt ettt [-4—13
INtegrity Of Data..c.ccuiuiiiiciiiiiciice e [-4—13
Backup and Recovery Capability.........cccceiviiiiiiiiiiniiiiiiiiiiciccceecceen [-4—13
Distributed Storage SyStems..........cooviuiuiiiiiiiiiiniiiircccce e [-4—14
Retention Periods .....co.eiiiiiiiiiiiiiiiiiciicccte e [-4—14
Testing and Validation ...........cccciiiiiiiiiiiiiiiicccce e [-4—14
TIME 10 RECOVEI ..ttt [-4—15
Disk Only SYSTEIMS ...euviuiiiieiiieiiitcieere ettt [-4—15
Local Storage or Other Data .....c.cocoveiviiiiiiiiiniiiicinccceeee s [-4—15
ACID/DUIability ....cooiiiiiiiiiiiiiiiiiiiii [-4—16
DIULADILILY ¢t [-4—16
Administrative Access t0 Data.....ccueririirieniiriiieieicieeeeeeeeee e [-4—17

LOGEING .ottt [-4—17



Xvi IT SECURITY MANAGEMENT MANUAL

POTTADIIITY .vveeieeiieiieieet bbb bbb [-4—18
Confidentiality 0of Data ......ccoouiueiiiiiiiiiiiiiccc e [-4—19
Identity and Access Management .....c....coueevieeirieieinieinieieieieieeet ettt 1-4—20
Single Sign On (SSO) SEIvICes.......ccuciviiiiiiiiiiiiiiiiiicicce e 1-4—20
Multi-Factor AUTRENTICATION ...iovviiiiie ettt eree et ere e et e eareeeeteeeeareean [-4—21
Out-of-Band AUthentiCation........ocuviiiiiiiciiie ettt et etee et sateessaeeeenaee s [-4—21
Dual Customer AUthOriZation.......c..ciivuiiiiiiiiiic ettt ere e eeteeeearee s [-4—21
Mutual AUTRENTICAtION .vvviiiieieiiii ettt e et eeeaa e e sabeesasessateessneeseneeeas [-4—22

IP Based GEOLOCATION ....ecivieieurieiieeeeeieeeeieeeereeeeteeeeteeeeteeeeaeeeesseeeaeeeeaveeeaeeesnseseseeessreean [-4—22
Client Device Health Requirements..........c.cucoirieueiniiicininiciinicccncccseceseeesee e [-4—22
Device IdentiflCation........cccuviiirieieieeeciee ettt et s eetee e eteeeear e e eeteeeeaaeeeaeeeeateeebeeeeareean [-4—23
Challenge QUESTIONS........c.coviuiuiirieiiiriccie et [-4—23
EDCIYPUON ..ttt ettt [-4—23
| R0 T u T o WO [-4—24
HYPOIVISOT .ttt [-4—24
STOTAZE ..ttt e [-4—24
Daata DIELEtION ..vviicvviieieieciec ettt ettt ett e et e ettt e et e e ete e eeaeeeeaeeenaeeeeteeentreeereeanes [-4—25
INEEWOIK FIrEWaLLs ...vveiieviiiceiii ettt e et ste e e eaaesstsesenaeesateeenns [-4—25
Packet FIltering .......ccveveiiiiiiiiiciiiiciiccccce et 1-4—26
Penetration TeStNG.......c.cviuiiiiiiiiiiiiiiii s [-4—26
VAN .ttt ettt ettt et e et e et e e et e e e ae e e eate e ebeeeeaeeeateeeeata e e teeeetee e treeenreeerreeeareean [-4—26
CO-ReSIAENCE CRECKS.c.vviiiuiiiiiiiiceeie ettt ettt e et e et e e e eae e s saaeessaaeesaaeeeans [-4—27
Side-Channel AfACKS .. ...ooviiiitiiiciie et etee ettt eete et e et e e eaeeeeeaeeesareeenteeeereeenseeeenresenes [-4—27
Isolation Concerns With TaaS.......ccoiiiiiiiiiiiiiiii ettt ettt et e e saeeeans [-4—28
Isolation Concerns With PaaS .......c..coovviiiiiiiiiiiii ittt eae e et ere e eeaeeeeree e [-4—28
Isolation Concerns With SAaS ......cc..oiiiiiiiiiiiiii ettt ettt et e et e e saeeeans [-4—28
PRYSICAl SECUTTEY ..ttt [-4—29
Availability of SEIVICES .....cuiiiiiiiiiiiiiiiicie s [-4—29
Increased Rewards fOr AttACKELS ......iivviiivieieiee ettt eve e et ere e eeaeeeeree e [-4—29
DIIDOS et e e e e e ———— e e e e e ee————aaeeeeea—————aaaaaaans 1-4—30
Transparency as a PeJorative .......cc.ocuiviiiiiiiiiiiiiiiiiiiiicccc e 1-4—30
Homogeneous ENvironments..........ccoiiiiiiiiiiiiiiiiiiiciccicecc s [-4—31
Third Party COntrol .....c.ceeeieieieieireseseee ettt [-4—31
SCalability ...ocviiiiiiiiiii s [-4—31
Financial Stability.......coeiiiiiiiiii e [-4—32
Privacy CONCEINS ....oiiiiiiiiiiiiiiiiiiiiiiccc s [-4—32
PrOfIEADILILY ..ttt [-4—32
RESOUICES ...ttt e e e e e e e e e e et eeeeeeeeeeataeeeeeeeeeennsareeeeeeeenns [-4—32
GUIANEE .ottt e e et e e et e e e teeeeaeesenteeeeateeenteeesareeenseeesnreeanes [-4—33
TSUTANCE .ot e e et e e e e e e e e aaaaeeeeeeeeeeatraeeeeeeeeenararaeeeeeeaans [-4—33
Credit REfEIENCES .. vviiiviiicteie ettt e e et e e eaae e eeaeeeeateeenaeeeeateeenseeeenreeenes [-4—33
Exhibit I-4.1: Determining Cloud Services Minimum Security Requirements ...........c.c.c...... [-4—34

Exhibit I-4.2: Supplement to Authentication in an Internet Banking Environment ................ [-4—40



TABLE OF CONTENTS Xvii

CHAPTERI-5
Snapshot Assessment
Introduction to Snapshot Self~ASSESSMENT ......c.coveuiriiiiiiiiiiiiiiece e [-5—1
Management Reporting on Security Risk ........coccioiiiiiiiiiiiiiiiiccccccceeee [-5—1
Physical Security and COontrols ..........coiiiriririinieeieeee e I-5—3
Desktop Security and COntrols.........ccocueiiiiiiiiiiiiiiiiiiieceseece e [-5—3
Network Administration ..........cccciiiiiiiiiiii I-5—4
General ..o e I-5—4
User Management.......c.oiiiiiiiiiiiiiiiiiiic s [-5—5
INEEWOIK SECULILY ...t [-5—5
REIMOTE ACCESS ...vviiiiiiiiiciici e e I-5—6
INEEIMET ACCESS 1.ttt s s s sae e [-5—6
NWEEELESS SECULILY 1.ttt ettt ettt et b e bbb b e e naen I-5—6
Email Security and Controls...........ccooiiiiiiiiiiiiiiiciccece e I-5—6
Internet Banking Security and Controls ..........ccoeoiveiiiniiiiiiiiiniiiciccceeeeeeeeaan I-5—7
Business Resumption Planning...........ccccccoiiiiiiiiiiiii [-5—8
Electronic Funds Transfer (EFT) ACHVITY .e.veverteieieieieieicteecteeeeeeeeee e -5—9
Wire Transfer OPErations .....c..eeeveirueiruirieuirieintentetestetetetet et ettt st ettt re e ese e e sseeeseseenens I-5—9
Automated Teller Machine (ATM) Processing...........ccueevueuirieininieinieiienieineeeeieeseeevenenes -5—9
Self-Audit Network Security Review Work Programs ............ccccooeiiiiiiiiiniiiniciecccce [-5—10
Network Administration ..........cccciiiiiiiiiiiiii [-5—10
CHAPTER I-6
Assessing Privacy Policies

COVEIAZE ...ttt e a e [-6—2
Timing of Initial DISClOSUIE ........ccoiiiiiiiiiiiiiiiciccc s [-6—2
Timing of Annual DISClOSUIE .......civuiiiiiiiiiiiiiiicicccec e I-6—3
Contents of Standard DISClOSUTE ......c.couirieuiriiiiiirieineiecieecc e I-6—3

A Note Regarding “Opt-OULs”.......c.ccuiuiiiiriiiiiiiiniciee ettt I-6—4
Contents of Simplified DiSCloSUTE........c.ccoiiiiiiiiiiiiiicc e [-6—5
Short-Form Disclosure for Consumers That Are Not Customers...........cccceevviiiiiiiciinnicinnenn. [-6—5
“Clear and ConspiCuOUS” ........ccuiiiiiiiiiiiiiiie e I-6—6
Changing the Terms of the Privacy Policy ........cccceciviiiiiiiiiiniiiiiiiccicccecee I-6—7
Form and Content of Opt-Out Notice t0 CONSUMELS .......c.ceviruemiirieiiirieieirieeereeeeeees I-6—7
Compliance with “Opt-Out” Election ........cc.ccevueiiiiniiiniiiiniiiiinicincieeeeecceeene I-6—9
Continuing Right t0 Opt QUL .....c.ciiiiiiiiiiiiiiicccece e I-6—9
Duration of Consumer’s Opt-Out Election.........cccceeveiniiiiniiniiiniiiiiiiiiciicecceeienes I-6—9
Disclosure of Information to Nonaffiliated Third Parties.........cccecevrerverincrineneineincniecnenn I-6—9
EXceptions t0 “OPL QUL ....cuiiiiiiiiiiiiiieiiiicieect ettt [-6—10
Exception for Service Providers and Joint Marketing...........ccoccoveiniiiiiiiiniiiniiiiicce, [-6—10
Exceptions for Processing and Servicing Transactions ...........cceceeveevieinicrininieineninenneenneneans [-6—11
“Other” Exceptions to Notice and Opt-Out Requirements .........cccceeeirieucininicinnccnnenenne. [-6—12
Exhibit [-6.1: Privacy Rule ChecKIist......ccuevveiiiiiiiiiiiiicicieseee e [-6—15

Exhibit I-6.2: Privacy Model Form with Opt-Out.........c.ccccoeiiiiiiiiiiiiiiiiiicccce [-6—18



xviii IT SECURITY MANAGEMENT MANUAL

Exhibit I-6.3: Privacy Model Form with No Opt-Out......c.cccovvuiininiinciiiiniiniciiccceen [-6—20

Part Il — Implementing Security Risk Solutions

CHAPTER II-1
Technology Risk Management in Financial Institutions: Getting Started
Overview of Technology Risk Management...........c.ccoueueuiriiiiiiniiicininieinccreeeseeee e II-1—1
Build @ Sectrity TEami....c.eeuiiuiiiiiiiiiiitisteeee ettt I-1—1
Information Technology Steering COMMITTEE .....c.coveviuiriiieuiririciiiriccrceee e II-1—1
IT Leadership....c.ceueieuinieiiieieiiieiictece ettt 1I-1—2
NetWOrk AdMINISTIATION .oovvviiiieiieiie ittt et e et e er e e et e eeateesbeeseateesteeesssesstsesssseesaeesnns 1I-1—3
Support and Maintenance.........coueivieuirieiiiinieiiieieet ettt 1I-1—3
Internal Training .......ccocuiiiiiiiiiiiiii s II-1—4
AUdit DEPartmente .. .cucueeuiieiiieiinicietetet ettt ettt s ettt sttt 1I-1—4
CUstomer EdUCATION c..vvviiiiiiiic ettt e et e e et e e e e aae e e e eenaeeeeenaneeeenes II-1—4
Perform a Technology Risk ASSESSIENT ....ovveuiiuiiiiiriiiiiiiiiiicicecce e II-1—4
Identify RISKS ...c.vviiiieiiieiccic e II-1—5
AUAIE SYSTEIIIS 1.ttt ettt b e bbbt bbb sbesb st b e naens 1I-1—5
GaP ANALYSIS ...t -1—5
REPOIT..iiiiiiiiiiiiiii s II-1—5
REPEAL. ..ttt II-1—5
Mitigate Security RISKS........ccoouiiiiiiiiiniiiiiiiicc et 1I-1—6
Policies and PrOCEAUIES .....coouvviiiieiieie e ettt ettt e ettt e e et e e e e aaeeesseaaeeeseenaeeeeenes II-1—6
Technical CONTIOLS . ..iiiviiieeiiiciie ettt et e e et ete e e ear e e eteeeeaaeeeteeeesseeenreeenns [I-1—6
End User Training........ccoeuiiiiiiiiiiiiiiiiiiicice et II-1—6
Customer Education Programs...........occueivieiniiiiiniiiniinicieectscteeet et II-1—6
Conduct Ongoing Monitoring and Examinations...........ccccceeoiviiiiiniiiiniiiiiiicicicccees II-1—7
Management ReVIEWS.........ccivuiiiiiiiiiiiiiiiiii I-1—7
Compliance ReVIEWS ........ccuciiiiiiiiiiiiiiiiii s -1—7
Risk-Based INternal AUITS .....cuviievueiieeeiirie ettt et eetee e eereeeerreeeeaeeeeareeesaeeeeavesenseeeenreeenns I-1—7
EXCErNal AUITS ooooieveeiiieeeeeeeeeeeee et e e ettt e e et e e e et e e e e ate e e e eraaeeaan II-1—7
Third-Party Certificates, Audits, and RevIEWSs.....cc.coveriiviiieiiiiiiiiii e I1-1—38
Information Systems (IS) REVIEWS....c.coueiiruiriiiiriiiiiiicicnict et II-1—8
INEEWOIK AUAIES..vviiivviietieeetie e ettt et er e et e et e e eteseeteeeeteeeeareeenteeenseeeenresensseesreeenes II-1—8
Legal Opinions and ReVIEWsS .........cccciiiiiiiiiiiiiiiiiiiiiiciiccc e 1I-1—8
CHAPTER II-2
Internet Banking Risk Management
Common Problems with Offering Internet Services .........ccoeioiriiciiinciininiiiccececce II-2—1
Deficiencies in Strategic Panning .........c.cccoeoiveiiiniiiniiiiniiiiicincieesctsreeeeee e 11-2—1
Lack of Policies OF PrOCEAULES .....c.veiivuviiiiieiiiieiieeeetiee et e et e eetee et e seate e sateessaaesssaeessaseesnneesans II-2—2

Insufficient Audit Coverage of Online Banking Activities........ccooveciveviiinieinenniniinicieiene. 11-2—2



TABLE OF CONTENTS Xix

Lack of Evaluation of Written Contracts with Third-Party Providers.......c.ccoccvvevenencncncnnenne. 1I-2—2
Incomplete Adoption of Regulator’s Risk Recommendations ..........c.ccocceeiniiiiniicinnccnnnee 1I-2—2
Overreliance 0n Vendors ............ccoiiiiiiiiiiiiiiiiii s 11-2—3
Weak System Access CONTIOLS .......c.ccurueuiriiiiiiirieicireeeieieeeect et I1-2—3
Lack of Adequate SECULILY ......c.coveuirieiiiiiiiiciitciec ettt 11-2—3
Compliance Basics ........ccoouiiiiiiiiiiiiiiiiiiii e 11-2—3
Active Board and Senior Management OVersight .........ccccecevveiniininieiincineiecneeneieceens 11-2—3
RUSK ASSESSITIEIIES ...ttt ettt ettt ettt ettt ettt sb e b sbesn e I1-2—3
Written Policies and Procedures ... 11-2—4
Internal CONLIOLS .....c.oeiiiririiirteeee ettt 1I-2—4
Independent Testing of SYSTEMS ....c..cevuiiiiiriiiiiiiiiieiicte et 11-2—4
Compliance with All Regulations........c.ccceuciiiiiiiiiniiiiciecccee e 11-2—4
Contingency PLans ......coueuiviiiiiiiiiiciicc s 11-2—4
Web SIte SECUTILY ....uvviiiiiiiiiiiciic e -2—5
Review of Regulator Bulletins Addressing Information Systems and E-Banking Issues ............ I1-2—5
Key Questions Concerning Internet Service Operations..........ccccccveiiiiiniiiiiniiiiiiiins II-2—5
How Are Products Delivered Electronically?.........cccoeiiiiiiiiiiiiiiiiiiicccccee 1I-2—5
What Products Are Offered? ........ccooiiiiiiiniiinicieecc e 1-2—7
What Type of Disclosures Have Been Provided?..........ccooveiiiiininiiiiniiniiiiiciicicccceen 11-2—7
Will the Customers Be Able to Open Accounts or Obtain Loans Online?..........ccccccccvviecunnnne 11-2—8
Opening a Deposit ACCOUNT .......ciiiiiiiiiiiiiiiiiiii s I1-2—8
Obtaining a Loan ........cccoiiiiiiiiiiiiiiiiiiii I-2—9
What Is the Institution’s Privacy Policy? .......coeveriiriininiiiiiiieieece e 11-2—10
What Is the Process for Updating Rates and Termis? .........c.ccooveeiiiiiininicinniciineccnecens 11-2—11
What to Do with the Customer Information Collected..........ccoeiviiininniiniiiniiininiinenn 1I-2—11
Examination Categories by Level of Service Provided ..........ccccoouiiiiniiiiiiiiiiiiccecce 11-2—12
Level T SEIVICE c.viiiiiiiieiiiciiciee et 11-2—12
LoVl IT SEIVICE. . vtuiiiiiietieteeteet ettt 1I-2—14
Level TIT SEIVICE .ouveuiiiiiiiieiiiciiteietc ettt 11-2—16
What the Examiners Will REVIEW .....cc.ceruiiririiiriiiiinicic ettt 1-2—17
Strate@ic PIAN ....c.ooveiiiiiiiiciici e 11-2—17
Feasibility Studies........ccccooviiiiiiiiiiiiiiiiiii 11-2—17
System Designs and Their Relationship to the Institution’s Operating Systems.........c..cco..... 11-2—19
Issues to Consider in the Internet Banking Vendor’s Contract..........ccccvvveuceniniccninncnnne. 11-2—20
SECUITEY POLICY ..ttt 11-2—22
Emergency and Disaster Recovery Policies ...........ccociiiiiiiiiiiiiiiiiiiiiiicicccce, 11-2—22
Business Resumption Plans ..........cocoiveiiiiiiniiiiiiiiiicccctsceeeee e 11-2—23
Internet Banking System........c.ccoiiiiiiiiiiiiiiiiicc s 11-2—25
Network Servers That Serve Internet Banking Systems and Other Internet Services........ 11-2—26
WED SItE HOST. vttt e 11-2—26
Internet Service Provider (ISP).....oouiiiiiiiiei ettt e 1I-2—26
Telecommunications Provider .........ccoeviveriniinicncnieiccccceeeeeeeee e 11-2—27
Results of Disaster RecoOvVery Tests ......coueriririiriinieieieieieeteee e 11-2—27
Schedule of Internal Audit and Frequency.........cccoeciniiiiinicinniicceceeceeeee 11-2—27
User Guides and AGIEEIMENTS .....c.eueuirieuiiiiieiinteiiiteieieieestet ettt ere et saeneas 11-2—28

Internet Banking Procedures — COMSUMIET «eeeveeeeeeeeeeeeeeeeeeeeeeeeee e, 11-2—28



XX IT SECURITY MANAGEMENT MANUAL
ABC Finance Internet Banking Procedures — Business..........ccccveveveincinineinicincnne. 1I-2—30
Copies of Agreements and CONTIACTS. .......c.cuerueuiuirieieiirieieieiieieeeeee ettt I1-2—32
Outsourcing Details.......c.coueiriiiiiiiiiiniiiiiicecc e 11-2—32
Disclosures Given t0 CUSTOMELS.......iiiirueieeeiiteeeeeeieeeeeeiteeeeeiteeeeeeraaeeeeesseeeeeeseesesssseeeesssseneeens 1I-2—32
Online Applications and AdVertisements. ........c..eceeueirerieinieinierieietnee e 11-2—33
Customer and User AGreemEents .......c.ocucuiiuiiiiiiiiiiiiiiiiiieesieieeeiere sttt 11-2—33
PrIVACY POLICY ..ttt 11-2—33
Vendor AGIEEMENTS.........cuiiuiiiiiiiiiiiieii ittt 1I-2—33
Third-Party Certificates, Audits, and RevIEWSs.........coueviiriiriiiiiiiiiiicireeeeeee e 11-2—33
Operating Policies and Procedures ............ccccoiviiiiiiiiiiiiiiiiiiiiiciccceeecs 11-2—33
Compliance Program ..........cceueeiiirieiniiiiiiineteeteeeeset ettt 11-2—34
Legal Opinions and RevIews ..........cccoviiiiiiiiiiiiiiiiiicccc s 11-2—34
RISK ASSESSITIENIES . c.vveeeuveeeetreeeteeeeteeeeteeeeteeeeteeeeaeseeareeeteeeeseeeenseeeesseesnseseessessteeesnreeenseeesrseean 1I-2—34
Internal and EXternal AUdIts .....coooueiiiiiieieiiieiee ettt e e eaaee e 1I-2—34
Network Audit REPOIT ...ccucuiiiiiiiiiiiiiiiiicineeccee et 11-2—34
Information Systems (IS) REVIEWS....c.cvueuiruiriiiriiiniiieicieerc et 1I-2—34
Summary of Internet Banking Risks........cccocciniiiiiiniiiiniiiiiiiiiiciccccceeeen I1-2—35
Exhibit I1-2.1: Sample Technology Plan ..........ccoociiiiiiiiiiiiiiciccceecee 11-2—37
Exhibit I1-2.2: Network Audit Checklist.......cc.coivviiiiiiiiiiiiiie et 1I-2—42
Exhibit I1-2.3: Sample Privacy Policies .........oocivirieiiiiniiiiiiiiiccccccreccseecee 11-2—43
Exhibit II-2.4: Excerpts from Risk Management Section of ABC Finance’s Strategic Plan..... II-2—58
Exhibit II-2.5: ABC Finance — Internal Audit Schedule .........cccooviiiiiiiiiiiiiiiiieeeieeen 1I-2—65
Exhibit II-2.6: Enrollment FOrMi.......coiviiiiuiiiiiiiiiie ettt eves et eeaeeeenne e 11-2—66
Exhibit I1-2.7: Privacy of Consumer Financial Information ..........ccccocoeiniiiniiinncnnnne 11-2—67

CHAPTERI-3
Desktop, Server, and Network Security

Desktop and Workstation SecUrity ..........ccciviiuiiniiiciiiiiiiiccee e 1I-3—1
Update YOUT PC..eiiiiiiiiiiiiiieicic ettt 11-3—2
Turn on the Phishing Filter........coccoioiiiiiiiiiiicceece e 1I-3—2
Keep your Network Clean with Network Access Protection (NAP) .......ccceiveiiiniincinicnne. 1I-3—2
Check Your Update HiStOry .......c.ccoouiuiiniiiiiiiiiiiicciectccceee e 11-3—2
Use the NetWork Proflles .....oouiiiiiiiiiiiiiic ettt ettt e eeaee e eesaee e eveeeeaeeeeree e 1I-3—2
Use a 64-bit Operating SyStem.........cccouiiiiiiiiiiiiiiiiiiii e 11-3—2
Get to Know Windows FireWall ........cccoooviiiiiiiiiiiicicce ettt II-3—3
Password Management........cccouiiiiiiiiiiiiiiiiicce s 1I-3—3
Sl SEIVICE. cvveiiittie ettt ettt et e e ettt e e e et eae e e e et e e ete e eaeeearraean II-3—3
Single Sign On (SSO) SolUtions .........cccviuiiiiiiiiiiiiiiiiicce 1I-3—4
Encrypted Password Databases........c.cocccveiriiiniiiiiiniiiniiiiiiicecceceeee 11-3—4
Securing Customer Data on PCs......cocoiiiiiiiiiiiiiiiiiiiiiii 1I-3—4
Full Disk ENCIYPLON c..uvviiiiiiciiiteicittctec ettt 11-3—5
Restricting Local Software Installation ...........ccccoiviiiiiniiiiiniiiiiciccceeeceeceeee 1I-3—5
Employee MONItOring .......ccveiriiirieiiiiieiieieieeteree ettt 11-3—5
Employee Monitoring SOftWare .........c.ccvueueiririciiiieiicieeicteeeeceeeee e 1I-3—6

Application Firewalls........cccoiriiiiiniiiiiiiiiiiiiiiceec e I11-3—6



TABLE OF CONTENTS XXi

BTl oot et e e e et e te e e eaa e e ereeentreeereeenes 11-3—6
Email SECUITTY...cviuiiiiiiiiiiiiiiiic e 1-3—7
Protecting PCs While Users Are Away from Their Desks......ccccooveiviiiiniincnnininciee. 11-3—7
Secure Network AdMINISTIAtiON ......ccueiiiiiiiiiieiiiie e eeie e et e e et e sstaeesteessaeeesteesesaessnaeessstesssasesnses 11-3—7
Intrusion Detection Systems (IDS) .c..oouviiiiiiiiiiniiiiiiiiteece e 11-3—8
HoOSt-Based IS ......ooooeieeeeee ettt e et e et e e e e e e eaaae e e enes 1I-3—9
Network-Based IDS ......uviiiieieiie ettt ettt et eeaee e e e eeae e e eabeeesteeeenree s 11-3—9
Attack Signatures: Haven't I Seen You Somewhere Before? ..o, 1I-3—9
Intrusion Response Policy: Someone’s Knocking on the Door.......cooeiiiiiiniiniiiinnne 11-3—9

A Trap: Like Flies t0 HONEY ..cveuviiiiiiiniiiniiicinicc e 11-3—10
Before IDS: You Don’t Know What You Don’t Know ........coeveeevieieieeiiieeeieeecieeeveeeene 1I-3—10
Logical Access Controls..........c.ccuiiiiiiiiiiiiiiiiiiicici e II-3—10
TOKEIIS wevvieietee ettt ettt e e et e e et e et e e et e e et e e et e eteeeeteeetreeereeereeeenrs 1I-3—11
)BT Q1 e KRR II-3—11

3310 10110 o (o UPRRRPPI II-3—11
Encryption, Digital Signatures, and Certificate Authorities ..........cccoveeiineiiiniccininecee 1-3—11
ENCIyption ..o 11-3—12
System Architecture and Design .........cccevirueuiiiiiiiiiiniiciicccee s I1-3—13
ViEtUAlIZATION 1.ttt ettt te e et e e e e et e e teesaeeeaaeeabeenbeesseessseenseeseessnens 11-3—14
Benefits of Virtualization SOftWAare ..........ocvviiiiiiiiiiiiieeeeieeeeee ettt 1I-3—14
Concerns Before Implementation ..........cccoccveeiiiniiinieniiiniiinicieeecseecceeee II-3—15
Virtualization in Financial InStitutions. .....c..eeeeiiveiiieiieee e II-3—15
Challenges Put into PractiCe........coeiiuirieinieiniiniiinieinieieieieesct et I1-3—16
Storage SOIULIONS ......ooviuiiiiiiiiiiiici e 1I-3—17
EFT Switches and NetWork SEIVICES .....ccvvviiiriiiiiiieeriiiee ettt eree et eereeeenree s 1I-3—17
Document Imaging Systems..........cccccoviiiiiiiiiiiiiiiiiiiiic I1-3—18
Taking Advantage of Windows Security Features...........cccocevveinieiinininincnnciienccnceecne. 11-3—19
Microsoft’s Recent Security Enhancements ........ccooccooiiiiiiiiiiiccce 11-3—19
ACHVE DIFECTOTY ..ttt sttt et s e ae e I1-3—19
Authentication SECULILY ........ceviiueuiiiriiiiirieeireteeiee ettt 11-3—22

CHAPTER II-4
Physical Security

Definitions and EXamples..........cccouviiiiiiiiniiiicccceee e 11-4—1
Major Hazards .......c.ooveieiiiiiniiiiiiiiicic et 11-4—3
BT et e e e ettt e e e —— e e e e e ——e e e e et e e ea—ateeeateeeeennraeeaanes 1I-4—3
FLOOAINE vttt 11-4—3
Riot, Sabotage and Cyber-Terrorism .........ccccoiioiiiiiiiiiiiiniiiiiiiicicc e 11-4—4
Fraud 08 TREftu.ocuiiieiiceiecee et ettt ettt a e e eaee e 11-4—5
POWEL FAIIUIC ..ot e et e e et e e e e aae e e s eenaaeessenaneeeenes 1I-4—>5
Equipment Failure .......ccoocoiiiiiiiiiiiiiiccce e 11-4—5

Housekeeping Rules..........c.cioiiiiiiiiiiiiiiiccce e 11-4—5



XXii IT SECURITY MANAGEMENT MANUAL

CHAPTERII-5
Securing Mobile and Wireless Systems

Planning for Wireless Technologies..........cccociiiiiiniiiiiiiiiiiiiciiciccee e 1I-5—1
INEEWOIKS .ttt ettt ettt 1I-5—1
Wireless SeCULITy COMCEITIS «..vvruiuiriiriirtintirtententente ettt ettt ettt ettt ae b sbenae e 1-5—2
Threats and Vulnerabilities..........ccocoviiiiiiiiiiiiiicc e 11-5—2
Mobile vS. DESKLOP ...uviviiiiiiiiiiiiiciict e 11-5—3
Security Requirements and Threats ...........ccoooiiiiiiiiiiniiiicceceee e 1I-5—4
Loss of Confidentiality.........coerueririniinieieieeeee e 1I-5—4
Risk MITGATIOM ...ttt 1I-5—4
Management COUNTEIMEASULES........civiiiiiuiiiiiiiiiieitiiie it sae s I-5—5
Operational COUNTEIMEASULES.........cc.oueuiirieuiiirieieiieieieeeie ettt II-5—5
Technical COUNTEIMEASUIES........cveuirieuiiiiiiiiieiiieietee ettt 1I-5—6
AUhENTICATION ...t 1I-5—6
ENCIYPUON. c..iiiiiiiiiiiiic e I1-5—6
ANTVIIUS SOFIWATE ...t 1-5—7
PRI 1I-5—7
VPN and Firewalls.........ccoooiiiiiiiiiiiiiiccccce e 1-5—7
Enterprise SOIUtIONS . .....cueviiriiiiiiieiicieecc e 1-5—7
Wireless Security AUAItING........c.ciiiiiiiiiiiiiiiiccc e 11-5—8
Benefits of a Wireless Security AUt .....co.eovervirierieiiieiciciceee e 11-5—8
Threats Identified by a Wireless Security Audit.........occeoiviiiiiiiiiiiiiiiicceceeae 11-5—8
Wireless Security Audit Work Plan.........coccoiiiriiininiiice e 1-5—9
Local Area INEEWOTKS ..c..uiviiieiiieiiitcietet ettt ettt 11-5—9
SEOUTILY 1.ttt et s it bbb e st e aeebeesaneas I1-5—9
Ad Hoc Networks — BIUetooth ....c.couiiiiiiiiiiiiiiiicinccccece et 1I-5—10
SEOUIIEY 1.ttt st b et s bbb saneene e II-5—10
Security Requirements and Threats ..........cccccoeiiiiiiiniiiiiiccccccsec e II-5—11
Loss of Confidentiality.........coeririreriinieeeeeeeeeeeee s 1I-5—11
Risk MITIGATION ...t [-5—12
Management COUNTEIMEASUIES........ciuiiiuiiiiiiiiiiiitiiie st sr e II-5—12
Operational COUNTEIMEASULES.........c.couiueuiirieiiiiieieiee ettt II-5—12
Software COUNTEIMEASULES..........civiuiuiiiiiiiiiiieiiiieie e I1-5—12
Security Requirements and Threats ..........cccccoeiiiiiiiniiiiiiccccccsec e I1-5—13
Loss of Confidentiality.........coeriririirinieneieiceeeeee s 1I-5—13
L0858 Of INTEZIILY ...t s 1I-5—14
Loss of Network Availability ......cc.coeriririeniiiiiiiciccce e 1I-5—14
Other Security RisKs .......cooiiiiiiiiiiiiicicccc s 1I-5—15
RiSK MITIGATIOMN ..ttt sttt II-5—15
Management COUNTEIMEASULES..........coviiiiiiiiiiiiiiee et II-5—15
Operational COUNEIMEASULES........c.veuirieuirieiriiieienietetet ettt ne II-5—16
Technical COUNTEIMEASUIES .....veveuirieiitirieiirieieieteie ettt ettt sttt ee e eaes 1I-5—17
Point-to-Point Wireless ..........ccocciiiiiiiiiiiiiiiii s 1I-5—17
Security Issues Becoming Clearer Through Security Audits .........ccocovviiiniiiiniiiiicine 1I-5—18

Wireless Network Design Considerations..........ccceueveueieinieinienininieinieiicneeseseeseeveenenee I1-5—18



TABLE OF CONTENTS XXiii

Regulators Weigh in on Wireless ........cocoiiiriiiniiiiniiiiiniiiniciciccceeseeeee s 11-5—19
SUMMATY «viiiiiiii e 11-5—19
Exhibit II-5.1: Technology Planning SUrvey ..........ccccveviveriiinieincniiincnicieeeecseeeene 11-5—20
Exhibit I1-5.2: Wireless Security Audit Work Plan ........ccccooiiiiiiiiniiiiiicecce I1-5—26
CHAPTERII-6
Security of Customer Information

DIEMINITIONS 1ttt ettt bttt b et bttt b et bbbttt b et bt a et ee 11-6—1
Standards for Safeguarding Customer Information ...........ccceevivieiininiiiinciinineinenceceeeene 11-6—1
Information Security Programi........cocccoiviiiiiiiniiiiiniiiiececce e II-6—1
ODJECTIVES ..ttt ettt ettt ettt b et be e 11-6—1
Development and Implementation of Information Security Program ..........ccccoeeciniiiininccnnnne 1I-6—2
Involve the Board of DIrECtOrS ......ccueiiuiiiiiniciiiiiiiictictetceectc et 1I-6—2
ASSESS RISK 1.ttt 11-6—2
Manage and Control RisK.........ccoeoiiiiiiiiniiiiiiiiiicccccee e 11-6—2
Oversee Service Provider Arrangements.........ccooueveiiiiiiiiniiiiiiniiiciiece e 1I-6—3
Adjust the Program .......ccccoieiviiiiiiiiiicctee ettt 11-6—3
Report to the Board ..o 1I-6—3
Customer Response Program for Unauthorized Access to Customer Information..........ccccoceneeee. 11-6—4
Components of a Response Program..........c.ccociviiiiiiiniiiiininciicesccereeeeee e 1I-6—4
Sensitive Customer Information ...........cccoeiiiiiiiiiiiiiiiic s 1I-6—5

When Customer Notice Should Be Provided .......c.ccceoiviviiincininiinicncicicccee 1I-6—5
CUSTOMET INOTICE ..ttt e 1I-6—5
Delivery of Customer NOTCE .......eueiricuiiirieicirieieeeteeeieie et 1I-6—5

Exhibit II-6.1: Customer Response Program Checklist..........ccooeviriniiineiiiiniinciiiieiienn 11-6—6

CHAPTERII-7
Securing Remote Deposit Capture

What Is Remote Deposit Capture? ........coveuirieiiuiieinieiinieieienietetetetet ettt sae st ene s evesseneas 1I-7—1
CRECK 21ttt ettt ettt 1-7—2
SUbSTIULE ChECKS ....oviuiiiieiiiiieicc et 1I-7—2
Warranties and Indemnity .........cccoooiiiiiiiiiiiiiiii e 1I-7—3
Transportation of Checks........cc.eiiieiiiiiiniiiiiicccc e 11-7—3
Industry Standards..........ccoooviiiiiiiiiiii 1I-7—3

Notice ReQUITEMENTS ..c..ooviiiiiiiiiiiiiicicc e 11-7—4
Expedited Recrediting.........ccccuiiiiiiiiiiiiiiiiiiiiiiici e 1I-7—4

New Opportunities and Benefits Under Check 21 ......ccoveiiiiiiiininiiiniiiiiciciccccee 11-7—4
ACH RUIES ...ttt e 1-7—5
Changes in ACH RUIES .......cocuiiiiiriiiiiiiiicccceet et II-7—6
Corporate ACH Transactions..........ccccviiiiiiiiiiiiiiiiiiiiiiiicicccccece s II-7—7
POP — Point-of-Purchase ENtries ........ccuvivieiniiiiiiiiiiniiiniciicicencteeieeceeveeeseeaas 1-7—7

TEL — Telephone-Initiated Entry.........ccooooiiiiiiiiiiiiiiiiiicccee 11-7—8

WEB — Internet-Initiated ERtry......cocooeviiiriiniiniiniiiieciceec e 11-7—38

PPD — Prearranged Payment and Deposit Entry.........ccccocoiiiiiiiniiiinniiiics 11-7—8



XXiv IT SECURITY MANAGEMENT MANUAL

RCK — Re-Presented Check Entry ....cc.coevieiiiiiiiiiiiiiiic e 11-7—38

BOC — Back-Office CONVELSION ....vviieuiriiieiinieiinieiietcieicseeteicsteie ettt neenens 11-7—8

The Future of ACH ......co.iiiiiiiiiiiieiicecec ettt 11-7—9
Corporate Check Identification ...........ccccuvieuiiiriicininiciincec e 11-7—9
Back-Office CONVEISION ....c.eeviiiiiiiiiitiieiiriciete ettt 11-7—10
FeasiDILITY ... e 1I-7—10
System Design and Financial Institution Operating Systems ..........cccceveirenieineineneenienens 1I-7—12
OPPOITUNITIES ..viviiiiiiiiiiiiiiiii e II-7—12
RUSK FACTOLS ...ttt 1I-7—13
Vendor and System Risk ........ccocoiiiiiiiiiiiicce e 1I-7—14
Vendor Selection ... 1I-7—14

System Feature Function...........cccooiiiiiiiiiiiiiii 1I-7—14
REPOITINEG ..t [I-7—15
Research Capabilities ........coooueuiiiiiiiiniiiiiccccce s 1I-7—16

Vendor Compliance RisK......ccoocivieiniiiiiniiiiniiiiiiiicicccceceee e 1I-7—17
Vendor Management .........ocuciiiiiiiiiiiiiiiieeece e 1I-7—17
Compliance RisK.......ceoieiriiiiiiiiiiiiicce e 1I-7—17
Compliance with NACHA ......ccoooiiiiiiiiiiicceee s 1I-7—18
Compliance with Check 21 ......ccooiiiiiiiiiiiiicceeeee e 11-7—19
Compliance MONItoring ........cccciiuiiiiiiiiiiiiiieiee e 11-7—20

Ttem Processing Risk ......c.coueiiiiiiiiiiniiiiiiicccesece e 11-7—21
LEEI PLOOL ..ttt 11-7—23

Client Underwriting RisK.........ccooiiiiiiniiiiniiiiiiiiiciccccceeeseeeeee e 11-7—24
Nature of Industry and Type of Business..........cccceueuiiniiiinnciniciincceceeeccee 1I-7—25
Reputation of BUSINESS. .....cveuiriieiriiiiiiieiiricicieeetctecee et I1-7—26
Industry Stability .......cccoiiiiiiiiiiiiiiii 1I-7—26
Business Stability and Financial Strength .........cccooiiiiiiiiniiiniiiccccccen I1-7—26
Business Ownership, Management, and Staff...........c.ccccooiiiiiniiccee 11-7—28
Accounting ProcedUres ..........o.cuiiriiinieiiiiiiieteieieee ettt 11-7—28
Internal ProCedures ........ooioiririiriinienienietet ettt 1I-7—29
Deposit ANALYSIS .c..cveveuiiiiiiiiieiiicieecee e 11-7—29
Average Collected Balance ...........cccooiiiiiiiiiiii 1I-7—29
Remote Capture SOIULIONS ....cveuirieuiiiiiiiiieinicieeectet ettt 11-7—29
System SOIUTIONS .....cviiiiiiiiiiiiiic s 1I-7—30
Browser-Based SOtWare .........c.ccuiuiviiiniiiiiiiiiccceteceee e 11-7—30
Front and Back Check Image Capture .........cccceviiieiiniiiciiiniciiccerecereeeceeee e 1I-7—31
Hardware Speed OPLONS ....c.coveuiiiiiiiiniiiiiiieiteeetetetct ettt 11-7—31
Report Capabilities ........ccoouiiiiiiiiiiiiiiiiiiiici 1I-7—31
Electronic RECEIPLS....cveuiriiuiiiiiiiiicitiieiettc ettt 11-7—32
Check Frank/Endorsement ......c..oevueirieiiiniiinieiniciei ettt 11-7—33
Duplicate Item RecoOgnition ..........cocivieiiiriiinieiniiiiicietsicceeeeet et 11-7—33
Check Writer Data ReCOGNITION ........cuiuiiiuiiiiiiciiieicitieccieieeec e 11-7—33
Negative Database........covueiiiiiiiiiiiiiiiicccc s 11-7—34
Credit Card Processing..........ccccuiuiiiiiiiiiiiiiiiiiciciicieesie e 11-7—34
MICR REPAIT ...ttt 11-7—34

SYSTEM SECULILY ..ttt 1I-7—35



TABLE OF CONTENTS XXV

Scanning Methods ......ccueiviiiiiiiiiiiiiicec e I1-7—36
Feed-and-Key ........cccoiiiiiiiiiiiiiii e 1I-7—36

Batch ..o 11-7—37
CAR/ILAR ..ottt 11-7—37

Back Office Proof........cocciiiiiiiiiiiiiiiciicccetec ettt 11-7—38
Client Coupon RecoOgNItion..........ccuciiiiiiiiiiiiiiiiiiicieesiec e 11-7—38
ACH vs. Check 21 Processing.........ccueueveuirieirieieienieiinieieieeeieseeteset et esesese e sneseene 11-7—39
Business Resumption and Contingency Planning...........ccccccouviiiiiiiiiniiinniiniiiiccce, 1I-7—39
General Guidelines for Developing a Contingency Plan.........ccccoecivieinienininiiincnininicnen. 11-7—40
Remote Deposit Capture Contingency Planning Process ..........cccoovviiiiiiiiiniiiinnnnn 11-7—42

RUSK ANALYSIS ..ttt 11-7—44
Contingency Planning for VEndors ..........cccccoiiiiiiiniiiiiiicceceecceeeeee e 11-7—45
SYStEmM PrOvIAErS...c.eevieiiiiiiiiitistet s 11-7—46
Third-Party Ttem Processors ........ccoeciviiiininiiiiiiiciecescere e 11-7—47
Financial INStEution .........ccoiiiiiiiiiiiic 11-7—49
Remote Deposit Capture Business CHEnts ..........ccoocoiviiiiiiiiiiniiiiiiiiiciccccee 1I-7—50

Exhibit II-7.1: Remote Deposit Product Risk Register .......c..cccoueiveiiinciinienniniinicieene. 1I-7—52
Exhibit II-7.2: Sample Commercial Client Remote Deposit Risk Assessment .............c......... II-7—53
Exhibit II-7.3: Sample Commercial Client Risk Profile...........ccccccoviiiiiiii, 1-7—57
Exhibit II-7.4: Remote Deposit Underwriting Checklist.........cccoeieiviiiiiniiiiniiiniiciee I1-7—58

CHAPTERII-8
Public Website Security

Website Security in the Public Sphere — Weblinking Relationships.........ccccccccoeviiiiniiiinncnne 11-8—1
AUTROTILY ottt ettt b e bbbt bbbttt nee 11-8—1
Risks INVOIVE .....viuiiiiiiiiiiic e 11-8—2
Reputation RisK .....ccooiiiiiiiiiiiiiiiciiciccec e 11-8—2
Transaction RisK ......ccoouiiiiiiiii e 11-8—3
Compliance RisK.......ccoueiiiiiiiiiiiiicc s 11-8—3
Strategic RISK ...c..oveuiiiiiiiicc e 11-8—3
Addressing the Risks Involved ........cccoiiiiiiiiiiniiiiiiiccc e 11-8—4

Part Ill — Monitoring and Managing IT Security Risks

CHAPTER IlI-1
Information Security Metrics
OVEIVIEW ..ttt et b st sa e st b e s bbb s aeenesbe e 1-1—1
INErOUCHION ...t I-1—1
PUIPOSE ettt II-1—1
SECUITEY IMELIICS .ttt ettt st sttt san e e beesanesane s II-1—2
Components of Security MELIICS ......oueuiiriiuiiiriiieirieieeeieeceee et I-1—3

Roles and Responsibilities .......c..eieueciiiiiiiiniiiiiiiiicicieec e 1I-1—3



XXVi IT SECURITY MANAGEMENT MANUAL
Board of Directors/ TIUSIEES. .....c.vevirieuirieiiiiieitrtcteteee sttt 1I-1—3
Executive Management.........cocoiuiviiiiiiiiiiiiiiiiicc I-1—5
Chief Information Officer........ccociiiiiiiiiiiiiiiiiiiii s I-1—5
Information Security OfFICEr .......coiiiiiiiiiiiiiiiiiiiicec e I-1—6
Information SYStem OWIIET .....cc.eiiiriiriiriiiiietet ettt HI-1—6
Information System Security OfFICEr .......ociviiiiiiiiiiiiiiiiicccc e I-1—7
Other Related ROLES ......cueiviuiiiiiiiiiiiicic e I-1—7
Information Security Metrics Background ...........occccoviiiiiiiiiiiniiiicccceeceeeeas I-1—7
DEfINITION .oiiiiiiiiicicc nI-1—7
Benefits of Using IMELIICS ......cueiuiuiiieiiiricicineeere et 11-1—8
Increase ACCOUNTADILILY .....eovertirtirtiieiieieee e 1I-1—8
Improve Information Security Effectiveness .........c.ccoeeeiriiiinicinnicinniccrccceceens 1I-1—9
Demonstrate ComplIance .........cueueieuirieiriiriiinieiricieic ettt 1I-1—9
Provide Quantifiable Inputs for Resource Allocation Decisions..........cccceucuiivieucinncnnns HI-1—9
TyPes Of MEASUICITIENLS ......veviuruireiiitiietinteitetet ettt ettt ea ettt ebe et b e ebesnenea 1I-1—9
Implementation IMETIICS ....o.eeverrirririenteienteteteteet ettt [I-1—10
Effectiveness/ EffICIENCy MELIiCS ..c..cveverieieieieieieieieeteieeesesees et HI-1—11
ImMpact MEtriCs ....covuiiiiiiiiiiiiiiiiici II-1—11
Measurement Considerations ............ccciciiiiiiiiiiiiiiiie e I-1—12
Organizational Considerations ............cccoveiiiiiiiiiiiiiiiiiiicce I-1—12
Manageability ......ccooveiiiiiiiiiiiii s MI-1—12
Data Management CONCEINS .....ccoviiiiiiiiiiiiiiiiiiiiiieiee e II-1—12
Automation of Measurement Data Collection .......c.ccccooeveviiiveiinineiincniniieeneceeen 1I-1—13
Measurements in the Risk Management ............ccooeeiviniiiiniiiiniicinccecceeecees I1-1—13
Information Security Measurement Program SCOPe ........coveevueirinieinciininieinieicceceene 11-1—13
Individual Information SyStems ..........ccccueueueriririiiinirieiniiiciireees e 1I-1—14
System Development Life Cycle .......cooveiniiiiiiiiiniiiiiiiiiiiicnceeecececeae I-1—14
Bankwide Programs ..........cccccoiiiiiiiiiiiiiiiiiccccce e 1I-1—14
Enterprise Strategic Planning and Information Security .........ccccoeeiniviiiiniiincniinciniennn MI-1—15
Metrics Development Process ..........cccoiiiiiiiiiiiiiiiiiiiiiicciicce e I-1—15
Phase 1: Stakeholder Interest Identification ..........cccoceveivieiniiiininieiniiiicccceeee 1I-1—16
Phase 2: Goals and Objectives Definition .........cccoeciiiriiiiiiniieiniicieeeeereceeeeeeee nI-1—17
Phase 3: Information Security Policies, Guidelines, and Procedures Review .........ccccoueueee. n1-1—17
Phase 4: Information Security Program Implementation Review ..........cccccveiiiiiiccinincnnns I1-1—18
Phase 5: Metrics Development and Selection .........ccccoeiviiiiiiiiiiniiiniiniiccceceene 1I-1—18
Metrics Development Approach .........ccccociiiiiiiiiiniiiiiiiiice HI-1—19
Metrics Prioritization and Selection ...........ccccciiiiiiiiiiiiii 1I-1—19
Establishing Performance Targets .........ccoccoeoerueucirinicininiciinieciseeesceeee e 111-1—20
Metrics Development Template .......coccveuivieiniiiniiiiiiniiiiciecccceeeee e 11I-1—20
Feedback Within the Metrics Development Process .........cccoceiviricinncinnecnineccieeeens 111-1—20
Information Security Measurement Implementation ..........ccccoevevieincniiincininieiniecicnecnenns 1I-1—21
Phase 1: Prepare for Data Collection .........cccoociriiiiiiiiniiciniieiceicceecee e 1I-1—21
Phase 2: Collect Data and Analyze Results .......ccevieiiiiiiiiiiiiiiiiiiccceen I-1—22
Phase 3: Identify Corrective ACHONS ........cucuirirueuiririciiiieieieeieeeteeeee e MI-1—23
Phase 4: Develop Business Case and Phase 5: Obtain Resources .........cccevevveineiicniccnnenne II-1—24

Phase 6: Apply COrrective ACHONS ......c.evuiueuiririeiiieiciiieieieteeeieetet et MI-1—25



TABLE OF CONTENTS XXVi

Metrics for Board of Directors/ TrUSTEES .....c.covevveuirieuirieiiiiiiinieinicieieetrce et MI-1—25
Metrics for Management.......c.ccueucuiiriiuiiinieieiieeieieetesietee et I1-1—26
Technical IMELIICS ....eoveuiiiiiiiiieiiieictc ettt 1I-1—27
Exhibit ITI-1.1: Sample SDLC MeLICS.....ueirieuiiieiciieicieieieicteieieesee e 111-1—28
Exhibit I1I-1.2: Metrics Template and Instructions...........ceceeevveinieinenieinieineneecnieennennene I1I-1—30
Exhibit I11-1.3: Metrics for Board of Directors/ Trustees .....c.cevevveereirenieinieeneieeneeeneeneene 1I-1—32
Exhibit ITI-1.4: Metrics for Management.........cccoecveirueinieinienieinieineieesteeseeseveseeeeneene MI-1—35
Exhibit TI1-1.5: Technical METIics ....co.covruirieiriiiniiieiinieirieiet ettt 11-1—40
CHAPTER II-2
IT Security Awareness Program
Technology’s Value to the INSttUtioN. .......c.ooiiiiiiiiiiiiiiccee e 1-2—1
Real Threats in a Real World ......coccoiiiiiiiniiiiiiiiiccc e 1I-2—2
Security Risks Take Various FOIms: .......ccoouciiiiiiiiiiiiiiiiiccccc e 11-2—2
Common Security Lapses.......ccoiiiiiiiiiiiiiiiiiiiiiiiiiicc s 1-2—2
Mistakes Made Dy USELS.......c.coueuiuiriiiiiriiiiiiciicicccte ettt 11-2—2
Mistakes Made by Senior EXECUTIVES ....c..eveuieiiieiiieicieeeie e 11-2—3
Mistakes Made by I'T DepPartments ..........ccceveueuererueuirinieueinieieinieieesesieeseeeeseeeeseeeaenenes 1-2—3
Security Responsibilities ........ccoveiriiiiiiiiiinieiiiiiececee e 11-2—3
Management’s Responsibilities ...........ccccoiiiiiiiiiiiiiiii 1-2—3
User’s ResponsiDilities .......c.ecvvueiiirieiniiiiiiciciee e 11I-2—4
Security INTHATIVES ....coviiiiiiiiiiiiiii 1-2—5
Security GUIEIINES ..ocveiviiiiiiiiiiiiitie e 1-2—5
Information Security for EVeryone ...........ccoccviiiiiiiiiiiniiiccccccc e I-2—5
Information Security for Computer End Users........ccccovueiniiininiiiniiniiiicinciececene II-2—6
Information Security for Senior EXeCUtives........c.ccurueuiiririiiiiiniiiciniccicecce e [I-2—6
Information Security for I'T Departments .........ccceceeveerieiniiinenieiniciieeeneesceeceeeeee 11-2—7
Sample Security POLICIES ........coiuiuiiiiiiiiiiiiiiiiiic 11-2—38
Email USAZE ...vveveiiiiieiiiciitcicce ettt 111-2—38
INErNet USE ....oiiiiiiiiiiiiiiiiiii e [I1-2—9
Communications Devices ........cccoviiiiiiiiiiiiiiiiiiiii 11-2—10
ReMOtE ACCESS ...uviiiiiiiiiiiiiiiiiici s I1-2—10
WALEless DIEVICES. ....veuvviiiiiiiiieiieicirte ettt 111-2—10
Internet USErs’ COMOEIIS ....veviruiruertirtiriententertentent ettt ettt ettt eae et sesae bt sbesnesresnesaesnenens [I-2—11
CHAPTERIII-3
Mitigating Information Security Risk Through Insurance

Eight Cyber Risk Areas........c.ccoiiiiiiiiiiiiiiiiciicc et 1I-3—1
Internal Criminal ACES .....cc.eciviiiiiiiieiriiiie et I-3—1
Hacker ATTACKS .. .c.veuieieieietcet ettt 1I-3—2
VALUSES .t I-3—2
Crisis Management.........ooiiiiiiiiiiiiiiice e [1-3—2
Privacy VIOIAtiONS ..cc.eeueiuiriiitiitiitisiestestet ettt 1I-3—3

Media LIaDIlity . ..coveeveruirieiiee e I11-3—3



XXViii IT SECURITY MANAGEMENT MANUAL

CyDer EXTOITION ...ttt 1I-3—4
GLODAL RISKS. ..ttt ettt 1I-3—4
Risk EXAMPLES ....oviuiiiiiiiiiiciiici ettt 1I-3—4
Hacker ATTACKS .. .c.veueeiiieiitcet ettt 1I-3—4
Online Banking Risks .........ccoiiiiiniiiiniiiiiiiiciecceeec e I-3—5
Traditional Insurance Coverage ...........cocuiiiiiiiiiiiiiiiiiiiici e I-3—6
Commercial General Liability (CGL) ..ooviiiiiiiiiiiiiiiiiec e III-3—6
Professional Liability .......coveoirueriiinieiniiiiiie e [I-3—6
Business Personal Property (BPP) .....c.coeiiiiiiiiiiiniiiiiiiiiiciiceceeneeeeeeees 111-3—7
Electronic Data Processing (EDP) ........ccccocuiiiiiiiiiiiiiiiiiiiiicccccccc 11-3—7

New Insurance Policies for Computer SECUrity ........ccveuevieiriiiiieriiiiiiniciicicceee e 1I-3—7
Examples of Cyber Insurance Policies for Financial Institutions.........c.ccoeeeirieicinnccnnecniniennes I-3—9
Internet Banking Liability Policy ......ccooeoiiiniiiniiiiiiiiiiiiciecccccccceeeeee [I-3—9
Enhanced Financial Institution Bond.........cccccoiiiiiiiiiiiiiiccceccees 1I-3—9
Business Interruption Endorsement ........cccocoveivieiniiiiiiniiiiniiiiicnciececneeeeeee I11-3—10
Public Relations Expense Endorsement ..........ccccccoiiiiiiiiiiiiniiiiiiiiiiccccccc 1I-3—10
Cyber/Network Extortion Coverage Endorsement ..........coccevveininieincninineneiicnecneen I11-3—10

CHAPTER Ill-4
Computer Security Logs and Audit Trails

OVEIVIEW ..ttt bbbttt ettt b et bbbt a et bt ettt b et b neneas I-4—1
INErOAUCTION «.viiiiiiiiiiicc e I-4—1
DIEfINITIONS ...t I-4—1
LOES et I-4—1

AUIE TEALLS v [I-4—2
Background. ........cucuiiiiiiiiiiicic e 11-4—3
Policies and ProcedUres .........c.ccueevieuinieiiinieinicieieieicetee ettt 11-4—3
Prioritizing Log Management...........ccovueiiiiiiiiiiiiiiiiiiieicieie e I-4—4
Log Management InfrastruCture. ......c.ooueiiirieuiriiiiinieicnieieicieeeesect et [1I-4—4
Log Management Responsibilities...........ccooiiiiiiiiiiiniiiiiiiicce, [I-4—4
Standard Log Management ProCesses ........ccciveirienieiinieinieinieieinctner e [1I-4—4
The Basics of Computer Security Logs and Audit Trails.......c.ccoeoiiiniiiiniiiniiicces I-4—5
Types of Security Logs and Audit Trails.......cccoceoveiniiniiiiiniiiiiinicccecccecee I-4—5
SECUIILY SOTEWALE ...ttt I-4—5
OPErating SYSTEIMS ...c..euieuiieuirieiiiieietirtet ettt ettt ettt eae st ea et b sttt ebe bbb enes 1I-4—6
APPLICALIONS ...ttt ettt 1-4—7
Usefulness of Logs and Audit Trails .......ccoeoiiiniiiniiiiiiniiiiiiiiccccececen 1-4—7
Benefits of Log Management .........ccoueeiriiuiiiniiieiiieeiieeieieeeieese et 1-4—7
The Challenges in Log Management ........c.ccccoeerieieienieinieiniieinieiniceeseeeeneseve e I1I-4—8
Log Generation and StOrage ..........cccciviiiiiiiiiiiiiiiiiiiciic s 11-4—8

LOG PrOTECTION ...viuiiiiiiiiiiietiicititct ettt sttt 11-4—9

LOg ANALYSIS ... [1-4—10
Overcoming the Challenges .........coccoueiviiiiiiiiiiniiiic e 111-4—10
Log Management INfrastriCture .........c.oceoirieuiiniiicinieiciiccecce e I-4—11

ATCRITECTULE +vvveeeee ettt e et e e e e e e e et eeeeeeeeesaeaeeeeeeseaaesaeeeeeeessaasnaeeeeeeeanaas I-4—11



TABLE OF CONTENTS XXiX

FUNCHONS ... 1I-4—12
Syslog-Based Centralized Logging SOftware ..........cccccceiviiuiiniiciniicincccceecceeeceeae [I-4—14
SYSIOg FOIMIAT ..ottt 111-4—14

SYSIog SECULILY ...viiiiiiiiiiiic MI-4—15
Security Event Management SOftware .........coecevieiriiininieiniciiceiecieeeeseeeeee e 11-4—17
Additional Types of Log Management SOftware .........cccccevvueuirinieueiinieieninieeeseeceeeeeenee 111-4—18
Organization-Level Log Management Processes .........ccooevirerieinieinieniiinicinieieenieeseneesneneas 111-4—19
Define Roles and Responsibilities ...........cccciviiiiriiiiiiiniiiiiicicecieeceeereceeeeeee 11-4—19
Establish Logging POliCIes ......c..cooueiriiiiiirieiiciicieictcecec e 11-4—20
Ensure that Policies Are Feasible .......ccccoiiiiiiiiiiiiiiiiiiccccecceeeae I-4—21
Divide Responsibilities Between System Level and Organization Level .......cccoccooeiieinaene 111-4—23
Analyze Log Data ......cc.ccoiuiiiiiiiiiiiiiiiiiiic [I-4—25
Perform Testing and Validation .......c..ccccciviiiiiniiiiniiiiiiiicccccc e 11-4—27
System-Level Log Management Processes ..........cccoiiiiiiiiiiiiiiiiiiiiiiiiiiicciccceccseees 111-4—28
Configure Log SOUICES ....ooviuiiuiiiiiiiiiiiiiicirtet ettt I11-4—28
L0og GeNeration .........ccciviiiiiiiiiiiiiiiiiiiiciic e 111-4—29

Log Storage and Disposal .........ccoeoiiiiiiiniiiiiniiiiciicinccccee e 111-4—29

LLOg SECULILY .voviiiiiiiiiiiciii s 11-4—31
Support Logging OPErations ..........ccueirieirierieiinieiereierenietereeeressentsseeere et saeeesessesessenene 11-4—32
Analyze Log Data ......cccoocuiiiiiiiiiiiiiiiiiii 111-4—32
Respond to Identified EVENnts .....c.ccccoveiniiiiniiiiiiniiiiiiicicceceeeeee e 11-4—33
Manage Long-Term Log Data Storage ..........ccccooviiiiiiiiiiiiiiiiiiccccc 111-4—34
Exhibit I1I-4.1: Glossary of Security Log and Audit Trail Terms.........ccccooviiiiiiiiinninns I-4—35
Exhibit I1I-4.2: Security Log and Audit Trail Acronyms .........ccccocieiniciinincinnciiiecens 11-4—37

CHAPTERIII-5
Backup and Recovery Planning

Identifying Critical Data for Backup .......cccooiiiiiiiiiiiiicceceeeees [I-5—2
Selecting a Retention POLICY ....c..c.eeveiiiiiiiniiiiiiiiiicincec ettt II-5—2
Three Types of Backup: Full Backup, Differential Backup, and Incremental Backup .............. 1I-5—3
FUll BaCKUP ...ttt I-5—3
Differential and Incremental Backups .........ccoooiiiiiiiiiiiiiiicicccccce 1I-5—3
Routine vs. Non-Routine Backups .......ccccovueiriiiiiniiiniiiiiiiiciciccceeseeeeeeeeeae I-5—4
Tape Rotation/Replacement Strategy...........cccoeiiuiiiiiiiiiiiiiiiiiiiiiiciicicce e I-5—4
Keeping Backups SECUIE......c..cuiiiiiiiiiiiiiiiiiicccece ettt I-5—5
Mainframe Backups ..........ccoouiiiiiiiiiiiiiiiiccc s I-5—5
L0Cal BaCKUP. ...cuiiiiiiiiiciiiiiccc ettt I-5—5
Other Backups .....cueiiiiiiiciiciccc et [I-5—6
Safe DePosit BOX....cueuiviiiiiiiiiiiiiicitcte e II-5—6
Media Storage Service Providers...........cccooviiiiiiiiiiiiiiiiiiiiiic HI-5—6
Online Backup Services.......cuvuiiiuirieiniiiiiiiciicieee e e II-5—6
Site to Site Replication ........ccccciiiiiiiiiiiiiiiiiic e HI-5—6
Implementing Your Backup Plan.........ccccciviiiniiiiiiniiiiiiiiicccccceeeeeeeeeae II-5—6
Testing Your Backup and Recovery Strategy ...........ccccevueiiiiiiiiiiiiniiiiiiiciiciiciccceeecccee HI-5—7

Train Employees on Backup and Disaster RecOvery ........ccoeovveviiinieiiniiininieiiniciienccnceeeenes [I-5—9



XXX IT SECURITY MANAGEMENT MANUAL

BacKup LOgS...veuveuiieiiiiiieiiieeeteet ettt I1I-5—10
Exhibit ITI-5.1: Backup Lo .....c.coviiiiiiiiiiciiicciccicee e MI-5—11
CHAPTERIII-6
Creating a Disaster Recovery Plan
Writing Effective Disaster Recovery Procedures ...........cocoiviriiiiiniininiciiinicnecenecceeceee [1-6—2
Maintaining Work Force CONtNUILY .....c.coeciruinieiniiiiiiieinieiieieieet ettt I-6—2
Following 12 Ciritical Steps to Disaster RecOVery.........cccoviiiiiiiiiniiiiiiiiiiiiiciciiccciece [I-6—4
Managing Remote Data ......cccooiviiiiiiiiiiiiiiiiiiiiicc e HI-6—5
Disk-t0-Disk BaCkUp .....c.coveuiuiiiiiiiiiciiicicccc e I1-6—7
FFIEC Business Continuity ReqUirements ..........cceovevieiiiiiiiiiiiiiiiiiiiiicesceeesesesesesee e HI-6—7
Backup and Contingency Planning ...........cccociiiriiiiiniiiiiniiiiiiccicceeeeeeeee e 11-6—8
MICTOCOMPULELS ...ttt st sbesn e saesnesaenn 1I-6—8
Backup Procedures for Physical Disasters and Other Disruptions..........cccceeeverieeeniceninnccnns 111-6—10
Risk Assessment of Potential Hazards..........ccoveivieiniiiiiniiiiniiiiiicinccccecee I-6—11
Protection of Information SYStEMS .........cccirieuiiriiiciriiieiiiieieiceeece et 11-6—12
Computer NEWOIKS ...c..cuviiiiiiiiiiitiieiictnic ettt 11-6—13
Technology Risk and Contingency Planning............cccouveueoiriricinineiriniicincceeeccseecseeeenes 111-6—14
Technological EMeErgencies........ccoueiiiiiiniiiniiiiiinieinicieccceteceeet et 1I-6—14
Hardware Backup ......c.coouiiiiiiiiiiiiicc e I-6—15
Program and Software Backup ........ccceciviiiniiiiiniiiniiiicccc e 11-6—17
Data File Backup.......cccccoiiiiiiiiiiiiiiiiiiic e I-6—19
Telecommunications Backup..........ccoueoiiiiiiiniiiiiniiiiiicicccec e 11-6—19
Communications DISTUPTIONS ........cciiiiiiiiiiiiiiiiiii s I11-6—20
Communications Backup Systems and Planning........c..cccoccevevininiincnnininncicniecneen I-6—21
Information Systems Contingency Planning............cccoeciiiriiiiiniiiiniciicirceeeeeeeeeae I1-6—21
Contingency Planning Coordinator .........ccveoveirieiniiininieinieiecetneeeree e MI-6—22
Backup OPErations ........ccceueueirueueirieieinieicineieeie ettt 11-6—22
Data File BackUup ....c.coveiiiiiiiiiiiiiiiiiccccccccectee e 11-6—23
CHAPTER I1I-07
Continuity Planning and the Systems Development Life Cycle

Planning Phase......cc.eivieiriiiiiniiiiciie ettt I-7—2
The Conceptual Desig........c.cucuiiiiiiuiiiriiiiiiicireeereeeeeeee et [I-7—2
Performing a Detailed Analysis.........ccooveoiiiriiiniiiiiiiiiiciccce e I-7—3
Development PRase..........ccoiiiiiiiiiiiiiceece e 1I-7—10
Implementation Phase........co.cciiiiiiiiiiniiiiiicccccce et 1I-7—14
Operation/System Support Phase ..........cceoiiiiiiiiiiiiiiiicccceecece e I-7—16

DeCOMMUISSION PRASE....eeeeiiiiieeeeeee ettt e e e et eeeeeeee e eeeeeeessaaseaaaeeeeseessnaees 11-7—17



TABLE OF CONTENTS XXXi

CHAPTERIII-8
Monitoring IT Security
INErOUCHION. ... I-8—1
Monitoring and Managing I'T SeCUTIty.........ccccuruiuiiiriiiiiiiiiirccccee s [1-8—2
Prevention vs. RESPONSE .....ccuuiiiiiiiiiiiiiiiiiiiiictcccece e I11-8—2
Detecting ATLACKS........vcuiiiiiiiiiicice e I11-8—3
Responding to INCIAENTS «....cueiviiiiiiiiiiiiiiiiiciciecc e I11-8—3
Response Procedures for IDS Identified Attacks.........cccoooiiiiiiiiiniiiiiiiiiccicees 11-8—3
MONITOTING ...ttt [1-8—3
Incident Handling ... I11-8—4
Forensic Analysis and Data Retention ........ccoevveviiiieiiiiiiiiniiceeecnes e I11-8—4
Response and Reporting ..........ccccoiiiiiiiiiiiiiiiiiiccccceeeee e I-8—5
Monitoring and Managing System Backup and Disaster Recovery ........cccccooevinicininniniccincnnne. 11-8—7
BacKUp OGS ...t I11-8—8
Exhibit ITI-8.1: Sample Contact List for Hardware Vendors...........cccociviiiiiiiiiiiiiiinnnn. I11-8—9
CHAPTERIII-9
Security Policies

POLICY COMEEIES 1.ttt ettt ettt ettt ettt b e eb e bbbt besbesb bbbt naen I-9—1
Exhibit I1I-9.1: Intranet/Internet Acceptable Use Sample Policy .......ccocoeuiviiiiiiiniiiinicins 1-9—4
Exhibit I11-9.2: Sample Personal Computer/Network Systems Policy.......c.cceceverenencncnennns 1-9—7
Exhibit I1I-9.3: Sample Information Systems Security Policy ........ccccoovciiiniiiniiiiinicins 11-9—22
Exhibit I11-9.4: Sample Internet Banking Policy.........ccccceeviiiiiiiniiiniiiiiiiicicicceen [I-9—52
Appendix I11-9.1: ABC Finance Business Internet Banking Application...........ccccccevecuennnnne. 1I-9—61
Appendix I11-9.2: ABC Finance ACH AGreement.......coueevueirieieuinieinieieenieinieieeieesneneas I-9—064
Appendix I11-9.3: ACH AGreement........ccuevuiuiiiiiiiiiiiiiiiiiiiciicieciceeiee i 11-9—73
Appendix I11-9.4: ACH Agreement Operational/Security Procedures...........cceeeivinininncnns HI-9—75
Appendix II1-9.5: Resolution Authorizing ACH Agreement...........ccoceeevueueinieiccnieccnnnen. 11-9—77
Appendix I11-9.6: Cash Management Services AGIeement........cueuevveueruererenierinieierennerenneneas 11-9—78
Appendix I11-9.7: Risk Assessment MatriX c....co.eeeveieuerieinieinienieineetniceereseeeeseeesseseeseseenens I1-9—91

Exhibit I11-9.5: Sample Information Security, PC/Network, and Intranet/Internet/
Extranet Policies I11I-9—92

Exhibit I11-9.6: Emergency and Disaster Recovery Policy........ccccccvevivcininiiiniiciniiincnnne. MI-9—116
Exhibit I1I-9.7: Change Management and Control Policy..........cccovciiiiiiiiniciinninee 11-9—123
Appendix I11-9.8: Change Authorization FOrm .........cccccceueviiiiiininiiiineiiiiinicieciecnee 1-9—127
CHAPTER11I-10
Required Disclosures
E-Sign Act ComPLANCE ....c.ceviiiiiiiiiitiiciiieicc ettt 1I-10—1
Consent to Receive Electronic DisSclosures...........coeouervirierieiieiiiiiiiiiiiceneeeseseseseeesesesnene 11-10—1
Contents of Consent DISClOSUIE........ccueuiriiiiiiiiiniiiiiiec e 1I-10—1

Additional Requirements for Disclosures Provided Under
Regulations B, E, Z, and DD.......c.ccoiiiiiniiiiiiiiiiiiiiiicceccceeetceeeeenean I11-10—2



XXXii IT SECURITY MANAGEMENT MANUAL

Additional Requirements for Electronic Disclosures Under

Regulations B, E, Z, and DD ......c.cccccoiiiiiiiiiiiiiiiiiccci e 11-10—2
Regulation B Application DiSCcloSULes.........coevveuiriiiiiiiiiiniiiniiiiicnceeeeeeeecee 11-10—3
Regulation Z DiIscloSures ............ccoioiiiiiiiiiiiiiiiiiiiiiiccce e 1I-10—3

Open-End Credit ..ot 1I-10—3
Closed-End Credit.......cccoiiiiiiiiiiiiiiiiiciiciciicc e III-10—4
Regulation DD DISCIOSULES......coveuiriiiiiiiiiiiciciictcceec et e 11I-10—4
Change in Hardware/Software Requirements ..........cccoueuciririiiiiinieciniicieceeesceeseceeeeeeeas MI-10—5
Exceptions to Preemption.........ccovuiiiiiiiiiiiiiiiiiiiiiiiccs s 1-10—5
CHAPTER IlI-11
Complying with Customer Identification Requirements

INErOUCHION. ... I-11—1
Anti-Money Laundering Record Considered in Applications ............ccccccviiiiiiniiiiniincnicnnns I-11—1

BSA Compliance Programs ........cceeeueirieiiiniiiniciieieinieiecteeseeseet ettt MI-11—1
Internal COnLIOLS .......ooiiiririrererteee ettt I-11—2
Independent Testing of ComplIance.........cccveveirieiririiinieinicieee e MI-11—3
Compliance OfFICEr.......c.cviiiuiiiiiiiiicic et HI-11—5
TIAINING ¢t e HI-11—5

Consolidated BSA/AML Compliance Programs ...........ccccccvvuiviiiiiiiniiiiiniiiieiieieccscecenas I-11—6
OVEIVIEW ..ttt HI-11—6
Holding Company or Lead Financial Institution ............cccooviiiiiiiiiniiiiiiiiiice, nI-11—7

Common Problems in BSA Programs..........cccccvueiiiniiinieiininiiicincieectniereeseeeeeneesneeas MI-11—8

BSA/Anti-Money Laundering Enforcement by the Regulatory Agencies ..........cccoeevvueueciruncncnnne I-11—8
The Legal Background..........cc.ccovieiiiiiiiiniiiiiiiiiiicicccectc et MI-11—9
Methods the Agencies Use to Communicate Their Concerns About an Institution’s
BSA Compliance Program ........c.ccveieiniiiniiniiiniiinicieceteeeeet et MI-11—9
Enforcement Actions for BSA Compliance Program Failures ........ccccoccciviiinniiinicnnns I1-11—10

Failure to Establish and Maintain a Reasonably Designed

BSA Compliance Program ...........cccccoiiiiiiiiiiiiiiiiiiiciiceeecas 1I-11—10

Failure to Correct a Previously Reported Problem with the

BSA Compliance Program ...........cccccoiiiiiiiiiiiiiiiiiiiciiceeecas I-11—11

Other Enforcement Actions for BSA Compliance Program Deficiencies....................... I-11—12
Enforcement for Violations of the BSA Reporting and Recordkeeping Requirements ........ II-11—12

Suspicious Activity Reporting Requirements..........cccccoooiiviiiiiiiiiiiiiiiiiiiiiis I-11—12

Anti-Money Laundering Program Requirements...........ccccovvuiiiiiiiiiniiiiiiniiniiiccccccce, MI-11—13

Customer Identification Program Rule and Address Confidentiality Programs ...........cccccueee. I-11—14

Customer Identification Program Requirements...........ccouvueueinirueininieininieiiniceeseeeseeieeneas I-11—14
Institutions Subject to the CIP Rule......cc.ccoviiiiiiiiiniiiiiiiiiiiiciccceccccce MI-11—15
Holding Companies and Subsidiaries............cccocooiiiiiiiiiiniiiiiiiiiciicccce, I-11—16
Bank SubSIIaries ........coueivueiiiriiiiciiiicncee s MI-11—16
CIP ReqQUITEMIENES. ....eoviviiiiiiiiiiiictcctctt e I-11—17
Accounts Subject to CIP ReqUITEMENTS. .......ccveuirieuiriiieiiieiirieinieeeesieteieeec e 1-11—18

EXEMPUIONS. ...oiiiiiiiiiiiiiiiicii e II-11—18

Data Processing, Data Warehousing, and Data Transmission ..........ccceeceveeineneincinenne. MI-11—19



TABLE OF CONTENTS XXXiii

Customers Subject to CIP ReqQUITEMENTS ......c.evviieiinieiiriiieiiieiieicieet et I-11—19
Additional or Substitute Accountholders...........c..cooveeviiiirieiiiciieie e I1-11—20
Accounts with POWer-0f-AttOrney .......c.eoverieriiriiieieieieeeee e I-11—20
SIGNATOTIES 1.vviviiiiiiiiiici s II-11—20
Accounts Held by MINOTLS ...c..oouerueriiriiniiieieieieieeeete et I-11—21
Trust Accounts and ESCrow ACCOUNTS......uiiivuiiiiiieeiiieectieeeitee ettt et et eeereeeaee e II-11—21
Pension Plan AdminiStrators .....c..eceeceeeiieeiieiteeeeeeeeeteesteeeteeeeeesaeesteesraesaaeeseesseessneans 1-11—22
Agent Banks for Credit Card ISSUELS .......oucuioiriiiiiriiiiiiicccccc e II-11—22
Administrators of Non-ERISA ACCOUNTS.......c.ecivieiuiiiiiieiieieeeiieeie et 1-11—22
Banks Acting as Transfer AGent.........cceoivirueiniriiiiiniicineeeeeeeee e I1-11—23
EXEMPUIONS. ..coviiiiiiiiiiiiiiiiic 1-11—23

Required Contents for Customer Identification Program ...........cccceeiviniiineiciinncnnnnee MI-11—24
Reliance on Third Parties .......ccoocveciererienienieieseeieseee ettt senens II-11—25

Identity Information Collection and Verification ............cccocevvueieininicininciciniecrecceen MI-11—26
Required Customer Information To Be Collected ........cccccvviiiinieiininiiiniiiiiccnins MI-11—26
CUStOmMEr VErifICAtION ...viiviiiuieeiietieeteeeee et et eeteeeeeeeteeeteeeteeetteeaeeeaeeeaeeeaveeseeeseeeseeens I1-11—28
Additional Procedures for Certain Signatories. ........couecveevveirieinerininieineieeneeereeene MI-11—30
Lack of VerifiCation . .....c..couiiiieciiceie ettt ettt eae ettt e e eaaeeeveeeaeeeaaeens II-11—31
ReCOIrdKEEPING ..ottt MI-11—31
Sales of Loans While Retaining the Servicing Rights..........cccooiiiiiiiii II-11—32

Comparison with Government LiSts ........ccoccciiiriiiniiiiniiniiiniiiciectnceeeeseeeenes MI-11—33

(@703 00 1= g A\ o] s (T RSP USU U PR I-11—33

Additional EXEMPUONS ...ccueuiiuiiiiiiiiiiiiiniciitet ettt ettt MI-11—34

BSA Risk ASSESSINENT. ......vieivieiuiieieeetieetieetteeeteeeteeeteeeteeeteeeteeeteeeaseeeseeeseeesaeesseeseeesseesseenseeseenns II1-11—34

Products and SEIVICES.....ccueeiuiiiiieiecitieci e ettt ettt ettt ste e s aeeeareereesaeeeaneeanean MI-11—35

Customers and ENtIties ....c.uiieiuiiiiiiiciie ettt e et eeaee e eve e erae e II-11—35
Using NAICS Codes....c.oouiriiuiriiiiiiieiniciiietseteeteeetet ettt MI-11—36

Geographic LoCations .........cccciviiiiiiiiiiiiiiiiiiiccec s I-11—37

Customer Due Diligence (CDD) ....coouiviiiniiiiiiniiiniiiiiicieieceescteee et I11-11—38

Customer Due Diligence Guidance...........cocoviiiiiiiiiiiiiiiiiiiiiiciccce, I-11—39

CUSTOMET RISK 1.vtiutieiieiieieie ettt et et be e e beesaeseeneens II-11—39

Enhanced Due Diligence for High-Risk Customers ...........ccccovviiinniiinniiiniiiiccens I11-11—40

Obtaining and Retaining Beneficial Ownership Information .........cccccecivevininicincincnnne. II-11—41

EXRIDIES oeitiiiie ettt ettt et ettt e te e re e tte et eeaeeaeennas II-11—41

Exhibit I1I-11.1: Sample Customer Identification Program..........ccccovvecininininevincnincnnne. MI-11—42

Exhibit I1I-11.2: Sample Bank Secrecy Act Policy .......ccocovvueuiininiciiniiiciiiccncccecens II-11—45

Exhibit I1I-11.3: Risk-Based Analysis for CIP Programs..........cccccceueivieinenieinieineniecnne. [I-11—50

Exhibit I1I-11.4: CIP Sample Audit Worksheet..........cccocovriiiiiniiiiniiiiiiiccincceee MI-11—56

Exhibit I1I-11.5: FBI Testimony on Matricula Consular Cards .......ccccoceverenencncncncncnne. II-11—59

Exhibit I1I-11.6: OCC BSA/AML Quantity of Risk Summary Form (RSF)...............c...... MI-11—62

Exhibit III-11.7: NAICS Code CRart ......cceeiuiiiiieiieieeceeeeeee e II1-11—66

Exhibit I1I-11.8: Top 10 Questions and Answers for BSA/AML...........cccoiiiniiinncnnnns I-11—67

Exhibit I1I-11.9: Customer Risk vs. Due Diligence and Suspicious Activity Monitoring.... III-11—70



	Part I — Assessing IT Security Risks
	Chapter I-1
	Assessing IT Security Risks — A Regulatory Perspective
	What Do the Regulators Say About Risk?
	Regulating Agencies
	Federal Financial Institutions Examination Council (FFIEC) 
	Federal Deposit Insurance Corporation (FDIC) 
	National Credit Union Administration (NCUA) 
	National Automated Clearing House Association (NACHA)
	Federal Reserve System 
	Office of the Comptroller of the Currency
	Consumer Financial Protection Agency (CFPB)
	Financial Services Oversight Council  
	Office of Thrift Supervision (OTS) 

	Important Acts and Regulations
	Dodd-Frank Act
	Bank Secrecy Act
	PATRIOT Act 
	The Financial Services Modernization Act of 1999

	Regulatory Requirements
	Level I Service
	Level II Service
	Level III Service
	Documentation Required by Examiners
	Strategic Plan 
	Feasibility Studies


	Regulatory Risk assessments
	FDIC Issuances
	OCC Issuances
	OTS Issuances (OTS authority Transferred to OCC, July 21, 2011)
	NCUA Issuances

	Chapter I-2
	Conducting an IT Security Risk Assessment
	Risk Assessment Defined
	Risk Assessment Methods
	Major Points for IT Risk Assessments
	Maintaining a Uniform Rating System for Information Technology
	Emergency and Disaster Recovery Policies
	Business Resumption Plans
	Internet Banking System


	Performing the securty Risk Assessment
	Identification
	Quantification or Measurement
	Prioritization
	Risk Categories

	Performing the IT Risk Assessment
	Identification
	Quantification or Measurement
	Prioritization
	Exhibit I-2.1: Information Security Risk Assessment Worksheet
	Exhibit I-2.2: Information Technology Risk Assessment Worksheet


	Chapter I-3
	Internet Banking Risk Assessment
	Introduction
	Authentication
	Multi-Factor 
	Out-of-Band Authentication
	Dual Customer Authorization
	Mutual Authentication
	IP Based GeoLocation
	Device Identification
	Challenge Questions

	Money Mules and Identify Theft
	Client Device Health Requirements
	Phishing Attacks
	SQL Injection Attacks
	Infrastructure
	Mobile Banking Security
	Anomalous/Fraud Detection
	Customer Employee Fraud
	Password Management Tools
	Cash Management
	Denial of Service
	Customer Education
	Web Page Redirection
	Detection
	Prevention


	Chapter I-4
	Assessing Cloud Security
	Introduction
	Assessment Concerns in Multi-Tenant Environments
	The Nature of the Beast
	The Challenges Are Surmountable
	Cloud Classification for Assessment
	Software-as-a-Service (SaaS)
	Platform-as-a-Service (PaaS) and Infrastructure as a Service (IaaS):

	Assessment Methodology
	Supervision of Technology Service Providers

	Accountability: The Management of Technology
	Certifications
	ISO 27001
	SAS 70 Type II 
	PCI DSS Level 1 and Level 2

	Contracts and Agreements
	Service Level Agreements
	Internal Controls, Insurance, and Disaster Recovery
	Vendor’s Liability for Delays or Errors
	Audits
	Data Ownership and Access
	Assignment
	Evergreen Clauses
	Non-Disclosure Agreements
	Compliance
	GLBA
	HIPAA
	FISMA

	Transparency, Communications, and Disclosure Notifications
	Change Management
	e-Discovery and Law Enforcement
	Terms of Use

	Integrity of Data
	Backup and Recovery Capability
	Distributed Storage Systems
	Retention Periods
	 Testing and Validation
	 Time to Recovery
	 Disk Only Systems
	 Local Storage or Other Data

	ACID/Durability 
	Durability

	Administrative Access to Data
	Logging 
	Portability 

	Confidentiality of Data
	Identity and Access Management
	Single Sign On (SSO) Services
	Multi-Factor Authentication
	Out-of-Band Authentication
	Dual Customer Authorization
	Mutual Authentication
	IP Based GeoLocation
	Client Device Health Requirements
	Device Identification
	Challenge Questions

	Encryption
	Isolation
	Hypervisor
	Storage

	Data Deletion
	Network Firewalls
	Packet Filtering

	Penetration Testing
	VLANs
	Co-Residence Checks
	Side-Channel Attacks
	Isolation Concerns with IaaS
	Isolation Concerns with PaaS
	Isolation Concerns with SaaS
	Physical Security

	Availability of Services
	Increased Rewards for Attackers
	DDoS
	Transparency as a Pejorative
	Homogeneous Environments
	Third Party Control
	Scalability

	Financial Stability
	Privacy Concerns 
	Profitability
	Resources
	Guidance
	Insurance
	Credit References
	Exhibit I-4.1: Determining Cloud Services Minimum Security Requirements
	Exhibit I-4.2: Supplement to Authentication in an Internet Banking Environment


	Chapter I-5
	Snapshot Assessment
	Introduction to Snapshot Self-Assessment 
	Management Reporting on Security Risk
	Physical Security and Controls
	Desktop Security and Controls
	Network Administration
	General
	User Management
	Network Security
	Remote Access
	Internet Access
	Wireless Security

	Email Security and Controls
	Internet Banking Security and Controls
	Business Resumption Planning
	Electronic Funds Transfer (EFT) Activity
	Wire Transfer Operations
	Automated Teller Machine (ATM) Processing

	Self-Audit Network Security Review Work Programs
	Network Administration


	Chapter I-6
	Assessing Privacy Policies
	Coverage
	Timing of Initial Disclosure
	Timing of Annual Disclosure
	Contents of Standard Disclosure
	A Note Regarding “Opt-Outs”

	Contents of Simplified Disclosure
	Short-Form Disclosure for Consumers That Are Not Customers
	“Clear and Conspicuous”
	Changing the Terms of the Privacy Policy
	Form and Content of Opt-Out Notice to Consumers 
	Compliance with “Opt-Out” Election
	Continuing Right to Opt Out 
	Duration of Consumer’s Opt-Out Election

	Disclosure of Information to Nonaffiliated Third Parties

	Exceptions to “Opt Out”
	Exception for Service Providers and Joint Marketing
	Exceptions for Processing and Servicing Transactions 
	“Other” Exceptions to Notice and Opt-Out Requirements 
	Exhibit I-6.1: Privacy Rule Checklist
	Exhibit I-6.2: Privacy Model Form with Opt-Out
	Exhibit I-6.3: Privacy Model Form with No Opt-Out



	Part II — Implementing Security Risk Solutions
	Chapter II-1
	Technology Risk Management in Financial Institutions: Getting Started
	Overview of Technology Risk Management
	Build a Security Team
	Information Technology Steering Committee
	IT Leadership
	Network Administration
	Support and Maintenance
	Internal Training
	Audit Department
	Customer Education

	Perform a Technology Risk Assessment 
	Identify Risks
	Audit Systems
	Gap Analysis
	Report
	Repeat

	Mitigate Security Risks
	Policies and Procedures
	Technical Controls
	End User Training
	Customer Education Programs

	Conduct Ongoing Monitoring and Examinations
	Management Reviews
	Compliance Reviews
	Risk-Based Internal Audits
	External Audits
	Third-Party Certificates, Audits, and Reviews
	Information Systems (IS) Reviews
	Network Audits
	Legal Opinions and Reviews


	Chapter II-2
	Internet Banking Risk Management
	Common Problems with Offering Internet Services
	Deficiencies in Strategic Planning
	Lack of Policies or Procedures
	Insufficient Audit Coverage of Online Banking Activities
	Lack of Evaluation of Written Contracts with Third-Party Providers
	Incomplete Adoption of Regulator’s Risk Recommendations
	Overreliance on Vendors
	Weak System Access Controls
	Lack of Adequate Security

	Compliance Basics 
	Active Board and Senior Management Oversight
	Risk Assessments
	Written Policies and Procedures
	Internal Controls
	Independent Testing of Systems
	Compliance with All Regulations
	Contingency Plans
	Web Site Security
	Review of Regulator Bulletins Addressing Information Systems and E-Banking Issues

	Key Questions Concerning Internet Service Operations
	How Are Products Delivered Electronically?
	What Products Are Offered?
	What Type of Disclosures Have Been Provided?
	Will the Customers Be Able to Open Accounts or Obtain Loans Online?
	Opening a Deposit Account
	Obtaining a Loan

	What Is the Institution’s Privacy Policy?
	What Is the Process for Updating Rates and Terms?
	What to Do with the Customer Information Collected

	Examination Categories by Level of Service Provided
	Level I Service
	Level II Service
	Level III Service

	What the Examiners Will Review
	Strategic Plan
	Feasibility Studies
	System Designs and Their Relationship to the Institution’s Operating Systems
	Issues to Consider in the Internet Banking Vendor’s Contract

	Security Policy
	Emergency and Disaster Recovery Policies
	Business Resumption Plans
	Internet Banking System
	Network Servers That Serve Internet Banking Systems and Other Internet Services
	Web Site Host
	Internet Service Provider (ISP)
	Telecommunications Provider 

	Results of Disaster Recovery Tests
	Schedule of Internal Audit and Frequency
	User Guides and Agreements
	Internet Banking Procedures — Consumer
	ABC Finance Internet Banking Procedures — Business

	Copies of Agreements and Contracts
	Outsourcing Details
	Disclosures Given to Customers
	Online Applications and Advertisements
	Customer and User Agreements
	Privacy Policy
	Vendor Agreements
	Third-Party Certificates, Audits, and Reviews
	Operating Policies and Procedures
	Compliance Program
	Legal Opinions and Reviews
	Risk Assessments
	Internal and External Audits
	Network Audit Report
	Information Systems (IS) Reviews

	Summary of Internet Banking Risks
	Exhibit II-2.1: Sample Technology Plan
	Exhibit II-2.2: Network Audit Checklist
	Exhibit II-2.3: Sample Privacy Policies
	Exhibit II-2.4: Excerpts from Risk Management Section of ABC Finance’s Strategic Plan
	Exhibit II-2.5: ABC Finance — Internal Audit Schedule
	Exhibit II-2.6: Enrollment Form
	Exhibit II-2.7: Privacy of Consumer Financial Information


	Chapter II-3
	Desktop, Server, and Network Security
	Desktop and Workstation Security
	Update Your PC
	Turn on the Phishing Filter

	Keep your Network Clean with Network Access Protection (NAP)
	Check Your Update History
	Use the Network Profiles 
	Use a 64-bit Operating System
	Get to Know Windows Firewall
	Password Management
	Self Service
	Single Sign On (SSO) Solutions
	Encrypted Password Databases

	Securing Customer Data on PCs
	Full Disk Encryption

	Restricting Local Software Installation
	Employee Monitoring
	Employee Monitoring Software
	Application Firewalls

	Email
	Email Security
	Protecting PCs While Users Are Away from Their Desks

	Secure Network Administration
	Intrusion Detection Systems (IDS)
	Host-Based IDS
	Network-Based IDS
	Attack Signatures: Haven’t I Seen You Somewhere Before?
	Intrusion Response Policy: Someone’s Knocking on the Door
	A Trap: Like Flies to Honey
	Before IDS: You Don’t Know What You Don’t Know

	Logical Access Controls
	Tokens 
	Smart Cards 
	Biometrics 

	Encryption, Digital Signatures, and Certificate Authorities 
	Encryption 
	System Architecture and Design 

	Virtualization
	Benefits of Virtualization Software
	Concerns Before Implementation
	Virtualization in Financial Institutions
	Challenges Put into Practice
	Storage Solutions

	EFT Switches and Network Services
	Document Imaging Systems
	Taking Advantage of Windows Security Features
	Microsoft’s Recent Security Enhancements
	Active Directory
	Authentication Security



	Chapter II-4
	Physical Security
	Definitions and Examples
	Major Hazards
	Fire
	Flooding 
	Riot, Sabotage and Cyber-Terrorism 
	Fraud or Theft
	Power Failure
	Equipment Failure
	Housekeeping Rules


	Chapter II-5
	Securing Mobile and Wireless Systems
	Planning for Wireless Technologies
	Networks
	Wireless Security Concerns
	Threats and Vulnerabilities

	Mobile vs. Desktop
	Security Requirements and Threats
	Loss of Confidentiality

	Risk Mitigation
	Management Countermeasures
	Operational Countermeasures

	Technical Countermeasures
	Authentication
	Encryption
	Antivirus Software
	PKI
	VPN and Firewalls
	Enterprise Solutions


	Wireless Security Auditing
	Benefits of a Wireless Security Audit
	Threats Identified by a Wireless Security Audit
	Wireless Security Audit Work Plan

	Local Area Networks
	Security

	Ad Hoc Networks — Bluetooth
	Security
	Security Requirements and Threats
	Loss of Confidentiality

	Risk Mitigation
	Management Countermeasures
	Operational Countermeasures
	Software Countermeasures

	Security Requirements and Threats
	Loss of Confidentiality
	Loss of Integrity
	Loss of Network Availability
	Other Security Risks

	Risk Mitigation
	Management Countermeasures
	Operational Countermeasures
	Technical Countermeasures

	Point-to-Point Wireless
	Security Issues Becoming Clearer Through Security Audits
	Wireless Network Design Considerations
	Regulators Weigh in on Wireless
	Summary
	Exhibit II-5.1: Technology Planning Survey
	Exhibit II-5.2: Wireless Security Audit Work Plan


	Chapter II-6
	Security of Customer Information
	Definitions
	Standards for Safeguarding Customer Information 
	Information Security Program
	Objectives

	Development and Implementation of Information Security Program 
	Involve the Board of Directors
	Assess Risk
	Manage and Control Risk
	Oversee Service Provider Arrangements
	Adjust the Program
	Report to the Board

	Customer Response Program for Unauthorized Access to Customer Information
	Components of a Response Program
	Sensitive Customer Information
	When Customer Notice Should Be Provided
	Customer Notice
	Delivery of Customer Notice

	Exhibit II-6.1: Customer Response Program Checklist


	Chapter II-7
	Securing Remote Deposit Capture
	What Is Remote Deposit Capture?
	Check 21
	Substitute Checks
	Warranties and Indemnity
	Transportation of Checks
	Industry Standards
	Notice Requirements
	Expedited Recrediting

	New Opportunities and Benefits Under Check 21

	ACH Rules
	Changes in ACH Rules
	Corporate ACH Transactions
	POP — Point-of-Purchase Entries
	TEL — Telephone-Initiated Entry
	WEB — Internet-Initiated Entry
	PPD — Prearranged Payment and Deposit Entry
	RCK — Re-Presented Check Entry
	BOC — Back-Office Conversion 

	The Future of ACH
	Corporate Check Identification
	Back-Office Conversion


	Feasibility
	System Design and Financial Institution Operating Systems

	Opportunities
	Risk Factors
	Vendor and System Risk
	Vendor Selection
	System Feature Function
	Reporting
	Research Capabilities
	Vendor Compliance Risk
	Vendor Management

	Compliance Risk
	Compliance with NACHA
	Compliance with Check 21
	Compliance Monitoring

	Item Processing Risk
	Item Proof

	Client Underwriting Risk
	Nature of Industry and Type of Business
	Reputation of Business
	Industry Stability
	Business Stability and Financial Strength
	Business Ownership, Management, and Staff
	Accounting Procedures
	Internal Procedures
	Deposit Analysis
	Average Collected Balance


	Remote Capture Solutions
	System Solutions
	Browser-Based Software
	Front and Back Check Image Capture
	Hardware Speed Options
	Report Capabilities
	Electronic Receipts
	Check Frank/Endorsement
	Duplicate Item Recognition
	Check Writer Data Recognition
	Negative Database
	Credit Card Processing
	MICR Repair
	System Security
	Scanning Methods
	Feed-and-Key
	Batch
	CAR/LAR

	Back Office Proof
	Client Coupon Recognition
	ACH vs. Check 21 Processing

	Business Resumption and Contingency Planning
	General Guidelines for Developing a Contingency Plan
	Remote Deposit Capture Contingency Planning Process

	Risk Analysis
	Contingency Planning for Vendors
	System Providers
	Third-Party Item Processors
	Financial Institution
	Remote Deposit Capture Business Clients

	Exhibit II-7.1: Remote Deposit Product Risk Register
	Exhibit II-7.2: Sample Commercial Client Remote Deposit Risk Assessment
	Exhibit II-7.3: Sample Commercial Client Risk Profile
	Exhibit II-7.4: Remote Deposit Underwriting Checklist


	Chapter II-8
	Public Website Security
	Website Security in the Public Sphere — Weblinking Relationships
	Authority
	Risks Involved
	Reputation Risk
	Transaction Risk
	Compliance Risk
	Strategic Risk

	Addressing the Risks Involved


	Part III — Monitoring and Managing IT Security Risks
	Chapter III-1
	Information Security Metrics
	Overview
	Introduction
	Purpose 
	Security Metrics
	Components of Security Metrics

	Roles and Responsibilities
	Board of Directors/Trustees
	Executive Management
	Chief Information Officer
	Information Security Officer 
	Information System Owner 
	Information System Security Officer 
	Other Related Roles 

	Information Security Metrics Background 
	Definition 
	Benefits of Using Metrics
	Increase Accountability
	Improve Information Security Effectiveness
	Demonstrate Compliance
	Provide Quantifiable Inputs for Resource Allocation Decisions

	Types of Measurements 
	Implementation Metrics
	Effectiveness/Efficiency Metrics
	Impact Metrics 

	Measurement Considerations 
	Organizational Considerations 
	Manageability 
	Data Management Concerns 
	Automation of Measurement Data Collection 
	Measurements in the Risk Management 

	Information Security Measurement Program Scope 
	Individual Information Systems 
	System Development Life Cycle 
	Bankwide Programs 

	Enterprise Strategic Planning and Information Security 

	Metrics Development Process 
	Phase 1: Stakeholder Interest Identification 
	Phase 2: Goals and Objectives Definition 
	Phase 3: Information Security Policies, Guidelines, and Procedures Review 
	Phase 4: Information Security Program Implementation Review 
	Phase 5: Metrics Development and Selection 
	Metrics Development Approach 
	Metrics Prioritization and Selection 
	Establishing Performance Targets 

	Metrics Development Template 
	Feedback Within the Metrics Development Process 

	Information Security Measurement Implementation 
	Phase 1: Prepare for Data Collection 
	Phase 2: Collect Data and Analyze Results 
	Phase 3: Identify Corrective Actions 
	Phase 4: Develop Business Case and Phase 5: Obtain Resources 
	Phase 6: Apply Corrective Actions 

	Metrics for Board of Directors/Trustees 
	Metrics for Management
	Technical Metrics 
	Exhibit III-1.1: Sample SDLC Metrics
	Exhibit III-1.2: Metrics Template and Instructions
	Exhibit III-1.3: Metrics for Board of Directors/Trustees
	Exhibit III-1.4: Metrics for Management
	Exhibit III-1.5: Technical Metrics


	Chapter III-2
	IT Security Awareness Program
	Technology’s Value to the Institution
	Real Threats in a Real World
	Security Risks Take Various Forms:
	Common Security Lapses
	Mistakes Made by Users
	Mistakes Made by Senior Executives
	Mistakes Made by IT Departments 


	Security Responsibilities
	Management’s Responsibilities
	User’s Responsibilities

	Security Initiatives
	Security Guidelines 
	Information Security for Everyone
	Information Security for Computer End Users
	Information Security for Senior Executives
	Information Security for IT Departments 

	Sample Security Policies
	Email Usage
	Internet Use 
	Communications Devices
	Remote Access
	Wireless Devices

	Internet Users’ Concerns

	Chapter III-3
	Mitigating Information Security Risk Through Insurance
	Eight Cyber Risk Areas
	Internal Criminal Acts
	Hacker Attacks
	Viruses
	Crisis Management
	Privacy Violations
	Media Liability
	Cyber Extortion
	Global Risks

	Risk Examples
	Hacker Attacks
	Online Banking Risks

	Traditional Insurance Coverage
	Commercial General Liability (CGL) 
	Professional Liability 
	Business Personal Property (BPP) 
	Electronic Data Processing (EDP) 


	New Insurance Policies for Computer Security
	Examples of Cyber Insurance Policies for Financial Institutions
	Internet Banking Liability Policy
	Enhanced Financial Institution Bond
	Business Interruption Endorsement 
	Public Relations Expense Endorsement 
	Cyber/Network Extortion Coverage Endorsement


	Chapter III-4
	Computer Security Logs and Audit Trails
	Overview
	Introduction
	Definitions
	Logs
	Audit Trails

	Background
	Policies and Procedures 
	Prioritizing Log Management
	Log Management Infrastructure
	Log Management Responsibilities
	Standard Log Management Processes 

	The Basics of Computer Security Logs and Audit Trails
	Types of Security Logs and Audit Trails
	Security Software 
	Operating Systems 
	Applications
	Usefulness of Logs and Audit Trails 

	Benefits of Log Management 
	The Challenges in Log Management 
	Log Generation and Storage 
	Log Protection 
	Log Analysis 

	Overcoming the Challenges 

	Log Management Infrastructure 
	Architecture 
	Functions 
	Syslog-Based Centralized Logging Software 
	Syslog Format 
	Syslog Security 

	Security Event Management Software 
	Additional Types of Log Management Software 

	Organization-Level Log Management Processes 
	Define Roles and Responsibilities 
	Establish Logging Policies
	Ensure that Policies Are Feasible 
	Divide Responsibilities Between System Level and Organization Level 
	Analyze Log Data 
	Perform Testing and Validation 

	System-Level Log Management Processes 
	Configure Log Sources 
	Log Generation 
	Log Storage and Disposal 
	Log Security 

	Support Logging Operations 
	Analyze Log Data 
	Respond to Identified Events 
	Manage Long-Term Log Data Storage 
	Exhibit III-4.1: Glossary of Security Log and Audit Trail Terms
	Exhibit III-4.2: Security Log and Audit Trail Acronyms


	Chapter III-5
	Backup and Recovery Planning
	Identifying Critical Data for Backup
	Selecting a Retention Policy
	Three Types of Backup: Full Backup, Differential Backup, and Incremental Backup
	Full Backup
	Differential and Incremental Backups


	Routine vs. Non-Routine Backups
	Tape Rotation/Replacement Strategy
	Keeping Backups Secure
	Mainframe Backups

	Local Backup
	Other Backups
	Safe Deposit Box
	Media Storage Service Providers
	Online Backup Services
	Site to Site Replication

	Implementing Your Backup Plan
	Testing Your Backup and Recovery Strategy
	Train Employees on Backup and Disaster Recovery 
	Backup Logs
	Exhibit III-5.1: Backup Log


	Chapter III-6
	Creating a Disaster Recovery Plan
	Writing Effective Disaster Recovery Procedures 
	Maintaining Work Force Continuity
	Following 12 Critical Steps to Disaster Recovery
	Managing Remote Data
	Disk-to-Disk Backup

	FFIEC Business Continuity Requirements
	Backup and Contingency Planning
	Microcomputers 

	Backup Procedures for Physical Disasters and Other Disruptions
	Risk Assessment of Potential Hazards

	Protection of Information Systems 
	Computer Networks

	Technology Risk and Contingency Planning
	Technological Emergencies
	Hardware Backup
	Program and Software Backup
	Data File Backup
	Telecommunications Backup

	Communications Disruptions
	Communications Backup Systems and Planning

	Information Systems Contingency Planning
	Contingency Planning Coordinator
	Backup Operations
	Data File Backup



	Chapter III-07
	Continuity Planning and the Systems Development Life Cycle
	Planning Phase
	The Conceptual Design
	Performing a Detailed Analysis

	Development Phase
	Implementation Phase
	Operation/System Support Phase
	Decommission Phase

	Chapter III-8
	Monitoring IT Security
	Introduction
	Monitoring and Managing IT Security
	Prevention vs. Response
	Detecting Attacks
	Responding to Incidents
	Response Procedures for IDS Identified Attacks
	Monitoring
	Incident Handling
	Forensic Analysis and Data Retention
	Response and Reporting


	Monitoring and Managing System Backup and Disaster Recovery 
	Backup Logs
	Exhibit III-8.1: Sample Contact List for Hardware Vendors


	Chapter III-9
	Security Policies
	Policy Contents
	Exhibit III-9.1: Intranet/Internet Acceptable Use Sample Policy
	Exhibit III-9.2: Sample Personal Computer/Network Systems Policy
	Exhibit III-9.3: Sample Information Systems Security Policy
	Exhibit III-9.4: Sample Internet Banking Policy
	Appendix III-9.1: ABC Finance Business Internet Banking Application
	Appendix III-9.2: ABC Finance ACH Agreement
	Appendix III-9.3: ACH Agreement
	Appendix III-9.4: ACH Agreement Operational/Security Procedures
	Appendix III-9.5: Resolution Authorizing ACH Agreement
	Appendix III-9.6: Cash Management Services Agreement
	Appendix III-9.7: Risk Assessment Matrix
	Exhibit III-9.5: Sample Information Security, PC/Network, and Intranet/Internet/
Extranet Policies
	Exhibit III-9.6: Emergency and Disaster Recovery Policy
	Exhibit III-9.7: Change Management and Control Policy
	Appendix III-9.8: Change Authorization Form


	Chapter III-10
	Required Disclosures
	E-Sign Act Compliance
	Consent to Receive Electronic Disclosures
	Contents of Consent Disclosure
	Additional Requirements for Disclosures Provided Under 
Regulations B, E, Z, and DD


	Additional Requirements for Electronic Disclosures Under 
Regulations B, E, Z, and DD
	Regulation B Application Disclosures
	Regulation Z Disclosures
	Open-End Credit
	Closed-End Credit

	Regulation DD Disclosures

	Change in Hardware/Software Requirements
	Exceptions to Preemption

	Chapter III-11
	Complying with Customer Identification Requirements
	Introduction
	Anti-Money Laundering Record Considered in Applications

	BSA Compliance Programs
	Internal Controls
	Independent Testing of Compliance
	Compliance Officer
	Training

	Consolidated BSA/AML Compliance Programs
	Overview
	Holding Company or Lead Financial Institution 

	Common Problems in BSA Programs
	BSA/Anti-Money Laundering Enforcement by the Regulatory Agencies
	The Legal Background
	Methods the Agencies Use to Communicate Their Concerns About an Institution’s 
BSA Compliance Program
	Enforcement Actions for BSA Compliance Program Failures
	Failure to Establish and Maintain a Reasonably Designed 
BSA Compliance Program
	Failure to Correct a Previously Reported Problem with the 
BSA Compliance Program
	Other Enforcement Actions for BSA Compliance Program Deficiencies

	Enforcement for Violations of the BSA Reporting and Recordkeeping Requirements
	Suspicious Activity Reporting Requirements


	Anti-Money Laundering Program Requirements
	Customer Identification Program Rule and Address Confidentiality Programs
	Customer Identification Program Requirements
	Institutions Subject to the CIP Rule
	Holding Companies and Subsidiaries
	Bank Subsidiaries
	CIP Requirements
	Accounts Subject to CIP Requirements
	Exemptions

	Data Processing, Data Warehousing, and Data Transmission
	Customers Subject to CIP Requirements
	Additional or Substitute Accountholders
	Accounts with Power-of-Attorney
	Signatories
	Accounts Held by Minors
	Trust Accounts and Escrow Accounts
	Pension Plan Administrators
	Agent Banks for Credit Card Issuers
	Administrators of Non-ERISA Accounts
	Banks Acting as Transfer Agent
	Exemptions

	Required Contents for Customer Identification Program
	Reliance on Third Parties 

	Identity Information Collection and Verification
	Required Customer Information To Be Collected
	Customer Verification
	Additional Procedures for Certain Signatories
	Lack of Verification
	Recordkeeping
	Sales of Loans While Retaining the Servicing Rights

	Comparison with Government Lists
	Customer Notice
	Additional Exemptions

	BSA Risk Assessment
	Products and Services
	Customers and Entities
	Using NAICS Codes

	Geographic Locations

	Customer Due Diligence (CDD)
	Customer Due Diligence Guidance
	Customer Risk
	Enhanced Due Diligence for High-Risk Customers
	Obtaining and Retaining Beneficial Ownership Information

	Exhibits 
	Exhibit III-11.1: Sample Customer Identification Program
	Exhibit III-11.2: Sample Bank Secrecy Act Policy
	Exhibit III-11.3: Risk-Based Analysis for CIP Programs
	Exhibit III-11.4: CIP Sample Audit Worksheet
	Exhibit III-11.5: FBI Testimony on Matricula Consular Cards
	Exhibit III-11.6: OCC BSA/AML Quantity of Risk Summary Form (RSF)
	Exhibit III-11.7: NAICS Code Chart
	Exhibit III-11.8: Top 10 Questions and Answers for BSA/AML
	Exhibit III-11.9: Customer Risk vs. Due Diligence and Suspicious Activity Monitoring






