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Chapter 1 Planning the IT Audit

An effective I'T Audit begins with solid planning. The right workprograms, questionnaires, and requests
for information will increase the effectiveness and the applicability of the IT audit. It is during this phase
that the necessary resources to complete the audit become clear. This chapter describes the phases in the
audit cycle, how to conduct a risk assessment, and how to develop effective internal control questionnaires.

Chapter 2 The IT Environment

This section explores the rapidly changing I'T environment, the systems, and the processes of a financial in-
stitution. It is important to the I'T audit that you understand the areas, such as the system selection process,
in-house versus outsourced solutions, and strategic technology planning that impact the IT environment.
This chapter will help the person charged with the IT audit responsibility to become more familiar with
the technology used in the institution. This chapter provides background that will help navigate through
the I'T environment.

Chapter 3 IT Audit Areas

This chapter offers practical suggestions for addressing important areas involved with the IT audit. Is
management kept informed of IS activities? Should you review employee accounts for unusual activity?
Does the contingency plan serve as a guide for effectively dealing with disasters? Does the Internet banking
policy communicate the strategic, operational, and risk management considerations to effectively manage
this new technology? This chapter also covers one of the highest risk areas in financial institutions — wire
transfers.

Chapter 3A [T Auditing and Fraud Detection and Prevention

This chapter discusses analytical techniques that can be used by fraud auditors and relates, where appli-
cable, how these same techniques are used in external audits. I'T is often asked to assist with this effort.
Therefore, the material in this chapter should help IT to understand the fraud audit objectives used to
structure analytical techniques using computer software and files.

Chapter 4 Network and Internet Security

Due to decentralized computing environments and increased connectivity to the outside world, Network
Security Reviews have become a natural extension of the tradition I'T audit. Because most security breaches
occur internally, the best IT audits consider internal and external conditions, as well as situation-specific
issues. This chapter discusses how information security weaknesses can disrupt operations, increase the
risk of fraud, and inadvertently disclose confidential information. The chapter addresses vulnerability as-
sessments, network design considerations, improved security using network addresses translations, host
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naming and URL conversions, sample network security review workprograms, and a sample information
security policy.

Chapter5  Case Studies

These case studies are based on factual situations and presented in an easy-to-read format that is informa-
tive and entertaining.

Chapter 6 Business Continuity Planning

Business planning is the responsibility of the financial institution’s management, not its vendors. But when
writing a plan, what issues make the perfect plan? Usually People are at the top of the list of concerns fol-
lowed by Power, Communications, and Physical process. This chapter provides a discussion of these issues,
checklists for reviewing the contents of a plan, and a sample business continuity plan validation in accor-

dance with the FFIEC.

Chapter 6A  Model Policies
This chapter contains model policies, related to information technology and information security. Examiners

and auditors will expect a financial institution to maintain most, if not all, of the policies in this chapter.

Volume 2
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Chapter 7  IT Audit Guidance

The IT audit program has taken on greater significance in recent years, and the examiners are expecting
to see an effective internal audit program in place. This chapter includes excerpts from the FFIEC’s audit
booklet and provides the examiners’ audit examination procedures in a checklist format from which you
can determine the quality and effectiveness of your audit function related to IT controls.

Chapter 8 Business Continuity Planning Guidance

Business continuity planning is clearly a business issue affecting the enterprise and requiring significant
documentation and communication. This chapter contains excerpts from the FFIEC’s booklet on business
continuity planning and provides the examiner’s procedures in a checklist format to help you determine the
quality and effectiveness of your institution’s business continuity planning process.

Chapter 8A  Intrusion Response Procedures

Unauthorized intrusion into the institution’s network is a significant risk. Institutions must implement se-
curity procedures to prevent such intrusions from occurring and to respond should one occur. This chapter
provides detailed intrusion response procedures to help you be prepared.
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Chapter 9 E-Banking Guidance

The term “e-banking” encompasses the older technology of ATMs up to the newer technology of Internet
banking and self-serve kiosks. The risks involved in e-banking are clearly present, and the challenge for the
banking industry is to balance security with convenience. This chapter presents excerpts from the FFIEC
booklet on e-banking and provides the examiner’s procedures in a checklist format to help you determine
if your e-banking products and services are provided in a safe and sound manner.

Chapter 10  FedLine Guidance

The funds transfer function is one of many features of FedLine. It is the most important to the I'T auditor
and potentially carries the highest risk. This chapter contains excerpts from the FFIEC booklet on FedLine
funds transfer application and the examiner’s procedures in a checklist format to help you determine the
adequacy and effectiveness of your institution’s FedLine funds transfer internal controls environment and
the related risk management process.

Chapter 11  Information Security Guidance

The protection of a financial institution’s information is the foundation that establishes confidence and
trust with its customers. To help you assess the quality of risk and the effectiveness of your institution’s
processes, the chapter provides excerpts from the FFIEC’s latest booklet on information security and the
examiners procedures in convenient checklist format.

Chapter 12 Supervision of Technology Service Providers Guidance

The responsibility to ensure your technology service providers operate in a safe and sound manner falls on
your Board of Directors and management. This chapter contains excerpts from the FFIEC’s booklet on
outsourcing supervision and will help you better understand what the regulators expect.

Chapter 13  Retail Payment Systems Guidance

As check image exchanges and other third parties enter the payments system, the flow of transactions be-
comes more complex, calling for new controls to manage risk. This chapter addresses checks and electronic
payments, and includes examination procedures, a glossary, and a list of laws, regulations, and guidance.

Chapter 14  Development and Acquisition Guidance

Knowing how to define the institution’s requirements for information technology systems, acquire the
right technologies, implement them successfully, and then maintain the systems is critical to the safety
and soundness of any institution. This chapter summarizes the FFIEC’s guidance for project management,
development, acquisition and maintenance. It also includes examination procedures and a glossary.

Chapter 15  Management Guidance

Effective management of IT resources is integral to aligning the institution’s technology purchases with
strategic business goals. With the increasing role of technology, one must manage the entire IT enterprise,
not just the computer room. This chapter covers roles and responsibilities, I'T risk management process,
and management considerations for technology service providers, and includes examination procedures, a
glossary, and a section on laws, regulations, and guidance.
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Chapter 16  Outsourcing Technology Services Guidance

Many financial institutions outsource typical business functions, such as credit card process, ATM/debit
card processing, Internet banking, and electronic bill payment. Certain responsibilities exist for manage-
ment to ensure that outsourcing relationships are properly managed. This chapter covers board and man-
agement responsibilities, risk management, and related topics. It also includes examination procedures, a
section on laws, regulations, and guidance, and a section on foreign-based third-party service providers.

Chapter 17  Operations Guidance

Despite all the hype surrounding electronic banking, outsourcing, and information security, in order to
survive a financial institution must execute the fundamentals of daily operations. These fundamental busi-
ness processes make up a financial institution’s operations. This chapter gives an overview of the challenges
financial institutions face on a daily basis, while laying the groundwork for operations that are scaleable
and sound.

Chapter 18  Wholesale Payment Systems Guidance

Wholesale payment systems allow a global exchange of funds in our increasingly interconnected world.
This chapter offers guidance to help improve the current controls over wholesale payment systems, or pre-
pare for the potential impact these systems may have on financial institutions originating or receiving such
payments.
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