Summary Table of Contents

Introduction to the ACH Network

Chapter 1: Introduction and Overview

Chapter 2: ACH Transactions

ODFI and RDFI Issues

Chapter 3: Origination of ACH Entries
Chapter 4: Receipt of ACH Entries

Chapter 5: Returns and Corrections Generated by Financial Institutions

Other ACH Participants

Chapter 6: Corporate Originators
Chapter 7: ACH Operators
Chapter 8: Financial Institution/Third-Party Service Provider Relationships

Compliance Issues

Chapter 9: Rules Enforcement
Chapter 10:  Regulatory Compliance

Risk Management

Chapter 11:  Risk Management
Chapter 12:  Fraud Risk

ACH Audit

Chapter 13:  ACH Rules Compliance Audit

Appendixes

Appendix A:  Glossary of Terms

Appendix B:  Regional Payments Associations

Appendix C:  Direct Financial Institution Members of NACHA
Appendix D:  ACH Operators

Appendix E:  EPN Rules 2011

Appendix F:  Federal Reserve Bank Operating Circular No. 4
Appendix G:  Resources




Automated Clearing House Transactions

Appendix H: ACH Considerations in a Merger or Acquisition
AppendixI:  ACH Risk Management Guidance




Contents

ADOUL ThE AUTROT ..ttt ettt et s et te st et et et et ese s esestesestesssses et enessenessensssensasensesensenens iii
HOW t0 USE THIS IMANUAL ...ttt ettt et ettt et et e st esseseeseebeeaeesessessessesesessessensensensensensarsaneas s
SUMMArY Table Of CONENLS.....c..cueviueiiieiiiricicie ettt ettt bbbttt ene ix

INTRODUCTION TO THE ACH NETWORK

Chapter 1
Introduction and Overview
Evolution of the Automated Clearing HOUSE.......c..ccureucurieeiniueiiiniciricictseicteieeeiesese st sesesesaeseens 1-1
HiStory of the ACH NEtWOIK.....c.criueurierieicieineineieiseieeeeeeseiesseisessessesesse e st ssessessesesse s sessesssssssessessesscsncen 1-1
National Automated Clearing HOuse ASSOCIAtION ......c.curueuiueiiuriiirieiriciiiceneieeneseseseseseesessese e ssesesese s sessesesseseens 1-1
Regional Payment ASSOCIAtIONS. ........cucueueuiucuieciiieiiieieieicireee et eae e st s seeaesneaes 1-3
Direct Financial InStitution MEmDBELS .........c.ccumiiniiriieieeieeeneseiesisiiessesene s ssssssessessensensenns 1-4
PartiCIPANTS. ...ttt bbbt a et 1-4
OFIGINALOTS ...ttt ettt b b bbb s s s aeasa s s s sa s s st sasasanaes 1-4
COTPOIALE....c.eitiiiitetect ettt bbb bbbttt et st b et s s bt ene 1-4
COMSUIMIET ..ottt s bbb s h bbbt b s 1-4
GOVEITIINIENIE ...ttt st b bbb ettt st bbbt s bt ene 1-4
Financial INSHIEULION.........cvuvueveiiiiiiieiei et e 1-4
Originating Depository Financial INStEULIONS .......c.ceuiuiieiricirieiriciiceieeieeieee e ssese et neaes 1-4
Receiving Depository Financial INStIEUHONS «....c..c.cuiueeeuricireeciricireicineicineieeseeessesessese e ssesesseseseseesessesessesessenes 1-5
RECEIVETS ..ttt sttt s ettt b bbb bbb n b e 1-5
COTPOTALE......eviiiitiieteete ettt b bbb b b a b ea s a s a s st asas 1-5
COMBUITIET ..ottt ettt ettt ettt bbb bbbttt a et s bttt b et asesebeseatasene 1-5
L0 0 41 40T oL OO 1-5
ACH OPIALOIS...cvuiuiiiiiiiirteteett ettt ettt et st bbbt s bbbt b et b bbb s eaeneseatesenenen 1-5
Third-Party SErvice PrOVIAETS ......cccveueiiuririeriiiriciicirecirtietneee ettt ettt seae bbbttt nesees 1-6
OTigINation Of ENIIES ...c.vueeeveeieiiireiretreieiie ettt sese ittt ses b st seb st sese st nsessesacsncen 1-6
RECEIPE OF EINEIIES....ucuvuieiiiciieeiie ettt bbbttt ettt eeae 1-6
AGIEEIMEIIES ...t 1-6
RULE COMPIIANICE ...ttt et eene 1-7
AUAit REQUITEIMIENES «.evvevvuieitrieicieteirescieisteie ettt etseaeae et ses bbbt b ettt b et s et et seaebe bt sesebebebtaeb et taeaebetsensacbesen 1-7
Exhibit 1.1: ACH Rules and the Rule BOOK..........coueueieieriiiiniiisicicieeeisieseeiessesse e ssessssessessensensenses 1-8
Chapter 2
ACH Transactions
TranSaACtION TYPES......oviuiiiiiiiiiic bbb bbb 2-1
COMSUIMIET w..oieeiiiit e b s bbb R bR a bbbt saet e 2-1
Point-0f-5ale ENLIY (POS) ..cccviiiriiriireiniieiieieineineineisesseseesensessessessetsessssessesse s sstisessessesessessessessssssnssssessessesnens 2-1

10/11 xi



Automated Clearing House Transactions

Prearranged Payment and Deposit Entry (PPD) ........cccvcricinicinicenicinieiieeieecneenneeessesesseseseseseseesesens 2-2
Re-Presented Check Entry (RCK) .....c.ovuevererrneiniiniiniieeeeneneieieieiseieseessessensessssssssssssessessessessessssssessessensensens 2-2
Shared Network ENtry (SHR) c....cuviuieiiciiciicnte ettt sese e s senscseeas 2-2
Telephone-Initiated ENtry (TEL) .c.occveenieeiniirieinieirecireieireienet ettt tsesessese s esesssse s ssesesesessssesacssens 2-2
Internet-Initiated/Mobile ENtry (WEB) ...ttt ssesessesessesessesesscseens 2-3
COTPOTALE.....eurrreieteieieretetete ettt ettt b bbb b bbb b s a s s s e e s e e s s e saeaeaeaeasatae 2-3
ACH Payment Acknowledgment (ACK) ........ccoeuiiiiinininiiiiceeisissii s ssesans 2-3
Financial EDI Acknowledgment (AT X)......cccocveuiureureueeememememeneeieersessenenestssssessssessesessessessesssessessensesens 2-4
Corporate Credit (CCD) ..ottt ettt sesebe ettt ettt et st eae ettt b bttt et bt ebstneaebesen 2-4
Corporate Debit (CCD) ...ttt sttt bttt sae e seene 2-4
Corporate Trade EXchange (CTX) ......ccveueunieinieiieeeieecisecineeeeeesesesesessseesese e ssesessesessesessesessesessesesseseens 2-4
ORI ettt e a e e e A ettt A et et et et et et e bbb bbb bbb bbb s s s s anasananananaes 2-5
International ACH Transaction (TAT) .......cccceeiicieieeeeeeteieteeeeeeerereeee et es et ve e es bt se s sesebessansene 2-5
Accounts Receivable ENtry (ARC) ....c.cvcuuiriireeeeemereneieieisesseiessessessesesesstssssessessessensessessessessssssessessessessens 2-5
Point-of-Purchase ENtry (POP) ..ottt sesessesessesensesenas 2-5
Back-Office Conversion Entry (BOC)......cccuuuinieneeeeeieneieieineiseieeeesesenessissssessssessesessesesssssssessessensenens 2-5
Customer-Initiated ENtry (CIE) ....ccoeuricunicrnieiieteciecieeciseeseeeseieseseseseesese e s ssesessesessesessesessesenas 2-6
Automated Accounting AdViCe (ADV) ....c.cuiuveeeeeeemereiineireiseiessersesesessesstssssessessesse e ssessessssssssssessessessessens 2-6
Automated Notification of Change (COR) .....ccccuruiuricuricinecireieieircireeteeseeeseie e sesessesenseseens 2-6
Death Notification ENtry (DNE) .....ccvceuniiriniiriirieireeireeeireieisessises et ssesessese s ssesssse e ssssesssessesessesens 2-6
Automated Enrollment Entry (ENR).....coccuvieiiuriirccnecreiceesectseeteetseseeseae e ssessssessesessesessesessesesseseens 2-6
Check Truncation Entries (TRC/TRX) ...c.coioiiiiieieeiererereriniseesisesseseseesesesesesesesesesesesessssssssssssssssssssssssssssaes 2-7
Destroyed Check Entries (XCK) ....cvvcuieuicrnieinieiieecireeiesneessesesseseseseseseeseseesessesessesessesessesessesessesesseseens 2-7
Financial Institution General Ledger AcCOUNt ENEIIES .....c.cueueueeieeecrereneiiieireeeeeenserenenessessesensessensensens 2-7
LOAN ACCOUNT ENETIES ..uviviiiiiiiieieietetet ettt st st ste st et st e st et et et e e e ebeebesbasbasbasbasbessansansensensensensessases 2-7
RETUIN FEE ENIIES.c..iiiiiiiiiieteeeeeee ettt ettt s sb st b et et et et et et e e eneenes 2-7
TrANSACHION COUES....ovivitieiiereteteeiteteteteeete ettt ettt et ae et bt ssas e s ebesese b s e b esessasesebeseasesebebessas s ebesessssesesesessasesesesn 2-8
Addenda RECOTAS ....ovieieieieieieieieeiceceeececee ettt ettt et bbb bbb bbb s bbb s as s s e s s e s s s asasasassssssnsnssseseses 2-10
Transaction FLIOW CRATTS .......c.ciicieieieiiiieieieteeeee ettt ettt se sttt s et et ssas s ebebess s b ebesessssesesessasesesess 2-12
Credit FIOW CRATt.....c.ccucievcicieicicieieieieiee et sa et a sttt et et et et esebebebesesesesesesessssssasssasssssasasasasans 2-12
DEDIt FLOW CRATT .ottt ettt ettt ettt ettt b st et s bbb seas s esebessas et ebesessaseseseseasasesesesnanas 2-13
Third-Party Service Provider FLOW CRarts........cccvecuiereeecererereeieeisiesenensesesessesssessessessesessessessssssessesenennis 2-14
Originating Third-Party Service Provider ... 2-14
Receiving Third-Party Service PrOVIAET .......ccccuiuiurieeeeeereiiieieieiieeesenenesestsseseesessesse s ssessssessessessensenns 2-14
Third-Party Service Provider as Third-Party SEnder ... 2-15
Data SECUTILY ..ottt 2-15
Exhibit 2.1: Electronic Check Conversion Transactions COMPAriSOm ........c..cceuveueeeueeereecrreecrreersesensemeneneene 2-16

xii



Contents

ODFI AND RDFI IsSUES
Chapter 3
Origination of ACH Entries

Originating Financial INSHEUHONS. ..o ss 3-1
There Must Be an Originating Financial Institution/Originator Agreement...........c.cocveuecinienrincininncincininnns 3-1
Proper Authorization Must Be OBtained.........c.covueuiuemiuriniiricinicinicincneieereecieecieesessese s ssesesesessessesessesesnenes 3-2
Authorization for Debit TranSaCtions........cvceueeeeeererereiiiseiseeseeeeserseressessessessessesessessesessesessesssssssessessessesens 3-2
Authorization for Accounts Receivable (ARC) ENIIES......c.ceevivieierereriieieiereeeeeererereeeeeereveeeseseseseseseseseseanes 3-2
Authorization for Re-Presented Check (RCK) ENETIES ..vcuvuvveviviuieeeeereeeieeeeeeeeeeeeteseeeeeseseses e sessseesesssesennes 3-3
Authorization for Telephone-Initiated (TEL) ENLIIES ...c.ovuvueuriniuiieiriieieiriceiereeieietseeieisseeieesiee et ieees 3-3
Authorization for Consumer Credit ENtIIes........cceeeuirirerreiniiererenerneneneeseeseseesesenessessessesssssesessessessenens 3-4
Proper Originator Agreements Must Be in Place ........cccceuciiininiiininicicicciiicccccceceeenns 3-4
Notice Is Required Prior to Origination of Credit Entries Subject to UCC 4A.........ccocovverrerrernernernereeeerenrennenne 3-4
Originating Financial Institution Risk Management..............cccocuiviicicinineniniiieeeeiessssssessecssessensns 3-5
Diata SECUTTLY ..cviiiiciic bbb 3-6
WAATTANEIES ...t 3-6
PIe-NOITICALIONS ...vuevuevuieerereerereieiiieeeeaeeeerie et ese s sse s ettt sttt ettt ssensenaen 3-8
REVETSING FILES ..ottt ettt ettt aees 3-8
REVEISING ENTIES .. vvvviiiiiciii bbbttt ean 3-9
ReClamation ENEIIES ..c..v.cuueucuieeiiieicieicieicieicieictcie ettt ses bbbttt sttt seaees 3-9
Recall Of Originated IEEIMS. ......cueurriureereeerieriereieierseiseieeeeesense et ses s es e sse et sessesesse e sacssenaenanne 3-10
Request for Return of an Originated ENIY ... 3-10
Acceptance by Originating Financial Institution of Unauthorized Corporate Debit Returns..........ccccccoevuurvunce. 3-10
Reinitiation of REtUIrNed ENEIIES ....c.cucueiiuricuriciiciiciicieieieieci ettt sessesesncsenas 3-11
Unauthorized Return Entry Reporting REQUITEIMENTS.........c..cueueueuieieereererernenirneeeeeensenenesessessesessessesensennis 3-11
ODFI Direct Access Registration ReqUirements............cccoeueviieiniininiiincc s 3-13
Entries Requiring Special AtNTION ......cceveeveeruercuerreiriiieeieersenereieisessessseesse s ssessessessesessessessessessessesssssssessensessennis 3-13
Destroyed Check ENHIIES .......cciiiiiiiiiiccicii et e 3-13
Re-Presented CheCk ENIIES.......c.cuireueieeieiereieieieiseeeeeeneneieiessesseis s s ssessessessesssssesessessessessessesssssssssessessessenns 3-15
Accounts ReCeIVADIE ENEIIES ......cuucuuuiuiucuiciiiciiieineieicieciree ettt st seaees 3-16
POINt-0f-PUICRASE ENLIIES ...ucvuruiririiieierieieiereieieieeeeaense st iseas s sse s st sessssessesse et sssssssessessennenns 3-18
Back-Office CONVEISION ENLIIES ......c.ovucuiuciiuiieiriciiciieiniecitieeieietseeseaetsteesese st ssesesesesnesessesecscsseac 3-20
Telephone-TNitiated ENIIES. . ..c.eiueieuriciriieiiieineieieteicieese sttt sttt ettt eseen 3-22
Internet-Initiated/MODile ENEIIES. ......cccviueuriueireuriciicirieiecitiectect ettt sese s seesesneac 3-22
RetUIN FEE ENIIES ..vviiiiiiiiiiiii st s 3-23
International ACH TranSaCtiONS .....c..ccureueureeeieuricurictrietreaestieeeseeessesesseaesseeesesessesesseseescssesessesessesessesessessesessencs 3-24
AGIEEIMEIIES ..oovuiiieiiiicii bbb 3-24
Gateway Operator ObLIGAtIONS ........ccccuiiiiieiiicii s 3-24.1
Return Entry and Notification of Change EXCEPIONS. ......cc.evevcrcreuneunerriineseeeenenenenessessesseeessessessessenens 3-24.1
Origination COMPLANCE TIPS ....cueuuiureiuriuciriicirieeieieireieteieeeirese st sese sttt sese sttt s e se ettt eacseaces 3-24.1
ACH FILE FOIIMALS c..ouvrvririeeerecimenseieieiseeeeee s st sts s ssessesse e sesse s ssesse s sse st st ssesssessessssnessesssssssnsssssensensennis 3-25
Fle SPECIICALIONS ..eueevueiiniiacieaieacireec ettt ettt eaesneacs 3-25

xiii



Automated Clearing House Transactions

Fle RECOTA SEQUEIICE ....cuuivviuieieirincieteis ettt ettt ettt ettt bbbttt ettt b et etaeaebe 3-26
File Header RECOTA.......vvererereiiiiieieieeie ettt sse st sse s s e ssssensessnns 3-28
Company/Batch Header ReCOrd...........ooiiiiiiiiiiiiiiiciic s 3-28
IAT Company Batch Header RECOTA ..o nenesesseasessssesse e sessessessssessessessensenns 3-29
ENtry Detail RECOTA .....ouiuciiiciieiiici ettt ettt st et eaen 3-29
TAT Entry Detail RECOTA....vuvmimmiiiiiiieiieieeieieieieiseeeesesie e s e ssesssse s s sessessssssessessensenns 3-30
Addenda RECOTA......cuvucuiciiciieiici ettt e sttt s eaeen 3-30
TAT Addenda RECOTAS.....ccuemmimimiuieiieiiereeeaeieiseeeesesse e ssessessss s s sssssessssesse s sessessssssssessensessenns 3-32
Company/Batch Control RECOTd..........vuiiiiiiiiiiiiiii s 3-33
File CONLIOL RECOTA........vuierurncieiiiiieieie ettt nae e 3-33
ACH Operator File AcKnowledgment............cccuiiiiiiiiiic s 3-34
Origination of Files from the ODFI to the ACH OPEIator .........ocveueuereeeeemerremeniirieneeeeserserenensessessessssessessessenenne 3-34
Delivery to the Federal Reserve of Originated IteImS..........coueveurecuricunicenieenieneinecirecineeessesessesesseseneseesesnenes 3-34
Delivery by the Federal Reserve of Received ItEIMS .......cccueweririmriunierieeicnereneitiseeeesensessenensessessesessessensensennes 3-35
Federal Reserve Settlement SChedule ..........c.cocvciiciiciniciiceccceiceeee e sese e seeseseeaes 3-35
Electronic Payments Network Processing and Settlement Schedule ..........cccvcuirieceecicrneneneninicrcnennennes 3-36
Compliance Tips on Sending Files to the ACH OPerator ..........occvecuicenieeniemniineeinecinecsneeenseseeseseeseseeessenes 3-37
Exhibit 3.1: Model ODFI/Originator AGIeemMENt ........ccuueuiureueeeeeserereressesseseeseesessensesesesessessssessessessessens 3-38
Exhibit 3.2: Sample Completed ODFI/Originator Areement .........cccocvcuveuriirivrierienisieieininssisssiesisessesenns 3-49
Exhibit 3.3: Sample Consumer Debit and Credit AuthOriZations ..........ceceeereeureeeniereneerieenieneereeereeseeene 3-58
Chapter 4

Receipt of ACH Entries
WATTANEIES ..ot bbbt 4-1
Right to Request a Copy of Receiver’s AUthOIIZation ........ccceueuiuneureerierieerereneneiniiseeeeeessensesesenessesssssssessessensensens 4-1
Verification Of Pre-NOH{ICAIONS ....c..ceviueiiericiriciriciictiete ettt eeeseeeseaens e sae s senacseeae 4-2
Reliance 0n ACCOUNT NUIMDET........c..vuiuieeeeiereieieieieieeecee e sae st sse s s s ss s e ssensnaes 4-2
Receipt and Availability of ACH ENEIIES ..o ss s saes 4-4
Reliance on Standard Entry Class COdes .......cieeiererereiiieineeseieieensessesesesseseseesessessesessessessessssssessessensessens 4-4
Crediting 0f ACH EDNETIES......ciiiiiiiiiiiccci bbb 4-4
COoNSUMET CIedit ENTTIES ..cuvuvmrnirriiiieieieeieieiesesesseseesessensesse e ssess s s s ssesse s sssssssessessessessessessesssssssessessensessens 4-4
Corporate Credit ENEIIES .....c.cciueriuriciiciicieictei ettt st s s seeacsneac 4-5
Availability to the Consumer of Funds in an ACH Credit ENtry........coeeeeneninineeneeeeneeeneenesseeeeeensenenenne 4-5
Debiting of ACH ENUIIES ..ot bbb 4-5
Information to Be Provided to Receiver About EaCh ENtry ... seensensensens 4-5
Providing Payment-Related Information to the ReCeIVT .......c..ceuiuciiueiiiriciricircircreeeeceeeee et seaens 4-7
NOTICE 10 RECEIVET ...t bebns 4-7
Liability for Benefit PAYMENTS.........cc.ovcuricuriciniciicieiecieecirecireee ittt ses st saessaees 4-8
Receipt of Death NOtICAION ENEIY .....cuvuieieiciiiciiiieieneneneeiseiseeseieseensessessesessessesessessesse s ssessessesssssssessssensessens 4-9
Stop Payment Orders on ACH Debit Entries to Consumer ACCOUNLS.........ccocuvunirivimriminieiniisiiisssisisiesissiseienens 4-9
Stop Payment Orders on ACH Debit Entries to COrporate ACCOUNLS ......c.cueueuirivreeeeeersereremsessessesesensessenensenne 4-10
International ACH TranSaACtIONS .......c.euevuiureeeuricuieeriietnieeeeaettieeeisese e ssesesesesse s s seesessesessassesesscsesncsenns 4-10
Compliance Tips for Receiving INSHIULIONS ......c.ocueuieeeerecrereriiriieseierieesensesenessesseseesessessessesessessessessssessessessessenns 4-11

Xiv



Contents

Chapter 5
Returns and Corrections Generated by Financial Institutions

Returning ACH ENTIIES ...t 5-1
Time Frame for Return ENMIIES ... 5-1
Return of Credit Entries Returned By RECEIVET.........cceueverirreineiniiniiiecreneneieineiseeseeensenesesessessesessessessenens 5-2
Settlement of Return ENEIIEs. ..o sas 5-2
Reasons for Returning ACH ENEIIES.......cccucueuererniiriieeeereneieieieeseiseeessessessesesessessssssessessessessessesssssssessessessens 5-3
Return Reason COAES ...t bbb 5-3
Returning International ACH TTanSaCtIONS ......c.cccueueeereerermeremiineieeseeeseersesesesessessessesessessensessessessessessssessessessessens 5-8
IAT Return Reason COAES.......ccuiiiiiiiiiiiciciciiiiciii st 5-9
Extended REtUIT ENEIIES .....c.cvueuermeiiiiicieieeiiereicieeetseiseeeceessesse st s sse s sessessssssessesssessesessssssessessensennis 5-10
Return Reasons and Codes for Extended Return ENtries..........ocvivicicicnciniiniinininiiecseesessieenenenns 5-10
IAT Extended Returnl ENEIIES ....c..c.vueueeereereirereineiiieeeeeenenseieiessesseis s s ssessessesssssessssessessessessessesssssssssessessessenns 5-13
Restrictions on Returning ACH Transactions...........cccciiiiiiiissssesssesssessse s 5-13
Codes for Exceptions on Returning ACH TIansactions ........coceeeeeeeeeereereremsemeusessesessenenemsessessessesessessessenenns 5-13
Reinitiation Of RETUIIIS ......ccccuiiiiiiiiii bbb 5-14
Compliance Tips for Returning ENEIIES .......cocveueeiiriieeeeiecmereiineinesseieeieesensesenessesseseeseesessessesesessessesssessessessessenns 5-14
Dishonoring REtUIN ENEIIES.......ccueuiureiuriciriciiicieiceeieeciresctsesetseae st seae ettt ss st sssse s saesssessesesscsenns 5-16
Codes for Dishonoring Returned ENTIIES .......coceuiureeeeeremeiiiniinereisiersenenesesessessesessessensessessessessssessessessesenns 5-16
Contesting Dishonored Return ENtries........cccociiiiniiiiiiiiiiceeeieesie s senns 5-17
Codes for Contested Dishonored Returnn ENtIIEs ......c.cueveueueuniiienieereereneneieineeeesenseresessessessesessensessensenns 5-18
Compliance Tips for Dishonoring Return Entries and Contesting Dishonored Return Entries.................. 5-19
Correcting ACH ENTIIES ... bbb 5-20
Notifications Of CHAIZE ........ccuiiiiiiiiiiiic bbb 5-20
Notifications of Change for IAT ENLIIES.......c.oueueeereremiiriineereinieeiserenenessessessesessessensesessessesssssssessessessesenns 5-21
Receiving Financial Institution Warranties .........coccvcreeuieeneericenicenicenieeenesenesseessescssesessesessesessesesessecssenes 5-21
Notification 0f Change COAes.........cuuuiuriuerercrnerneiiiieeeeerereeieiseiseessee s sessesstssesessessesse e sessesssssssessessessennis 5-21
Refused Notifications 0f Change............eucucuviiniiininiiiee s 5-22
Codes for Refused Notifications of Change..........c.eceeeverremreineuneiniiniierenerenneieaseesesenesesessessessessssessessenenns 5-23
Compliance Tips for Notifications 0f ChANGe .........cccvveureeuriueiiiriciniciicinicneeeieeciseseisescseeessesesseseseseesesneaes 5-24
Guidance for Preparing the Written Statement of Unauthorized Debit .......ccccveuriureeeeiercineneneneniccrenenenn. 5-25

OTHER ACH PARTICIPANTS

Chapter 6
Corporate Originators
The COorporate OIIZINATOT ......ccceueriuriuriereirieeriereaeseeseiseeeeeeese st ase s s s s s st sstssesesse s s s ssesssssssessessessenns 6-1
Originating Depository Financial INStitUtioN..........c.cueveiiiiiiiniiniiicccic e 6-1
ACH OPEIALOT ..ottt s bbb e se s s bbb s a e sttt ettt ettt e se s s e senenene 6-2
Receiving Depository Financial INStEULION ....c.cueueuiueiirriciriciricieciicieieeteeciseesesessese st sseseeseseesessenesnenes 6-2
RECEIVET ...ttt bbbt 6-2
Third-Party Service PrOVIAET .......ccccviiiiiiiiciciicciic s 6-2

XV



Automated Clearing House Transactions

Third-Party Service Provider as Third-Party SEnder ... 6-2
ACH Origination FIOW CRArts .......c.ocveureueeeiereeeieieieieeeereneneseasessessesessessessessessesssssssessessessessessesessssssessessessenns 6-3
ACH Credit OrigINation.... ..o bbb 6-3
ACH Debit OFIGINAtION .....cuveeeeruerreiiiiireeieeesenseresessesseseeeessessessessessessesssssssessessessesstsstsssssssessessessessesssssessessessessenns 6-4
ACH Origination Using a Third-Party Service Provider ... 6-4
ACH Origination Through a Third-Party SEnder..........cceenneninicreeeeeeeeseseessessessssessessessenenns 6-5
Data SECUTILY .....viiiiiiiiiiiiii bbb bbb bbb s 6-5
Use of ACH Transactions by the OrigINator........ccieeceerererneiineeneiniisieerenesesessessessesessessesessessessessssessessessessenns 6-6
Prearranged Payment and Deposit ENtry (PPD) ......c.cccuviuriciricinicinieineieneieeeieeeireesresessesessesessesessessesessesessenes 6-6
Cash Concentration and Disbursement (CCD)........oovieveveueriieeeeereeeeeeeseteseeeseseesesesesesessesesesesessesesssesesssesssessnses 6-6
Corporate Trade EXchange (CTX) .....cccvcureunieiniieiniieeeirieirecireesneseteseaese et eseseesessesessesessesessesessesessessesessesessene 6-7
Represented Check Entry (RCK) ......cvvuverereinerneiiiiieieeeneieieiessesssesssessessessesstsssssssssessessessessessesssssssessessessessens 6-7
Accounts Receivable ENtry (ARC) ..ottt eaesseaesstae s ssssssessssesssscsssscsssacssaes 6-7
Point-0f-Purchase ENLIY (POP) ......c.ocvevveeerreinereiniiriieeeneneseieiessesssiessessessesse st ssssssssssessessessessessesssssssessessessessens 6-7
Back-Office Conversion ENtry (BOC)......covcuceeiniieiiiriciriciricineeeineieeeseseseeessesessesessesessesessesessesessessesessescssenes 6-8
Internet-Initiated/Mobile ENtry (WEB)......cccocuiiiiniereeeeeeieiieiseiseiesie s sessessssessessessessessessesssssssssessensessens 6-8
Telephone-Initiated ENtry (TEL) ...c.ceuiiiiiicircricrecieneereieeeteiesseessesesseseseae st sese s s s ssesssacsseaesnsaes 6-8
International ACH Transactions (TAT) .....c.ceccioeieeieeieieeeeeeeeeiseeeeetesessesestesessessesessesesssssssssessssesssssnsesesesensessnsesens 6-9
Use of Pre-Notification TransactiOns........cecueecureeeuneueecurecirecinieineieiseseieseiessesessesessesessesessesesesessessssessssessssessssessaees 6-9
Applying Transaction COES.......ceuuuiuierieeriererereiiieiseeessere et sse e ssesse et sssssssssse s ssessessessssssssessessenns 6-9
ODbligations Of OTIZINALOTS .....cccrueuiueeriuriiiriciriciieetreietreeeetaeeeie ettt ase et sae s nacbenas 6-10
Authorizations, Agreements, and Notice REQUITEINENTS........c.cueueurierieereerernerenieneeeeeenerenesessessesessessessenennes 6-10
ConsUMEr DeDit ENEIIES..c..c.viueiiiciriciecictectrctcteteaeeie ettt eeseseeacs 6-11
Returned Check ENtries (RCK) .....oiviieiiiieieieiiieeeeeteeeeet ettt tesessesessesessesessesessensssensssensssensssensssessesensessnsonens 6-11
Accounts Receivable ENtrieS (ARC) ..ottt ettt ese st et ssas et besess s s sesessssasesesesnanes 6-12
Point-0f-Purchase ENLTIES (POP) ..ottt ettt essssesestessssessssensssensssensssessesensessnsenens 6-14
Back-Office Conversion ENtries (BOQ) ....c.cciiieieieieiieieieteeeeietereteeetete et s seaseseseesss s st s s sesesessasesesesnanes 6-16
Internet-Initiated/Mobile ENtries (WEB) .....c.ouiioveiieeiieeeecteeeeeeeteee et esesessssssesesessnsssesesensnnas 6-17
Telephone-Initiated ENtries (TEL) ....oceerrieueirinieieiriieieineceeieiseeieietseeie sttt sese bbbttt snsaesesen 6-18
PIN REQUITEIMENES ...ttt s a bbb 6-19
Origination of Files BY OriGiNators........ccocecurecuricrnicinieeieiiieeeieeciesessesessesessesesesesseseeseseesessesessesessesessesessesessesenas 6-19
RiSK MANAGEIMEIIL ......uereeceererrereieireireeseae s sseeseseesessesse st s sse s st sse s sesessessensnsnns 6-19
EXPOSUIE LIS ...ucuiiiiiiiiiinieiccc ettt ettt et s ettt a b 6-20
Creating ACH Data......ccciiiiii s 6-20
Dating of Originated ENLIIES .....c.ccccvcirieiniurineiriciricirieinieeieeeieeeteeeseeesseeese e ssese s sesessesesseseesesseacs 6-20
Settlement of Originated ENLIIES.......ovveveuercerereriiieeeereneitieesseis e ssessessessesessessesse e ssessesssssesessessessessenns 6-21
Submission of Originated Files by the Originator to the ODFI .........ccccccocvinininirininicicnincnisieieienn, 6-21
Creating and Submitting ReVersing Fles........oveereriiiiniiriieieneneneneiseeeesessessesessessessessesessessessensenns 6-22
Creating and Submitting Reversing ENtries..........c.coviiiiiiiiccc s 6-22
The Originator’s Role in OFAC COMPUANCE ......cuevirieieeieererereieieieieieesenessesessessesssessessessesessessessssessessessesennis 6-22
What to Do When ACH Transactions Are RetUrned.........cc.oceeueeeincuricrnecenecinieinieeeeseeessesesseeessesesseseneseens 6-23
What to Do When a Notification of Change Is RECEIVE ......c.cvuiuriurerieeieerereneiniiiieeeeeeeneneessessesseseseessensenens 6-23
Originator AUt OblIAtIONS. ....c.cuiuevuiuriiiriciricicteeteeteeie ettt beeae 6-24
Compliance Tips fOr OTIZINATOTS .......c.eveveevuerremirrerriiriieeeeeeererereiessessese s s sesseseesesse e s ssssessessessessenns 6-25

Xvi



Contents

Chapter 7
ACH Operators
ACH OPEIALOTS....veieriiiiiiies ettt se s s s s st st s st s s s s e e s ettt ettt sttt se et se e sesesesesesenene 7-1
Federal RESEIVE.........cuuiiiiiiiiiici e 7-1
Federal Reserve Bank Operating Circular NO. 4........c.cccueveununeineiniierersenenneniieineeseeenesesessessessssessessesenens 7-1
Delivery to the Federal Reserve of Originated Items...........ccvuuiuicicincincininiiniiisicceecsceeseeienenns 7-2
Delivery by the Federal Reserve of Received IteIS ........c.cveueueureeieeeecremeneniieineeneeensenenenessessssessessensenens 7-2
Federal Reserve Settlement Schedule ... s 7-3
FEAACH SAmMEDAY SEIVICE ..cvuvmrriireireirieieereerereieisesseseesesse e sessessesssse s ssessessestastssessssessessessessessssssssessessesnens 7-3
Processing of Government ACH Items by the Federal Reserve Bank..........cccoovvvivicivcincncnininicicincnne, 7-5
Electronic Payments NetWOrk (EPIN) ........cccccuveueureuniiniueeeemenerenensessessessesessessesestssessssessessessesesessessssessessessessenns 7-5
Electronic Payments Network Processing and Settlement Schedule ...........coouvvviiiiincnninininicicincnne, 7-5
Inter-Operator EXChANGE ...ttt sse s s sassse s s s sssssessessenssnes 7-7
ACH Operator Security PrOCEAUIES ..ot 7-7
ACH Operator Monthly Return Data REPOITING .....c.oceveeveereermemremrerreiieneeereneneneisessessesessessesessessessesessessessesenns 7-8
Data SECUTIILY ...ttt 7-8
ACH Operator SEtIEMENL........c.cueueuiueiiieieirieir ettt ettt ta et seb et bbbt sttt esees 7-8
ODbligations Of ACH OPEIALOLS .........ccvuuieiueiiiiiiiiiiiiiiiseise e 7-8
Returns DY the ACH OPEIator........ciueueeeeieererereieiniieeeeeensersesesseasessesssssssessessessesesstassssssessessessessesessesssssssessessessens 7-9
Rejects by the ACH OPEIator ...t 7-11
COMPUAINCE TIPS.vuvrirrimeiiaetriieirtieistiettie ettt bttt sttt sttt bbbttt bbbttt saebeeas 7-13
Chapter 8
Financial Institution/Third-Party Service Provider Relationships

Outsourcing of ACH Received Files PrOCESSING .........cciuiiiiiiiiiiiisiccccee s sans 8-1
RDFI Liability When Outsourcing to a Third-Party Service Provider.........covvceeevercrnernerneeneeseeeeeensensenens 8-1
RDFI/Third-Party Service Provider Relationship Management..........cccccccocveuniuninininisicineninisiisicieiennns 8-2
Originating Depository Financial Institution/Third-Party Service Provider Relationship Dynamics................. 8-2
ODFI Use of Third-Party Service Provider for File Creation.........cccecuciveinenininininicicicncnccsiscieiennns 8-2
ODFI Use of Third-Party Service Provider for File Creation and File Submission.........c.cccoeeveiviniinciicininnes 8-3
ODFI Liability When Using a Third-Party Service Provider ..o 8-3
ODFI/Third-Party Service Provider Relationship ........ccccccueureuniunerreenieeierereinenneineineieeeenenenessesessessssessessensensens 8-3
ODFI/Third-Party Sender Relationship ........ccccocuiuiiiiniiiniiiiiiiiccicc s 8-4
AGIELIMEIES ..ottt 8-5
Receiving Depository Financial Institution/Third-Party Service Provider Agreements...........cccecvuecuecuncnnce 8-5
RECEIPE Of ACH FILES...uuiriiiiieiriiricir ettt et bbbttt 8-5
Receipt of ACH Files and File PrOCESSING........ccviuiuiuiuriciiiiiiiiiicieie e sans 8-5
Receipt of ACH Files, File Processing and Exception Handling.........ccccceeveureureereereercrnennennenneeneeenensenennens 8-6
Originating Depository Financial Institution/Third-Party Service Provider Agreements............cccceucuunnce. 8-7
ODFI Use of Third-Party Service Provider for File Creation.........ccccveeveunernirneureeneerernernennenneeseeessenensensens 8-7

ODFI Use of Third-Party Service Provider for File Creation and File Submission........cccccoecvivicicicnnce 8-8
Third-Party Service Provider as Third-Party SeNder............vvveveerernernernerniinieneeeerenenrenessesseeseeessensenenens 8-9

Xvii



Automated Clearing House Transactions

Third-Party Service Provider as Contingency Processor ... 8-11
RULE COMPIIANICE ..ttt ettt bttt eeae 8-11
Data SECUTILY .....cuviiiiiiiiiiiiiiii bbb bbb bbb s 8-12
AUAIE REQUITEITIENTS ..ottt ettt bttt sttt bttt bttt eeae 8-12
OFAC COMPUAIICE ...ttt sttt sttt ettt ane s benas 8-12
Exhibit 8.1: Sample RDFI/Third-Party Service Provider Agreement for Receipt of ACH Files .................. 8-13
Exhibit 8.2: Sample RDFI/Third-Party Service Provider Agreement
for Receipt and Processing 0f ACH FILES........cocuiuieeeeereineiniineineineeienenenenseisessesessesse e essesessssessessessessessens 8-15
Exhibit 8.3: Sample RDFI/Third-Party Service Provider Agreement
for Receipt and Processing of ACH Files and Exception Processing...........ccveeeeeeeeeeeremrernerneesesneeersensensenens 8-17
Exhibit 8.4: Sample ODFI/Third-Party Service Provider Agreement
for File Creation and Submission t0 ODFL..........cceueuemnernemriineeneineeeeerenerenseiseseesessessessesessessesssssssessessesessens 8-19
Exhibit 8.5: Sample ODFI/Third-Party Service Provider Agreement
for ACH File Creation and Submission t0 ACH OPErator .........ccoceeveereeuricereeeireeeeseeeiesseessesessesessesesseseseseens 8-21
Exhibit 8.6: Sample ODFI/Third-Party Sender Agreement When Files Are Submitted to ODFI .............. 8-23
Exhibit 8.7: Sample ODFI/Third-Party Sender Agreement When Files Are Submitted to ACH
OPIALOT ...ttt ettt sttt bbbttt b et b sttt ettt bt 8-26

COMPLIANCE ISSUES

Chapter 9
Rules Enforcement

Initiation of Rules Enforcement Proceeding by @ Participant ..........c.ccveueuveurercrrencurecineeineeenceeeseeseesecsseesseaensenns 9-3
Initiation of Rules Enforcement Proceeding by NACHA ..........coovvirieiercrnemnenneineineeeeeeeenenesenessessessesessessensensens 9-5
ACHON PIOCESS ..o 9-5
Notice of Possible RUIES VIOLAION ....c.vueuieeieiiciicineieintieineieseeetetseet ettt sese st es bttt seseen 9-6
INOtICE Of POSSIDIE FINES ....ccuvuirieirieiieieiicict ettt sttt sttt eaees 9-6
ACH Rules ENforcement PAnel .........c.ccueieuriiiriciiciicriecieeiseeis ettt s sttt esae s seens 9-7
FINEs @nd Penalties .....c.ccurueuiueiiueiiieiciriciecieiccic ettt ettt ettt aes 9-7
Class 1 RUIES VIOLAtION ...ccuuiuiuiiiriacirieciricireei ittt ettt sttt 9-8
Class 2 RUIES VIOLAtION ......cuvuiueiuiiiniiicinicicieictei ettt et et eeacsneae 9-8
Class 3 RUIES VIOLAtION .....uruiuiuiriirinciriicireicicisei ettt bbbttt ettt ettt 9-9
SUSPEINSION.....viiiiiiiiiii bbb bbb s 9-9
Disputes Involving ACH TranSactiOns ...........ceeueuererriuriereeememerememessessssessessesesesesstssessssessessessessesessessssessessessesenns 9-9
Filing @ ComPIaiNt........ccciiiiiiiiiii s 9-11
DiSPULE ClaSSIICALIONS. c..ecvueeeuieireiresciriaeirescireie ettt seae sttt et sttt ettt eaeen 9-12
Procedure A: Damages $250 - $10,000.......c.coeueuriuremremermeimeieireeneineseeiessesesessessessessesesse e ssessessesssssssessessessesns 9-12
Procedure B: Damages $10,000 - $50,0001..........coceueeueremememremiuiseeemsenenensessessessesessessesessessessesessessessensenns 9-12
Procedure C: Damages $50,000+ ....c.euururueeereuneiriereiresermesseiessesseesesessessesesesessessesstsessessessesssssssssssssessessessesns 9-12
SElECtING ATDItIATOLS ...euvuveerecreerneieiiireeeie et eae st nae e 9-13
DCISION PrOCESS.....ocuiiiiiiiiiiiiiii bbb s 9-14
Payment and APPEAL ..o et 9-15
Tips for Financial Institutions on Responding to Reports of Possible Rules Violations..........cccccvveureeeuniuencnnce. 9-16

xviii



Contents

Chapter 10
Regulatory Compliance

Compliance Issues for Federal Government ACH Transactions ..........ceceureeeureeeeneueeerreemneessesessesessesessesesseseseseens 10-1
Comparison of 31 CFR 210 t0 the ACH RUIES........cccrueurieiiriiiriciniciictneeneeeeieecisescisescsesesseseeseseseseesesnenes 10-2
Reclamation of Government Benefit PAYIMENTS ........cccevereriiriinieniiniieneneneneieiseseesensenesessesessessssessessessensenns 10-3
Right of the RDFI to Limit LIability.....coceveuiiiiriciriciricieecect et seseeeseeseseesenneaes 10-4
THE GIEeN BOOK. ...ttt ese sttt st ssense s 10-5
Automated Enrollment for Government Benefit PAyments ...........ccccoocvcnininininicicnincnisiisiceennns 10-5
RETUITI BIETIES .ottt 10-6
Notifications Of ChANGe ..o 10-7
Refused Notifications Of CHange ..........ceveueueuneriirieeeeeeneeineieieieeienseneseseisessessesesse e sessessesssssssessessensenns 10-7
COMPHANCE TIPS..uvrriirireiriieincirincireeireeeireie ettt sttt sttt sttt ettt ettt be b saeseesesneacs 10-8
REGUIALION E ...ttt ese s st 10-9
Disclosure of INfOrMation .......cccueeeurecunicunicinieeineieeeieeeiree sttt s ettt sttt seaees 10-9
PEriOAIC STALEIMEIIES ......veveereiairieieeeeee ettt eeeeeese e bttt saesaenaennis 10-10
Authorizations and CONSUMET NOLICES ......c.ueureriueinireeiieiiieieieeciseeaseeesseeesstaeseaeestieese e ssesessesessesessesenns 10-11
CONSUMET LIADIIIEY....cvieieeecieieiieicieie ettt bbbt sse s et saesaeanis 10-11
EITOT RESOIIHION ...ttt et nae e 10-11
SOP PAYIMENES ...ttt 10-12
Notice of Debit Transactions Varying in AMOUNL ........ccceueueeeurecunecunictniesneeeneieneeeesessesessesessesesseseseseseseens 10-13
Notice of Preauthorized ACH Credits t0 CONSUMET ACCOUNLS .....c..curerecumermeririeeeeneersenenessessessesessessersenens 10-13
RECOTA RETENTION ....ueiueiniiniciicictecec ettt s sttt a s 10-13
RECEIPES ..ttt et 10-13
Electronic Communication REQUITEIMENTS .........cvueurueuiueeiueriericrrectnieeeneeeseeeneeesseseeseseeseseesessesessesessesessesenns 10-14
Federal ENfOrcement AGENCIES ........cvwueurueumeurereriiiieeeeeeresesessessessesessessessessesstssessssssessessesessesessssessessessessenns 10-14
COMPUANCE TIPS..ruvrrurmiecriieiiieieireeireei ettt tsebe bbb seae e ses ettt sttt sttt eactseacstaees 10-14
Uniform Commercial Code ATHCIE 4A .......cooniiieieeceeeeeeseie et ssesse et s s ssessessesaens 10-15
Compliance by Originating Financial INStHUtIONS ........ccccveuiiriiniiniinicicicii e 10-16
Execution of an Entry by the ODFI........cocviecremereiieneineieeeneeeseseesssseseesessessessesessessesssssssessessessesns 10-16
Acceptance of an Entry by the ODFLL.........ccoviiiiicccii e ssssssssssssessessesenas 10-16
Financial Institution as ODFI and RDFLL........ccccceeeiininineenieierceenneieineineseesessessesessesessesssssssessessesenenns 10-17
Cancellation and Amendment of Originated ENtries........coceucucuniniiniiniininininieiccnenesciesesenns 10-18
Liability for Erroneous Entries Transmitted by the ODFI........cccccvenneiniinieeeererernenenneeneeeeseeeesenensensenn: 10-18
Liability of the Originator for Erroneous ENtries..........covviviciiincinininiinininiieccsesecscisesesenenns 10-19
Commercially Reasonable SeCUrity ProCedULIEs.........c.ovveuveueeereermceernerneriineeeeeeesenerenessessessessesessessessenenne 10-19
Compliance by the Receiving Financial INStItUtION. ..o 10-19
Acceptance DY the RDFL.......c.cceeinininiieeeeenenetisessessssessessessesessesssssssssessessessesesessessssssessessessesns 10-19
Availability of Funds by the RDFI.........ccocriincirieiieeeiecinectectseeesseeesseaessesesese s esessssessesesseseseaes 10-20
Notification to the Receiver by the RDFI of Receipt Of ENtIY .....ccceueuniiriereeeeercreneinenneeneeneeeeeensensensennes 10-20
CROICE OF AW .ttt e e s sttt taees 10-20
COMPUANCE TIPS..euvueuiriuiiieieieieirieistse st stsetseseteh e b eae b sese b sese st s et bbbt e e st seb ettt bbbt ettt caes 10-21
Office of Foreign Assets CONLIOL ..........cuiiiiiiiiiiiiiiii it 10-22
ACH OFAC POLCY..cuvreieiieieceneneieineiseesees s sstssesessesse e ssess s s st ssessessssessessesessessesssessessessesnens 10-23

Xix



Automated Clearing House Transactions

Originator COMPLIANCE. .....c.cuuiuiiureecirieciricireicieic ettt et sttt s s 10-23
ODFIL COMPUAIICE ..ttt ettt bt seae sttt sttt sttt bbbt caes 10-23
Domestic TraNSACIONS .....c.cuiuiuiriiiiiiiiciciiice e 10-24
International TrANSACHIONS ....c.evucveucuiucureieireieireieeeieeet sttt sese st seb et bbb sese bbbt eb et eeaetneaes 10-24
Gateway Operator COMPLANCE .......c.ovucueucuriieiiieiiieicieeciree ettt sttt et seaees 10-25
ACH Operator as Gateway OPErator.........ccciiciiiiiiiiniii s ssaes 10-25
Financial Institution as Gateway OPerator ..........cecueecuricureeerniueuneremneuemereesessesesseacssesessesessesessesemesseessenes 10-25
RIDFT COMPHANICE. .. vvreirciireiineireseisesciseietsesetseae st b st seae b ses ettt sttt bbbt bbbt caes 10-26
Domestic TraNSACIONS .....c.cuiuiuiiiiiiiiiciciiice bbb 10-26
International TrANSACtIONS ....c.cucveverriureueiirrieereerenererti e sse st ssaessessesse e s s ssensessensenns 10-26
ReCEIVEr COMPLIANCE ...ttt ettt caees 10-26
Third-Party SErvice PIOVIAETS .....c.ccuiueureeieereiereieirieseeeeiene e essessesssee s ssessesse e essesessessessesessesessssssessessessens 10-26
Reporting REQUITEIMENLES .....c.ccuiiiiiiiiiiiiiiiii s 10-27
COMPUANCE TIPS..ruvrruiriiiriieiiieieirieiste st ises e tses ettt sese bt se b ses ettt sttt ses ettt bttt ettt caees 10-27
RegUIAtION CC....oiiiiiiiiiiii bbb 10-28
COMPUANCE TIPS..ruvrrurriiiriieieieieirietstie st sese st bt b tae b sese b sese st st bbbt sttt sts ettt bttt ettt caes 10-30
REGUIALION D .ottt ettt s e 10-30
COMPUANCE TIPS.euvrruiriiiriieiiieieiriseistie sttt et bttt sese b sese st s et bbbt sttt ses ettt bbbt ettt teaes 10-31
Exhibit 10.1: Model Clauses Contained in Appendix A of Regulation E
to Be Used for Initial Disclosures and Error Resolution NOtICE. ........c.cuveveerirrecrreeirereinercineieneieeeeeeiseensenes 10-33

RiSK MANAGEMENT

Chapter 11
Risk Management

Credit (Exposure) Risk fOr the ODFI ..ottt ssesese sttt sesessesesasseens 11-1
ODFI Controls for Credit RISK ........c.oceiiriiiriciiciicniciececie ettt ssesessesesseseescsseacs 11-2
EXPOSUIe LIMit POLICIES ..ecvuiuiuieineieinciiaeiriicicieirei ettt st sttt eseen 11-3
Credit (Exposure) Risk for the RDFL.........ccooviiriiieiniieeiriceieisineicieisieietetseese et sessae ettt et st senens 11-4
RDFI Controls for Credit RISK.........ceeeeereeremereieriirieeeeneneitieieeseisssessessessessesssssssssessessessessessessessssessessessensenns 11-5
OPEratioNal RISK.....c.cueuiiiueieiriieieir ettt ettt bbbttt ettt bbbttt seneae 11-5
HArdWare FAIUIE ........c.ovuveerereieiireireeei ettt e nsenanae 11-5
Controlling Hardware Failure..........ooiiiiiiiiiiic s 11-5
SOEWATE FAILUIE ...t s 11-6
Controlling Software Failure.........cooiiiiiiiii s 11-6
TelecoMMUNICAION FAIULE «...cuvuimiiiiicieccee et sse s e 11-6
Controlling Telecommunication Failure ...........ooiiiiininiiiic s 11-6

POWET FQIUIE ... e s 11-7
Controlling Power Failure ..o 11-7
HUMAN EITOT .ottt sttt aen 11-7
Controlling HUman EITOT ... ssssssss s 11-8
INEfHCIENt STATEING....couivieceeecc st 11-8
Controlling Staffing ISSUES.........ccoiiuiiiiricici s 11-8




Contents

SYSEEIMIC RISK ..ot 11-8
Controlling SYStEMIC RISK....c.cueuiiiurieriieieieieireeiieieeeene it sesessesas s ssessessensenns 11-9
DiSASTET RECOVEIV ...ttt bbb s 11-9
EXCUSEA DLAY ...ttt ettt et nae s 11-9
Conducting an ACH RisK ASSESSINENL ........cccuiuiiiiiiiiiiiiiiii s sss s 11-10
Regulator Risk Assessment Expectations and GUIAANCE ........c.ocvveveeeercrererniinieneeeeeneneenensesseseseensesensennes 11-10
Risk AssesSMent CateZOTIES ........ccuiuiuiuiiiiiiiiiiiiii bbb bbb 11-11
ACH PIOCESSING......oiuiiiiiiiiiiici bbb 11-12
Internal CONIOLS ..o bbb 11-14
Credit Risk Management.........c.cuceeueueueiienieerenereneseisessessesessessessessessesssssssssessessessessesessessssessssessessesenns 11-18
Vendor ManaeIMENt........c.ecueueuiueiiueieineersietseaesseaesseae st seae s ssessssesssaessssesstaesstsessssessesesscsssacssacsssacsnsaes 11-20
BOAId AWATEIIESS ......occvviveiiiiiircii st 11-21
Risk ASSESSMENt TEAM......couimiiiiiiiic bbb 11-22
Risk Assessment DOCUMENTALION .....c.vuveererereririeeeeereneneneiseesesseeessessessessesessesessessessessesessesessssessessessessenns 11-22
Regular RiSK ASSESSIMENL ........cuvuiueueriuciiiciiieieieieieeeteeseteese e ssese s ssese ettt seae sttt seacscaees 11-22
Remote Deposit CAPLUIE. .....c.c.eueuiiiieiririririrerer ettt sesese s s se s a s s s e s s e eaeaeasaeaes 11-23
RiISK ASSESSIMENLT.......ouiviiiieieiiiiii bbb b 11-23
Legal and Compliance RISKS .........cvvureureuerererereiiiiieeeerenene st s ssessessesessessesessessessessesessessssessessessensenns 11-24

OPEratioNal RISKS .....c.cuiiuiueiiiicieieiricieteir ettt ettt ettt bbbttt ettt etaeanies

Mitigation and Controls
Due Diligence and SUitability ... s 11-26
Vendor Due Diligence and SUItability ..........c.oveeeeeeernirniniineininccieeeeiseeeeeene e ssessensenennes 11-26
RDC Training for Account HOIAETS..........coviiiiiiiiiiiiiccc s 11-27
Contracts ANd AGIEEIMEINLS.........cuucveueueuiirieieereerererersts sttt ssaessessesse et ss s s ssessessessenns 11-27
Business CONINUILY .....cciiiiiiiiiiiiiiiiiiiiii bbb 11-28
Other Mitigation and Control ConSIAErations.........cceuereurirreureureeeeeereremenesseseesessensenesessessessesessessessensenns 11-28
Measuring and MONITOTING ..ottt seeess e et s s sessesenns 11-28
COMPUANCE TIPS.vuvrirrriueiireiriieieieietreseiresetses ettt bbbttt st sebe s eb ettt bttt bbbt bt bbbt taeseeas 11-29
Exhibit 11.1: Sample ACH Risk Management POLiCY.........coccureuricunicinieiniieecirecreeneeneeeeeeeeseseseesesnenes 11-31
Exhibit 11.2: ACH Risk Assessment CheckIist .........cceuriineirieriererenenneiieieeeenenenesessessessssessessessesenns 11-37
Chapter 12
Fraud Risk

Internal Fraud RisK........oooiiiiiiiiii s 12-1
Protect Physical PrOCESSING AT@Q .......c.vuuvevmerereririirieeeienenseitiessesssasssessessessessestsssssssessessessesessessssssessessessessenns 12-1
Encrypt Transmitted Data..........cocueeeurecinicinicinieeeiciecirecseee e seeeesese ettt sese s s saessaees 12-1
Control and Test SOftWare CHamges ........c.cceueuerrerriunieeeereneiiieiesseisseessensessesestasesessessesse e ssessessessssessessessensenns 12-2
Protect Originator and Third-Party Sender Settlement Information...........cccceuvivivinicincncninininisicien, 12-2
USE ACH File CONLIOLS .....cuueerermiriiiieiriieiieieneieeieieee e sse st eseese s e ssessensensesncs 12-2
Schedule Originated Files..........coiiiiiiii s 12-3
Send File ACKNOWIEAGEMENLS.........cueeieeieerrerereiretiiieeeieneneti et ese s nse e 12-3
Balance Files Throughout PrOCESSING .......c.cceueuicuriciriciriiciieecinciecetectseieeee e ssesessesesseseesesseacs 12-4
EXternal FIatd RISK........ocevueveererereiiiiiiieieiceccieieiti s sse st ssssse s s sessessesssssssssensensennis 12-4

XXi



Automated Clearing House Transactions

Know Your Customer O MEIMDET .......c.ccuueueuicuicirietiaeiiieeeaeesessesesstaesseeesesessesesseseesessesessesessesesnesessessesesseaes 12-6
Controls for the Originator and Third-Party SEnder...........ccvriricrererneneninieeeeeeeeseseseesesessessenenenn: 12-6
ACH Network Fraud-Fighting TOOLS ..........ccceviiiiiiiiiiiiiiii s 12-7
EXPOSUIE LIMIES....cuiiiiiiiiiiiiiccic et nas 12-8
Setting EXposure LIMILS.... ..ottt 12-9
Monitoring EXposSure LIMS.......iiiiiiiiiciiiii s 12-10
Reviewing EXposure LIMits ... 12-10
Controlling Incoming ACH Transaction Fratd.........ccccceiineninicreneneenieeeeeseneneessessessssessessessensenns 12-10
ACH BlOCK ..ttt sttt ettt nae e 12-11
ACH ReCeipt AUTNOTIZAtION .....cevieiriticiiciccirct ettt ettt 12-11
Reverse Positive Pay ... 12-11
AccOUNt MONILOTING ..oviiiiiiiiici bbbt 12-11
Returning an Unauthorized ACH DeDbit .......ccccocviiiiiiiiiiiiiiiiicc s 12-11
Fratd COntIOL TIPS ...c.cuueueueeeeiieieieieireeeireseisei ettt sttt st sese bbbttt bbbttt eeas 12-12
ACH AvupIit
Chapter 13
ACH Rules Compliance Audit

AUAIE BASICS.vvuveeruruireireieiiiieereense ettt s sttt 13-1
ACH Participants That Must Conduct an AUdIt.........c.eeurecureerreerneeineieeieeereeireeee e sese s eaesseaesseaens 13-1
Audit DOCUMENt REEEINEION. c...cucvueruiriirieieciiserseiereitieee et sse s st seese s s e a e ssessensensnacs 13-1
AUditor QUALITICALIONS ...veveeieeeeietceeetccteete ettt ettt ettt ss et e s et ess et ensesensebessesensessnseseasesssesesesssensanan 13-1
Conducting a Risk-Based ACH AUt .......cccoeurniiniieeececreneiiieieiesieeensesesessessessesessesse e ssessesssssssessessessessenns 13-2
AUt WOTKSREELS ...ttt ettt eaeen 13-2
Audit WOTKSREets UPAALE .......cuvuiuriuiiiciiciiiciieceee ettt bttt 13-3
Completing Audit WOTrKSREEts ..o 13-3

Make @ NOte Of CONLIIDULOLS .....cuuvuurerrcreieiiiiieieeeere et sessese s s sse e ssensensenns 13-3
Retain Documents COPIES........oviviiiiiiiiiiiii s 13-3
STANAATAS ..ot 13-3
SAMIPIIIIG oot 13-4
Rules Compliance Audit Requirements for All Financial Institutions.........ccoc.eeeeeeurecineceneecneeeeneesenenseennenes 13-4
RECOTA RELENTION . ...ttt ettt sttt 13-4
Electronic RecOrd REtENION.......c.ovuvuevmeueueiiiiieeeeeereneieieisetseesie s s essesess s sse s ssesssssssessessessensenns 13-5
Prior-Year Audit VEriflCation......c..ccvueueeeiniurinciricinecireeirie ettt ettt sesesscsenns 13-5

Data SECUTILY ...t 13-6
PaYMENT Of FEES .....couviiiiiictrctc ettt ettt 13-6

Rule Compliance Audit Requirements for the RDFL.......cccoeuiuriiinicinicinieineencisieiseeiseseseseseseeseseeesseesseans 13-7
PrenOtIfICATIONS. c..cevuiueieieincieeciectr ettt ettt 13-7
NOtHICAIONS Of CHAINZE ....uvrveeeceeirieicieietreeieeeeee e e e nse e 13-8
Acceptance Of ACH TTanSACHIONS .....c.vucurucuiueeiueeiieneiersciresessesessesessesesesesseseesessesesseaessesessesesesessesessessescsseae 13-8
AVAIIADIILY O CIEAIS ...vucvuererceeceieeieicieietreieiceee et e nse e 13-9

Xxii



Contents

POSting Of Debit ENIIES.....c.ovucuieciieciiicieicieieicirectrecree ettt saeseene 13-9
Periodic StAteMENLS. ..o 13-10
Returned ENEIIES. ..o bbb 13-11
Returned Credit ENEIES ........cooiiiiiiiici s ssssssssesses 13-12
Return or Adjustment of Erroneous ENtIY ..ot ssesesesesseseesessenes 13-13
SEOP PAYIMIENT OTELS .....orvreecerericreieieieiei ettt ses s sae s 13-13
Stop Payment Order Placed on Source Document or Item (Adjustment Entries) .........ccccocovivvincicnncn. 13-13
Written Statement of Unauthorized Debit.........ccceiiiineriiniciceeeinieieeeneneeesessesseeessensenensennes 13-14
Notification Requirements for UCC ATticle 4A........c.oceueieuriciricinicinicinienteeneeeeieeseeessesessesesseaeseaens 13-15
Corporate Payment-Related Data .........c.ocveeeveeveremreriiniinieneieierienenesesessessesessessessesessesessesssssessessessesenns 13-16
Third-Party Service Provider as Receiving POINt.........ccoceuveurecuriciricrnicinieieneeeeeecseecsseesseeesseaesseaens 13-17
Rules Compliance Audit Requirements for Originating Financial Institutions ..........c..ceeveveereveeercervennennes 13-18
AGIEOIMEIIES ..o bbb 13-18
EXPOSUIE LIMILS....cuiuiiiiiiiiiiiicciccc et 13-20
WEB ENETIES ..ottt 13-20
REtUIT ENETIES ..ot 13-21
Notifications 0f ChaN@e ..........cciiiiiiiniiiiiiii st 13-21
COPY Of AULNOTIZALION .....eoeeeeeeiiee et e 13-22
Permissible RetUrn ENIies. ........ccciiiiiiiiiiiiiii s 13-22
UCC ATHCIE 4A ..o bbb 13-23
Agreements Obtained Over Unsecured Electronic NetWork ........c.cccvecureeunieeneeinesncrneceneceneceneenneaes 13-24
Reversing Files and ENTIIES .....c..ccueuieiiiierieerereneeineieisesseee s sesssssssessessessessessessessssssssessessensenns 13-25
Back-Office Conversion Entry OTiGINators .........cccueeecuricureecrnieeuneeeeneiemereeesreessesessesessesessesesesssesseessenes 13-25
Reporting t0 NACHA ... 13-26
Direct Access RegiStration ........ccovviviiiininiiiiii s 13-26
Keeping Originators and Third-Party Senders Informed of Responsibilities ..........ccccoouvruiiiriinniicinnnncs 13-27
Review of the ODFI/Originator AGIeement .........ouiiiiiiiiiuniiiiiisieieieisisiesssssssse s sessssssssssssssssesse s 13-28
Review of ODFI/Third-Party Service Provider Relationship ..........eueecureunerneiriereeeeeeerneineneneineieeeenensenennes 13-29
ODFI/Third-Party Service Provider AGreement...........cocvviviciiineiniininniiieisiieeesesssssssssssssesse s 13-30
Third-Party Service PrOvIAer AUIt.......ocvcuiuieeeeeerereiieineireieeeeeeseneisesseeeese e ssessessssessensessesennes 13-30
Review of ODFI/Third-Party Sender Relationship.........ccccccviiiuniininiiicinciniiniiiiccccccicieeeins 13-30
ODFI/Third-Party Sender AGIeement........coccueuereririiriureereeeeienererenessessesessessessessesessessessessssssessesesenns 13-31
Third-Party Sender AUdit. ..ottt seaees 13-32
Third-Party Sender/Originator AGreemMENt .........coeuemeriuriererreereeersererereesesseeeesessensensessessessessssessessessessenns 13-32
Review of Policies and Procedures...........cccciiiiiiniiiiiiiiiisiceciiics s 13-33
Receiving Financial INSHEUHON ....c..ccueuciierieererere et sesseseesesse s ssess s s ssensessessenns 13-33
Originating Financial INSHULION ....c..ccuiucuieeiniieiiieicieecirecieeceeei et ssese s ssese e seesesnenes 13-33
AUGIE REPOIT ottt ettt st ettt ettt 13-34
AUGIE SCOPE ..ottt naebenae 13-34
Summary of Audit RecOMMENAALIONS ........cveriririeeeeeereeieireieiseieeie et sse st ssessessensensennes 13-35
Audit Rating and COMMENES .....c..ceuiueiiuriciiciriciricitiettieeeie ettt ese st s sse et ssesessesessesenns 13-35
Date of Prior ANnual ACH AUIL .....cueeeeieeicicieieiriieeecenee et ssesse e ese s sse s sessessessssessessessessens 13-35
Audit of Received and Originated ACH ACHVItY.......ccceuviiiiiiiiniininiicce s 13-36
Rules and Regulations COMPUANCE ......c.cueuveeveeremeriiiiiineieeieienenesesessesseaesessesse e ssessesssssssssessessessenns 13-36

xxiii



Automated Clearing House Transactions

Review of Third-Party Service Provider and/or Third-Party Sender Relationship .........cccccovuvivicicinnincines 13-36
Review of Policies and PrOCEAUIES.........ccuuereriiriieeeceeneeieisetseeseeeese s sessessesessesse e sessessessssessessensensennes 13-36
Exhibit 13.1: Sample ACH AUdit POLCY .....cucuiueuieiieiieicirciecieictneiceeieteeeieeseisese e sese s seesesseacs 13-37
Exhibit 13.2: Sample RDFI Audit WOTKSDEEL........c.ciueumiurieirieiricireieineicieieieieeci et 13-39
Exhibit 13.3: Sample ODFI Audit WOIKSheet ........ccccuriiiueiriiiieirieeieireeeice ettt 13-46
Exhibit 13.4: Sample AUt REPOIES.....c.ovuiuiueeiieirieeiriieieieieireeireic sttt teb ettt et 13-54
Sample Checklist-Style Audit Report for Receiving Financial Institution.........ccccocueeivininininicicincincnnen, 13-55
Sample Checklist-Style Audit Report for Receiving and Originating Financial Institution .........cccceee.... 13-57
Sample Audit Report for Receiving-Only Financial INStitution ..., 13-60
Sample Audit Report for Receiving and Originating Financial INStitution .........ccccecverereereeeeerensennennes 13-62

APPENDIXES

Appendix A

Glossary of Terms
Appendix B

Regional Payments Associations

Appendix C
Direct Financial Institution Members of NACHA

Appendix D
ACH Operators

Appendix E
EPN Rules 2011

Appendix F
Federal Reserve Banks Operating Circular No. 4

Appendix G
Resources

Appendix H
ACH Considerations in a Merger or Acquisition

Appendix I
ACH Risk Management Guidance

XXiv



	About the Author
	How to Use This Manual
	Summary Table of Contents
	Introduction to the ACH Network
	Chapter 1
	Introduction and Overview
	Chapter 2
	ACH Transactions

	ODFI and RDFI Issues
	Chapter 3
	Origination of ACH Entries
	Chapter 4
	Receipt of ACH Entries
	Chapter 5
	Returns and Corrections Generated by Financial Institutions

	Other ACH Participants
	Chapter 6
	Corporate Originators
	Chapter 7
	ACH Operators
	Chapter 8
	Financial Institution/Third-Party Service Provider Relationships

	Compliance Issues
	Chapter 9
	Rules Enforcement
	Initiation of Rules Enforcement Proceeding by a Participant
	Initiation of Rules Enforcement Proceeding by NACHA
	Action Process
	Notice of Possible Rules Violation
	Notice of Possible Fines

	ACH Rules Enforcement Panel
	Fines and Penalties
	Class 1 Rules Violation
	Class 2 Rules Violation
	Class 3 Rules Violation
	Suspension


	Disputes Involving ACH Transactions
	Filing a Complaint
	Dispute Classifications
	Procedure A: Damages $250 - $10,000
	Procedure B: Damages $10,000 - $50,000
	Procedure C: Damages $50,000+

	Selecting Arbitrators
	Decision Process
	Payment and Appeal

	Tips for Financial Institutions on Responding to Reports of Possible Rules Violations

	Chapter 10
	Regulatory Compliance

	Risk Management
	Chapter 11
	Risk Management
	Chapter 12
	Fraud Risk
	Internal Fraud Risk
	Protect Physical Processing Area
	Encrypt Transmitted Data
	Control and Test Software Changes
	Protect Originator and Third-Party Sender Settlement Information
	Use ACH File Controls 
	Schedule Originated Files
	Send File Acknowledgements
	Balance Files Throughout Processing

	External Fraud Risk
	Know Your Customer or Member
	Controls for the Originator and Third-Party Sender
	ACH Network Fraud-Fighting Tools

	Exposure Limits
	Setting Exposure Limits
	Monitoring Exposure Limits
	Reviewing Exposure Limits

	Controlling Incoming ACH Transaction Fraud
	ACH Block
	ACH Receipt Authorization
	Reverse Positive Pay
	Account Monitoring
	Returning an Unauthorized ACH Debit

	Fraud Control Tips


	ACH Audit
	Chapter 13
	ACH Rules Compliance Audit

	Appendixes
	Appendix A
	Glossary of Terms
	Appendix B
	Regional Payments Associations
	Appendix C
	Direct Financial Institution Members of NACHA
	Appendix D
	ACH Operators
	Appendix E
	2006 Electronic Payments Network: 
Rules of Membership and Operating Rules
	Appendix F
	Federal Reserve Banks Operating Circular No. 4
	Appendix G
	Resources
	Appendix H
	ACH Considerations in a Merger or Acquisition
	Appendix I
	ACH Risk Management Guidance




