Summary Table of Contents

PART I: BANK SECRECY ACT

Chapter 1 Overview of the Bank Secrecy Act

Chapter 2 Establishing and Managing a BSA Compliance Program
Chapter 2A Customer Identification Procedures

Chapter 3 Recordkeeping Requirements

Chapter 4 Reporting Currency Transactions

Chapter 4A Reporting Suspicious Activity

Chapter 5 Funds Transfer Recordkeeping Requirements

PART II: ANTI-MONEY LAUNDERING
Chapter 6 Overview of Anti-Money Laundering
Chapter 6A Anti-Money Laundering and the USA PATRIOT Act

Chapter 7 Asset Forfeiture
Chapter 8 Developing and Implementing an Effective Customer Due Diligence Program
Chapter 9 Electronic Money Laundering Schemes

Chapter 10 High Risk Accounts in International Banking
Chapter 11 Office of Foreign Assets Control

PART III: APPENDIXES
Appendix A FAQs on 31 CFR Chapter X (Available Only on CD)

Appendix B Treasury — Specially Designated Nationals and Blocked Persons Master List
Published by OFAC

Appendix C  Sanctions by Country or Targeted Group
Appendix D SAR Activity Review — October 2011 (Available Only on CD)

Appendix E  Frequently Asked Questions About Complying with the BSA and OFAC
(Available Only on CD)

Appendix F U.S. Money Laundering Threat Assessment (Available Only on CD)
Appendix G OFAC Economic Sanctions Enforcement Guidelines (Available Only on CD)

ix



Bank Secrecy Act and Anti-Money Laundering Service

Appendix H  FinCEN Special Due Diligence Programs for Certain Foreign Accounts
(Available Only on CD)

Appendix I  FinCEN Mortgage Loan Fraud Update (Available Only on CD)




Contents

ADOUL ThE AULTNOT ...ttt e e ettt e e e e e e e e e e e e eeeeesesnaaeeeeesesseanaeaeeeas 11l
HOW t0 USE ThiS MaANUAL........uueeeeeeiiiii e esesesssssssssssnsssssssnsssnnnnnnns A\
SuMMAry Table 0f CONLENLS........cccviiriieriieiieiie ettt et e seeseesaeebeesbeesbeesteesesesssessseesseessensseens X

Part I: Bank Secrecy Act

Chapter 1
Overview of the Bank Secrecy Act

OVEIVIEW ...ttt ettt ettt et h e e ettt e h et e s bt e st et e s bt et e e bt ebtebe e bt enee bt eaeentesbeemeenaesbeennens 1—1
Subpart A — Key DefiNitions .......ccevieriiriieiieiieieeeeste sttt ettt st eee e 1—2
BaANK ettt ettt b e sttt 1—2
Financial INStEULION «....eeieiiieieieeeieiec ettt sttt ettt sne e eas 1—3
FOTeign Bank .........coouiiiiiiiiiee ettt ettt sttt 1—5
Foreign FInancial AZENCY ......cccviicuiiiiiiiiiie ettt ettt et be e srae e ebeeearee e 1—5
COMIMON CAITIET . ...cueetieeietietiete sttt ettt e e et este e e e st e e e steeseete st e ensesseeneenseeseeneenseeneensesseeneens 1—5
AT ONE TIIMIC. ...ttt ettt b ettt et et sb et e st e bt et e e bt est et e ebe e e e sbeeneenees 1—5
CUITEIICY -ttt ettt ettt ettt ettt ettt ettt ettt e st e bt e s at e e s bt e e sabeesabteeateeeabeeesabeesabaeasbeesabeeesabeenans 1—6
DEPOSIt ACCOUNL.......viiiieiiieiieeiieeeieeete et e et et e e s teeesteeessseessseeesseessseeanseeensseessseeenseessses 1—6
DIOTMIESTIC ..ottt ettt ettt s h et e bt et et e bt et esbe et et e ebt et e ebe et e nbeeneenees 1—6
INVESEMENT SECUTTLY ...eeuiiiiieiieiiesiieeie ettt ettt et e e s te e be e e e bt e seeesaeesneeenseens 1—6
Monetary INSTIUMENLS .......veiiieiiiiieeeciieeeeiieee ettt e e et e e eeire e e sebreeesenbaeeesenbaeeesensaeeesansaeesennes 1—6
POISOM ...ttt ettt sttt et et s e st 1—7
SEIUCEUTINE ......veeeveetierieeseeeteete et et et e teseteesbeesseesseessaessaesssessseasseasseenseenseesssesssesssessseensens 1—7
Transaction ACCOUNL ......cccueeiieiiiiie ettt sttt ettt e bt e st e sate et e e bt e bt e sbeesbeesaeeenseens 1—7
BUSINESS DAY ...ieuiiieeiieiieeeee ettt ettt e et e e te e st e e s tteessbeeensaeenseesnreeesaeennteeennaeennnes 1—7
Subpart B — Anti-Money Laundering and Customer Identification Procedures ................... 1—8
Subpart C — Reports Required to Be Made ........cccoevieiiiiiiiiieieeieiee e 1—8
Subpart D — Reporting Requirements of All Business Entities..........ccccoeevveieiieecieenveeennnn. 1—10
Subpart E — Sharing Information with Other Financial Institutions and
Law ENfOIrCEMENT .....ccvviiiiiiiiiiciii ettt ettt e et e e eab e e sateeentaeeseseeeanas 1—11
Information Sharing with Federal Law Enforcement Agencies..........cccceeeveeeeueeenveennennns 1—11
Designation of Contact PErSON.........cccveviieiieiieniieiicie ettt ere v ere e see e ene e 1—11
L0034 Ui T (5014 1 11 2T RPUPSSPSRP 1—11
Voluntary Information Sharing Among Financial Institutions ............ccccceeeveveeeeveenneenns 1—12
Certification to Share INformation ............ceceiieierenieeree e 1—12

3/12

X1



Bank Secrecy Act and Anti-Money Laundering Service

521 0311 SRS 1—13
Voluntary REPOTTING.......cccvierieeriieriierienieeteeteeie et estteseeseaeseaeesseeseeseesseesssesssessseensesnsees 1—13
Failure to COmMPLY .....cooiiiiiiieeeee ettt sttt e neeas 1—14
Subpart F — Special Due Diligence For Correspondent and Private Banking
Accounts and SPEcial MEASUIES .........cccverierirriieiieiiesiteseeseesteereebeeseesseesseesssessseenseeseens 1—14
Subpart G — Administrative RUINES ......cccveviiiiiiiieieieeee e 1—14
Subpart H — Enforcement, Penalties, and Forfeiture...........c.cocveeviiiviieicie e, 1—16
ENTOTCEOMENT ...ttt et be e e e 1—16
Authority for Criminal InVestigations..........ccccveriveriieeeieerieeseeseesie e ereeeee e 1—16
CAVIL PENALTIES ..eutieiieieie ettt ettt et ettt e be e b e s be e st e st e et ens 1—17
Criminal PENAItIes ........ceouiiiiiieiiieieeee ettt et 1—17
ASSEt FOTTRITUTE ...ttt ettt st 1—18
SUbPArt I — SUMIMONS ...coueieiiiiieiiieeie ettt ettt st e et be e bt e sstesneeenteenseenseas 1—18
Subpart J — MiSCEIIANEOUS .........eeiviieiiieciie ettt ettt e e ae e re e etreessveesreeesereesereeas 1—18
Rewards for INfOrmants..............cooeiiiiiiiniiiee et 1—19
Photographic or Other Reproductions of Government Obligations.............cccceevveuennen. 1—19
Chapter 2

Establishing and Managing a BSA Compliance Program

INELOAUCTION ...ttt st st et e bt e bt e bt e saeeeateenteeneean 2—1
POlICY REQUITEIMENLS......cuviiiieiieiiiecie e eie et esite st esreereebe e reestaeseaessbeesbeesseesssesssesssesssessseessens 2—2
Common Weaknesses in BSA Policies and Procedures ...........cccocveveevienieneennenceeenenne, 2—3
INEETNAL CONIIOLS ...ttt sttt et be e bt e sbe e st eateeneean 2—4
INAePendent TESHINE .......cccvieriieriieiieeieereereee et e b e et e et e estaesteeseressreesseesseessaesssessseesseasanns 2—5
Follow-Up and Reporting to the Board of Directors.........cccuvvevverieereenienienienieeieeieeniens 2—7
DOCUMENTALION ...ttt ettt et et e et e e st e e e bt e e stbeeeaveeebaeeseseeensaeeeseesnsesenenas 2—17
BSA Training PrOZIami........ccccuiiiiiieiieiiieeiee ettt e etteete s veeetaeesbeessbeeessveesssaeesseeesseessseeas 2—8
Internal or EXternal TraiNing.........ccccceevveeriieriesienriereereeseesieesieeseeesenessseesseessessseesssessnes 2—10
DOCUMENLALION ..ottt ettt et et e et e et e e etee e tbeesabeeetaeeseseesssaeesseesaraeenns 2—10
Bank Secrecy Act Accountability POIICY .......coccviieiiiiiiieciiieeeceeee e 2—11
Bank Secrecy Act Examination GUIdEInes ............cccvevveeriierierreriinrieieesieesee e senesne v e 2—16
Core vs. Expanded ProCedUIES.........c.cccvivciieiierieniesie ettt sene e enseesaeseens 2—17
Scoping and Planning Your Internal Process...........cccovvieveiriiniieniieiieieieeesie e 2—17
Audit Administration and Pre-Audit Preparations...........ccccveveeveenieiieecreecieeneeeesieeenn 2—17
Internal Control QUESIONNAIIES ........ccveeeeveieeriieireeetieeeteeeeteeeereeeereeeereeeeareesseeeereeeeareeans 2—18
Review of Previous Audit Recommendations..............cccveeeciiieiiiiiiieeiie e 2—18
Review of Your Bank’s BSA/AML Risk ASSESSMENt .........cocueeviieniienienieiiieieeieeieeeen 2—18
Assessing the Risk of Banking Operations ............ccecvevververienvenneeieesieesieeseesnesenenenas 2—19
Products and SEIVICES ......cccveeiieciiesiieiieriie sttt ettt e sttestaesbeesbe e beeseesseesssesnseenseesaens 2—20
Customers and ENtIties .........ccooouiiiiiiiiiiiiie et 2—21
Geographic LOCALIONS .....ccveivireiiiiieieeiieesieeete e ere vt e e steeseaestnessaeesbeesseesseesssessnenens 2—22

Xil



Contents

The HIDTA PrOQIam .......cccviiiieiiesiiesiesreereeteeteesteesteeseaessvessseesseesseesssesssesssesssessenns 2—24
High Risk Money Laundering and Related Financial Crimes Areas........c..ccccceeenuee. 2—26
Private Banking and Trust Departments ...........cccceeveerierieniieeiieesieeieesiee e see e 2—28
Lending FUNCHON ........ccoviiiiiiieciieiceieeeesee sttt ere et vestbeeeb e esseessaessaessnessneans 2—29
Safe Custody/Safe Deposit BOXES........ccevverieriiiiiniieieeieeieeseesee e ere e eseenees 2—29
Currency Transactions REPOTLS .......ccverriiiiiiiiiiieiiesieste e 2—30
Monitoring of Cash Transactions for Suspicious ACtiVity.......ccccvveevveerieercreeerrveennnen. 2—30
Employee Knowledge and Training ...........ccceevvevieiieiiieiieereeieeieesreesieeseesnessneeveens 2—30
Anti-Money Laundering/Bank Secrecy Act Basic Procedures...........ccccovceevencneene. 2—3l1
Updating Your RisK ASSESSIMENL........cccuuieriieiiieeiieeiieeeieeesieesreeeereesreeeeeeeseseeevneessseas 2—35
Examination ReqUest Letters ........ccceviiiiiiciiiiiiiierie et sr e s seee 2—36
Risk Assessments for New Products and Services ........ccccooeveevenenienenenienenceene 2—36
Department/Employee Questionnaires and Internal Reports...........ccoecceevievieriirenenns 2—37
Common Errors in BSA Risk ASSESSMENtS ......cc.ceiuiiriienieniiiiiiieeieeieeie e 2—37
Preparing for and Managing the Exam Process ...........ccccovereeniniininienieneienceeseeen 2—38
Assigning an Examination Manager ............cceceeviirieriieeiieesieesieenicesee st eie e enieens 2—38
Interagency Statement on Enforcement of BSA/AML Requirements ...........cccccvveennennns 2—139
Failure to Establish or Maintain a Reasonably Designed BSA Compliance
o (07 1 SRS 2—40
How Examiners Will Determine Severity of Violations..........ccceeevveeviierieescieeecieesieenns 2—40
Systemic or ReCUrring ViolationS .........c.cccververcrierieniiesieeseeseeseesenesreseneesseesseessessses 2—41
Isolated or Technical VIOLations .........c.cecereeieriiriienieniieieieeeesesee e 2—43
Consolidated BSA/AML Compliance Programs ...........cccceeeueeiiieiiiesieeneenieneesieeieeiens 2—43
Structure of the BSA/AML Compliance Function............ccceeevvveviiencieeecieecieeeree e 2—44
INadequate PrOGrams..........ccoccvieviieiieiieiiecreere et eseesee e sreesbe e e e taesebessveesseessaesaens 2—45
Failure to Correct Previous Program Violations...........ccccceeveevienienienienieeieeieeiens 2—46
BSA Reporting and Recordkeeping Requirements..........c.cccceeeeveeecrieenieenveeeeneeennen. 2—46
RecOrd RELENEION........eeuiieieiieiieiiee ettt ettt st ae et ae e 2—46
Exhibit 2.1: Sample Bank Secrecy Act Compliance POlicy .........ccccevvvevieciinriinnieeninnns 2—48
Exhibit 2.2: Sample BSA/AML Overall Bank Risk Assessment..............cccccceerueennenne 2—59
Exhibit 2.3: Audit Program SUMMATY .........ccccceeeveeriienieniienienreereereesseesseeseesnesneens 2—63
Exhibit 2.4: Bank Secrecy Act Audit Program..........c.ccoeevvevieviienienieniiniecieeieeiens 2—68
Exhibit 2.5: Bank Secrecy Act Policy Checklist..........ccoevervienieniiniiiiieieeieeieeenne 2—80
Exhibit 2.6: Currency Transaction Report Checklist .........ccccovveviieiciiiniiiiniieeieee, 2 — 81
Exhibit 2.7: Monetary Instrument Data Collection Checklist...........cccccereerienrnceneene. 2—82
Exhibit 2.8: Wire Transfer Checklist .........cccovieriiiiiiiiiiiieeceeceecee 2—283
Exhibit 2.9: Designated Exempt Entity REVIEW .......ccoovvviiiiciiieiiiecieeie e, 2—84
Exhibit 2.10: BSA Interview Questionnaire Personal and Private Bankers ............... 2—385
Exhibit 2.11: BSA Interview Questionnaire Tellers ........c..ccoeeevviiiciieiiicciiceieeenne. 2 —88
Exhibit 2.12: Bank Secrecy Act Training Outline ...........cccecceeveenienienienieeieeeeiens 2—91
Exhibit 2.13: Bank Secrecy AcCt QUIZ ........ceeeviiiiiieeiiierieeeiee et esieeeeeeesvee s 2—92
Exhibit 2.14: OFAC QUIZ .....voiiiiiieiieeeiee ettt ettt et e eeaee s 2—98
Exhibit 2.15: Audit Tools for Transaction TeSting .........ccceeveereerieriienierieeieeieenenn 2—103
Exhibit 2.16: SWOT Matrix for BSA/AML Product/Service Risk
ALSSESSITIEIILS ...ttt ettt ettt ettt et e bt e sbe e sat e st e e bt e s bt e sbee st e bt e bt e e ebeenbees 2 —107

xiii



Bank Secrecy Act and Anti-Money Laundering Service

Exhibit 2.17: BSA Record Retention Requirements............cceeeveeeveevvierieenieeneennennn. 2 —108
Chapter 2A
Customer Identification Procedures

Institutions Subject to the CIP RUIE .......cceoviiiiiiiiiiee et 2A—1
Holding Companies and SubSIdiaries ...........ccoeceerieeriienienienie e 2A—2
Bank SubSIAIATIES ......ceovieuieieieieieste ettt ettt ne et enean 2A—3
CIP REQUITEIMENLS. ....c.vietieriieeeieeieeteeteeteesteessaessseesseesseesseessaesssesssessseesseessessseessessssesssenssennes 2A—4
Accounts Subject to CIP REQUITEMENLS .......c.eevuieriiirieiiiiireie ettt 2A—5
EXCIMPLIONS. ....eiiiiieiiieeiieeeite et eete e ettt e et e et e e ebeeestbeeesbeeesbeeessseessseessseeesseesnsseessseennses 2A—5
Indirect Lending and Loan Participations .............cceevevierienieiiesreeieereesieeseesnesnesenes 2A—6
Data Processing, Data Warehousing, Data TranSmiSSion ..........c.ceceevveerveerieervervenvennnes 2A—6
Customers Subject to CIP REqQUITEMENtS ........cc.eecevieieiireriieiiiieie e e 2A—6
Additional or Substitute AccoOUntholders ..........cceceririeriiieere e 2A—7
Accounts With POWET 0f AttOINEY .......ecvvriviriieeiiieiierieereerte e eieesie et e e seaeseae e 2A—7
SIGNETS ON ACCOUNLS ....eeuiieiiietiestierteertiestteetteeteeteenteesteesatesatessseenseeseesseesseesssesnsesseenseens 2A —38
Accounts Held DY IMINOTS ......ccvieiciiiiiiieiiieeeiesiee et et eeite e eebaeestaeesateeeevaeenneeensneas 2A—9
Trust Accounts and ESCTOW ACCOUNLS ........cecuiruiriiriirieiirieeiesie ettt 2A—9
Pension Plan AdminiStrators .........c.eeceiieciieiiiiieeieeeiie ettt e e eveeeaee e ereeeeree e 2A—10
Agent Banks for Credit Card ISSUETS........ccveecviiiriieiiie ettt e 2A — 11
Administrators of Non-ERISA ACCOUNTS........cocuiiiiieiiiiieieeeeeeee e 2A —11
Banks Acting as Transfer AENt ..........cccvevvveriierierienierie sttt eeeesieesreeseeessne e 2A—12
EXCIMIPLIONS. .. teiiiiiieiieectie ettt et e bt e et e et eeeteeestbeessteeessseesssaeessseessseesnsaeensnes 2A— 13
EXIStING CUSTOIMETS ....cuvveiviiiiieieieeieeieesieesttesetesereesreesseesseesseesssesssesssesssesssesssessseesssesssenes 2A—13
Reliance on Third Parties ..........ccooiieieiiiiiiiiie e 2A— 14
Identity Information Collection and Verification..............ccoeceeveenienieniirnieeieee e 2A — 15
Required Customer Information to Be Collected...........cceevviieciiiiniiiniieeieeiee e, 2A — 16

FinCEN Ruling Regarding Street Addresses for Persons Who Are Victims
of Certain TypPes OF CIIME ....c.eevuvieiiiiieiieiieierie ettt 2A — 17
Exception for Persons Applying for a Taxpayer Identification Number ................. 2A — 18
Trusts and Taxpayer Identification NUMDET .........cccceevviiviieviienieierieeeeee e 2A —18
Members of Religious Groups That Have No SSN .....ccoooiiiiiviiniiiiieeeeeee 2A —18
Special Rule for Credit Card ACCOUNES.........ceecuieriieriierierie ettt 2A — 18a
CUusStomer VerifiCation ..........ocueiuieieiieieiieie ettt sttt sneeneas 2A — 18a
Verification Through DOCUMENLS .........cceeveieriiiiiiiiieieerieenee e sre e 2A—19
Consular ID Cards........ccueeievieeiiiieeiie ettt et etee e v e e eabee e 2A —20
Verification Through Nondocumentary Methods...........ccceeeevieeiiienciieecie e 2A —20
Additional Procedures for Certain SIZNETS.........c.eccvveevierreereerierieesresireesreesseesseesseessnens 2A —22
Lack of VETifiCatION ......cc.ceviiriieiiiiiieie sttt 2A—22
RECOTAKEEPING. ... eieceviiiiiiecieeeee ettt ettt e et e et e e et e e esebaessbaeessae e sseesssaeensnes 2A —23
Sales of Loans While Retaining the Servicing Rights .........c.ccccevieviiviieniienienreeieee, 2A —24

X1iv



Contents

Comparison wWith GOvernment LiStS........cccccvievirviieriierienieriesreeieereesreesieesenesnesnessveesses 2A —25
CUSTOIMET INOTICE ... eeutitieiieieet ettt ettt ettt ettt et e e b et e b e bt et e sbeemeenaesaes 2A —125
Banks Acting as Agent of Insurance COMPANY ..........ccecveeererirenieerieenieenieseeeeeeieeseeeseeenees 2A —26
Assessing Individual Customer RiSK..........ccccevviiiiiieiiiiniieiericriecee e 2A —27
CIP Examination ProCedures...........c.cceouirieiieniiiieieiieeieetee e 2A—29
EXam DocUmMEeNtation.........cc.cciiiiiiiiieiiieeiee ettt ettt et e e treeevee e aaeesebeeeareeseveeenees 2A —32
Exhibit 2A.1: Sample Customer Identification Procedures ............c.cceeevverviennnnne 2A —34
Exhibit 2A.2: CIP Documentation Checklist for New Personal Accounts.............. 2A —43
Exhibit 2A.3: CIP Documentation Checklist for New Commercial Account.......... 2A —44
Exhibit 2A.4: Model Language for Customer NOtICE.........ccccvveeviierieeerieenreeeieenns 2A — 45
Exhibit 2A.5: NAICS Codes for Moderate- and High-Risk Businesses.................. 2A — 46
Exhibit 2A.6: BSA/CIP Risk Assessment Spreadsheet ...........cceevevievieeniencieennnnn, 2A —47
Exhibit 2A.7: FinCEN Ruling on Address Confidentiality Programs...................... 2A —48
Chapter 3

Recordkeeping Requirements

Monetary Instrument Recordkeeping Requirements...........cccccueeveieienieeeciieenieesieecree e 3—1
Customers Of Your Bank .........cccooieiiiiiiiiiiiee e 3—2
INOTICUSTOINIETS ... veeeeeeiiieeeeiteeeeeitteeeetteeeeetteeeeeereeeesasseaeesssseeeesssseaessssseaeansssseessssseeesnnsseeenns 3—2
OFAC Searches on Monetary Instrument Sales..........cccveeviiiriiieeiieniieeie e 3—3
Forms for Recording the Information .............cccceeeeviiiieiienieniesie e 3—3
Suspicious Transactions Involving the Sale of Monetary Instruments .............c.cceeveenee. 3—5
Common Errors in Monetary Instrument Recordkeeping........c.ccoccveeveviiiiieenieesiee e, 3—6

Extensions of Credit Recordkeeping Requirements............cccveeveeriienieeneenienresreereereeseeenenns 3—6

Recording Cash on Deposit Tickets and Loan COUPONS ..........ccvevveerieerieerieneenreereereeseeeeens 3—7

TIN Requirements for Certificates of Deposit and Deposit or Share Accounts...................... 3—7
Source of Funds on New CertifiCates........cooierierieniiniinieiieeieesie et 3—7
Redeeming Certificates 0f DEPOSIL .....ccvieviiriiirieiieiie ettt seae e e 3—8
EXCOPLIONS ...ttt ettt ettt et et e et e e bt e e st e sate e beebe e bt e sbeesneeenneenneea 3—38

Exhibit 3.1: Sample Separate Forms for Transaction Information .............c.cccueenneee.. 3—10
Chapter 4

Reporting Currency Transactions

INEPOAUCTION ..ttt sttt et b e sbe e sbe e s et eaeeas 4—1
Currency Transaction REPOTLS........cvecuierieriiriiiiieiieieee et et et e e ebe e eseesseesseessaesnnesnneans 4—1
General Reporting REqUITEMENLS ...........oocuieiieriieiieiieeie ettt 4—2

XV



Bank Secrecy Act and Anti-Money Laundering Service

Additional INfOrmation...........cceeieieiiiieee et 4—3
WHhen 10 File @ CTR ..couiiiiiiieee ettt s 4—3
IMULEPIE PEISOMS. ...coutiiiiiiiiieiteite ettt ettt sttt et e ettt e s s e s steenteenseebeesbeesaeesnnaens 4—4
MUltiple TTanSACLIONS. .....ccveeriieiieereere et eteesitesresereebeeseesteesteesesessseesseessaesseesssesssensseasenns 4—5
01 E70) 101 14 157 115 PSR 4—9
Transactions Conducted on Someone’s Behalf.............cccoooiiiiiiiiiiiiiii e, 4—10
Customer’s Failure to Provide Necessary Information ............ccccoeevvveviieiieeccieenieeeiees 4—14
FinCEN’s Answer from Ruling 2000-1 ..........ccccoivevieiiiieiiieieeieeeeeesee e eveere e 4—14
Transactions Between Money Transmitters and Their AZents .........c.cceceveveeieeneneenene 4—15
FIling DEAdIINES ....ccvviiiiiieiiieiieeciie ettt ettt e ettt s v e e e teeeabeesabaeessaeesnseeensaeenes 4—16
FINCEN’S BSA E-FIliNG ....cccvtiitiiiieiieciecie ettt ere e ete et taeseseseveessaessaenneas 4—17
Accurately Completing Part IT of the CTR .......cocvvviiiiiiieieeeceeeeeee e 4—17
Common CTR Filing EITOTS.......cc.iiiiiiiiiiieieeieeseesee ettt st 4—19
Correcting CTR Filing Errors: Multiple Commercial Transactions.............cccceeeveerenennne 4—21
Correcting CTR Filing Errors: Double-Endorsed Checks ..........cccccovvvvveiinciinciinciienieennenns 4—22
SEOLION Aottt ettt et e et e et e e eteeeetbeeeareeestseesabesessaeeasseeessesessseesssesansseessseeenes 4 —23
Lack of INFOrMation ........coouiiiiiiiieieee ettt st 4 —23
SAR FIIINES...cuviiiiiiiiiieieeieeste e ste bt ereesee st esteestaestaesssessseesseesseesssesssesssesssesssenssees 4—23
Actions Taken Against Institutions for CTR Violations..........c.cecceeveereereeniescnennenns 4—24

L5 G5 10101510 4TSS 4—125
Supporting Documentation for Exempt Persons..........cccocvevveriienciiiiieceenieniesee e 4—28
Reasonable Determination .............ceveriereririenienieiesieeee et 4 —28
Exemption for Tribal Casinos ........cccceevieeieriiieiiiesiereecie ettt st 4 —28a
Structured TranSACTIONS ......eevutiiuiiiieeieeitte ettt ettt et e st e st e et e et e bt e s bt e sbeesaeeeateeneeeneeas 4—30
What Is a Structured Transaction? ...........cccceeeeierieiereneeee ettt 4—30
What Are the Penalties for VIolators?.........cccviiviiiiiieeeiiiecieeeee ettt 4—33
How Can You Prevent Bank Employees from Assisting in Structuring?...........c.c.ccu...... 4—34
Exhibit 4.1: Form 104 Currency Transaction Report...........ccecvveevievrievienienienneenens 4—35
Exhibit 4.2: Currency Transaction Report Checklist .........cccooveviviniininiiiininieene, 4—39
Exhibit 4.3: Designation of Exempt Person Form 110 .........cccccoeiiiiiiniininniiiiieens 4 —40
Exhibit 4.3A: Guidance on Completing Form 110 .........cceoevevevieciieviinieniecieseeeiens 4—42
Exhibit 4.4: Depository Institution Checklist for Back-Filing Determination............ 4—43
Exhibit 4.5: Customer CTR Pamphlet .........ccccooviiiiiiiiinieiiccceeeeeee e 4—45
Exhibit 4.6: Customer CTR Pamphlet in Spanish...........ccccooevvieciiiniieniiieie e 4—47
Exhibit 4.7: FInCEN FAQs on CTR EXemMPtion.........ccccvevveriieiieniieriienee e eveeieens 4—49

Chapter 4A

Reporting Suspicious Activity

Regulatory REQUITEIMENLS .....cccvveiiieiiieiieiieiesieste et eiee st eseeesereesseessaesseesssesssessseenseenseensaens 4A —1
Reporting ThreSholdS .........iiiiiiiiiieieece ettt et e e e e e beeeeveesaneeens 4A —2
Reporting MeEthOd.........ccviiiiiiiiiiiecie ettt e e et e e e staesebeesbeesseeseessnens 4A —3

Xvi



Contents

Notifying Your Bank’s Board of DIr€CtorS........ccccvvvevuieriieriierieiieiee e ereeieesieesieesneseneeenas 4A —3
SAR QUALILY ..eevveeeiieiieiieiteeeste st et e et et et et e st essbessseenseesseesseessaessaesssensseanseanseenseenssessees 4A —4
Advice on Filing SARs from Law Enforcement...........c.ccoeoveiieiieiennienienienceie e 4A —7
When t0 File the SAR ...ttt sttt s 4A —38
Filing SARs on OFAC List or 314(2) MatChes........cccevverierieiieeieeieeeesee e see e 4A —9
Information Sharing Between Law Enforcement and Financial Institutions................. 4A — 10
Form for Grand Jury SUbPOCNAS ........ccccviiiiieeiiieciieeiie ettt e e 4A — 10
Law Enforcement Inquiries and REQUESLS........ccccevviiiiiiiiiiienieriecie et 4A — 11
Requests by Law Enforcement for Financial Institutions to Maintain Accounts.......... 4A — 12
SAR Investigations — Systems to Identify, Research, and Report Suspicious
AACTIVIEY ettt ettt ettt ettt ettt e st et e e te e st e bt en e et e eh e et e eaeene e teeneeneenaeane 4A — 13
Identification of Unusual ACHVILY .....cceevvververiiriieiieieeseeseeseeseee e ere e e e es 4A — 15
Employee [dentifiCation...........ccceeiieriiniiiieeieeeeseesee e 4A — 15
MaANA@ING ALCTES.....ccocuiieeiieeiieeeieeetee e e ereeerte e et e etee e aeestaeeseseessseeesseessseeessseans 4A — 15
Identifying Underlying Crime..........ccccvevierieriiiieniieieereeseeseee e e e ssveeseesseees 4A — 16
Deciding Not to File @ RePOTt.......ccceeviiiiiiiiiiiiiiesieeee e 4A — 16
SAR Filing on Continuing ACHVILY ......cccviiicieeerieeriieeieeecireesreesieeesieeesereeesnneeseneas 4A — 17
Prohibition of SAR DiISCIOSUIE.......cccueiuiiiiiiiieiere ettt 4A — 18
Sharing SARS with Affiliates and Parent Companies and Other Special
CATCUIMSEAIICES ....veeuveetieeiieeiie et et et et estte st e sabeeabe e bt e bt e sbeesstesaeeeateenbeenbeesbeesbeesneesateenee 4A — 19
Affiliate Defined .........cooieiiiiee e 4A — 19
National SECUTILY LetterS.....cccuiirierieriieiieiteieeeeree e ste e reebe e seaessaesnneenseenseensees 4A —20
Frequently Asked Questions on FInCEN’s Helpline ...........ccccoeoieiiiiiininniiiiicces 4A —21
Dates on Corrected SARS....c.iiiiiiiie e 4A —21
Individual Tax Identification Numbers and Social Security Numbers ............ccccuveneee 4A —21
Reviewing CTRS for SUSPICIOUS ACLIVILY ..eouveriieiieeiiesiieciieriie sttt 4A —22
FIling DEAAIINES .....vveeeiiieiiieciiecite ettt ettt e et e et e e et e etbeessreeestaeessseeessaeessens 4A — 23
SAR Supporting DOCUMENTAtION .......c.ccvierieeiiiiierieieesee e sre e ereereeseaeseaesenessreesseesaens 4A —25
Retention 0f RECOTAS .......ooiiiiiiiiiiiieiee ettt 4A —27
INtETNAl CONIIOLS ...ttt ettt st e st e et e et e e b e sbeesaeesaeas 4A —27
FinCEN Statistics 0n SAR FiliNES .....ccvevieviiiiiiieeiieieeeeeeriee st ere e eve v e seaesenes 4A —31
Suspicious Activity Reporting for Suspected SCams ..........ccevverieriieriieniienieeieeeeeniene 4A —31
Mortgage Loan Modification/Foreclosure Rescue Scams ...........cccceeviveiieciienieencenienne 4A —32
Reporting the Suspicious ACIVILY ......cccviieeiieriiieeiie e e eciee et eree e sreeeereesreeens 4A — 32
Home Equity Conversion Mortgage (HECM) Fraud Schemes...........ccccvveeveerierneennnnns 4A — 34
International LOtery SCAIMS ......cccveeiiriieiieiieiierieseesteere e et eteesseesseesssesnseenseessaens 4A —35
Determining the SUSPECT ......ccviieiiiiiiieeiie ettt ettt e e e e reeereeesebeessreaens 4A — 36
Examples of SUSPICIOUS ACHVILIES ...vvevieriieriierierieerieriereesseesseesseeseeessnesssesssesssesssessseessees 4A —36
Suspicious Activity Involving Elder ADUSE ........c.ccccvervieriirierieeie e 4A —38
Potential Indicators of Elder Financial Exploitation...........cccecveviieciienieeneeneenienns 4A — 38a
Suspicious ActiVity REPOITING .......c.ceeeviiiiiiiiiiieiieeciie et eree e eree e 4A — 38b
Example of Suspicious Activity Involving Terrorist Financing Activity ................... 4A —38c
Reconstruction of Hijackers’ Financial ACtiVIties .........ccceeviveriienienienienieeieeneen 4A —38c
FinCEN Analysis of SAR Filings and Other BSA Information.............c.c.cccvveunnne 4A — 40
L T I 4 110 01T SR 4A — 41

xvil



Bank Secrecy Act and Anti-Money Laundering Service

Identifying and Filing SARs on Account Takeover ACtiVity .......cceceevererienieeceneenne. 4A — 44a
Completing the SAR ......cociiiiiriieeeeeeee et s ense e 4A —44a
Criminal Law Relating to COMPULETS.......ccceeriirirrieeieeieeste e ie ettt seee e eeeeneeas 4A — 45
Frequently Asked Questions Regarding Computer Intrusion ...........cccceeeveeereeeveerveennenns 4A — 46
Special SAR Form Completion Guidance Related to Identity Theft and Pretext
L0 1 11T 4A — 48
Examples of Criminal CaSES ......c.ceecvieiiiieiiieeeiieeiieeeieeeiteeereesteeeseveesreeessseesseeeeseessseeas 4A — 48
Investment Fraud SCheme ..........cocoiiiiiiiiiiiiiiieetee e 4A —49
125-Count Indictment in $2.7 Million Embezzlement Case...........ccccoceverreieeneriennenne 4A —49
CUStomS Frautd .....coouooiiiiiiii et s 4A — 49
Counterfeit Check Fraud .........o.cooieiiiiiiiiieeeee e 4A — 50
Organized Crime Network Attacked.........cvevvevierieeiiieiieieecesieree e 4A — 50
Indictments of Criminal OrganizZation..............cceereerieriieereeneeriesee e eie e seee e 4A —51
Nigerian Advance FEe SCAM .........coviiieciiiiiiiiciie et 4A — 51
Bankruptcy Fraud by Family...........coceveiiriiiiciiiiieiece et 4A —52
Bankruptcy Bust-Out SChemE........ccoviiiieiieiieiieie ettt 4A — 53
Forging U.S. Treasury CReCKS ......c..cooiiiiiiiiiiieciie ettt 4A — 54
SARs Identifying Money Laundering of Drug Sale Proceeds .........cccoceeeeienveniennennee. 4A — 54
Laundering $5.9 Million in Drug Proceeds.......c.ccvevevvirieienieieieiieeiesie e 4A — 55
Largest Medicaid Fraud Case in the Nation..........ccccceevevieeiieeniie e 4A — 55
Material Support of Terrorism Investigation...........cccceevveeiercrieciieriiesieseesee e sveeneens 4A — 56
Purported Charity Evading Reporting Requirements.............cccocceevverciencieeceeneeneennnns 4A — 56
Unlicensed Hawala Operation........cc.cooeevuererienienenieneneeienieetenie e 4A — 56
Structuring Transactions to Avoid CTRs on Drug Proceeds .......c.cccecvvevvvieecivienveeennnn. 4A — 57
TAX EVASION..c.ueitietieietieee ettt ettt et e e bt e bt e e aesbe et e seeneenee e 4A —57
Insider Fraud Contributing to Bank Failure ............cccccoooiiiiiiiiniiniieeeeeiee 4A — 58
Money Remitting Business Laundering Drug Proceeds ..........cccceevveerviieecieenciieeinene, 4A — 58
Money Laundering and Pyramid SCheme .........c..cccveevieviienieniiniiciecicee e 4A — 58
Predatory Certificate of Deposit Fraud Scheme.........c.ccccvevvevieniiniienciieieceeeeeiene 4A —59
Bogus Life Insurance Investment Vehicles Identified through SAR Filing.................. 4A — 60
Examples of Civil Money Penalties ..........ccccueviircrieiienieniesieeie et seeesne e 4A —61
Right to FINancial PriVaCY .......c.ccccvveuiiriieriierierieeie ettt sveebeebe e snnes 4A —62
COUIT CASES ..veeeurrieiiieeiie ettt e ettt ettt et e ettt e sttt e sttt e bt e e s bt e ebteesabeesabeeesabeesabeesbeeesabeesbeeas 4A — 62
Marfa National Bank of TeXas........ccoecuiiiiiiiiiiinieiie e 4A — 62
Riggs National Bank ..........c.ccceevuieriiinieiieiie ettt sre e e reeseneseneesne s 4A — 63
Mertill LYNch V. GIEEM ....c.evieiieiieiieiiecie ettt st eesne s 4A — 63
Safe HarbOT ..cc..eeiiii e 4A — 64
Confidentiality of Customer Financial Information..............cccoecvevevincriivieenieniiesneenens 4A — 64
Patricia Lopez v. First Union National Bank ..........c..ccccooiiviiiinniininiinee, 4A — 65
Jose Daniel Ruiz Coronado v. BankAtlantic Bancorp Inc.........ccccceviiviiiiinennnn 4A — 69
DiSclosure GUIAEIINES ......ccueeeuiiriieiieiienie ettt s 4A — 171
Safe HarDOT .....oc.eeiiiieieiee et 4A — 171
Impact Of USA PATRIOT ACE.....iciiieiiiieieeieeeeeieete ettt ettt st aeste s ensesneesse s e 4A —73
Exhibit 4A.1: Suspicious Activity RePOrt........ccceevviiiciiiiiiieiiieeie et 4A — 74

Xviii



Contents

Exhibit 4A.2: Suggestions for Addressing Common Errors Noted in Suspicious

ACIVILY REPOTHING ...eovvieniieiieciiecieeieeie ettt sttt re et ae e e sseestaesenessnesnneenns 4A —179

Exhibit 4A.3: Attachment to SUDPOENA ........ccceeviiriiieiieiieieee e 4A — 84

Exhibit 4A.4: Writing Effective SAR Narratives ........cccccveeeveeereeviienieneesie e 4A — 86
Chapter 5

Funds Transfer Recordkeeping Requirements

BSA Rulemaking AUtNOTILY ......ccvevveiiiieiiieiieiienieste st et esreeseeseeesaesreeseesseesseesssesnseenseensens 5—2
K@Y DEIINITIONS ....eeuvieiieeiieeiieeie ettt ettt ettt e sttt e et e e bt e s beesaeesabesaseenbeenseeseensean 5—3
Broad Definition of Funds Transfers ..........ccoccooiiiiiiiiiiiiiiieee e 5—6
UCC APPICADILILY ... veivveireeieeieeeieecte ettt ere e e te et esebesbeesseessaesseessaesssesssesssesssessseesseesssessens 5—6
EFTA TTanSaCIONS. ..c..eeiuiitieierteeiteteetcete sttt sttt st e e sb et e st eat et sbe et et sbe et e bt eneeneeeneenees 5—8
EXCMPt TTANSACTIONS ....eiiviiiiiiieiiiectieeite et e etee et e et e etae e s beeetae e tbeesssaeessseessseaensseensseesnseens 5—9
Exemptions Based on Regulation E..........c.coieiiiiiiiiiiiecececeeeeeeere e 5—10
Exemptions Based on Originator and Beneficiary Identity...........coccovereenineniencncnnenenen. 5—10
Wire TTanSTer SYSEEIMS .....eevuiiriiiiiiiiieie ettt ettt ettt ettt e st eteebe e beesaeesneeenes 5—11
FOAWITE. ...ttt ettt et e sb e bt e st et eebeeneean 5—11
Clearing House Interbank Payments SYStem .........cccccevvvereieerierienienienieniesve e eieeieens 5—12
Continuous Linked Settlement Bank............cccocoiiiiniiniiniiiieieeeee e 5—12
Informal Value Transfer SYSteIMS ..........ccciiiiiiiiiieiiie et e 5—12
CoVered INSHIULIONS ...oiveeieieieieieete ettt ettt et s bt et e e e st et e sbeeneeneeeneeneenes 5—13
Recordkeeping Rules for Banks ............cccieiiiiiiiiiiiiieieceeieee e 5—15
Common Errors for Funds Transfer Recordkeeping...........cccoceveeeciiiieiieiiiiesiie e 5—18
Recordkeeping Requirements for Nonbank Financial Institutions..........ccccecceveiveceneneennn. 5—19
Rules Pertaining to Bank and Nonbank Financial Institutions............c.cceeeveevvereereeneenenenne 5—21
Identity VerifiCation .........ceereerieiieiie ettt ettt ettt eee e 5—21
The Travel RULE......cc.ooiiiiiee ettt n 5—22
Transactions in FOreign CUITENCY ........ccvvevvieriieriierieiieereereeieesteesteesenesereesressseesseeseessns 5—23
Retrievability RUIES........cociiiiiiiiieec et e 5—24
Record Retention Period .........c.coiiiiiiiiiiiieieee et 5—25
Notification of Affected DepartmMents...........cceecvieevieriiirieriecie et ere e ereeseeeees 5—26
CrosS-Border TTanSTETS ......c..eeieriiriieieieeiees ettt st 5—27
Risk Factors for Fund Transfers ...........ccooeerieriiiiieiieeie ettt 5—27
Pay Upon Proper IdentifiCation.........c..ccvevrierieriienieiiecieere e sieestnesenessreesreesseesseesenas 5—28
RISK MItIGATION. ... eeeieeiieeiieeieeieesieesitestestesre et et e seessaeseaesssessseesseessaesseesssesssesssennseensees 5—28
Money Laundering Red Flags for Wire Transfers ...........cccceveevieniiniineiiieiieeeeecee, 5—29
Exhibit 5.1: Outgoing Funds Transfer Form Established Customer......................... 5—32
Exhibit 5.2: Incoming Funds Transfer Form Nonestablished Customer .................... 5—33
Exhibit 5.3: Outgoing Funds Transfer Form Nonestablished Customer..................... 5—34
EXhibit 5.4: WIT€ LOE ..c.eveieiiieeiie ettt ettt ettt et e sve e e tae e e e ssreeesevaesnree s 5—35
Exhibit 5.4A: Sample PUPID LOZ.....c.cciieviiriecieciieie ettt seve e 5—36

XIX



Bank Secrecy Act and Anti-Money Laundering Service

Exhibit 5.5: Wire Transfer Recordkeeping Checklist for Financial Institutions......... 5—37
Exhibit 5.6: Sample Internal Control Questionnaire for Funds Transfers .................. 5—39
Exhibit 5.7: Bank Secrecy Act Recordkeeping Rule for Funds Transfers and

Transmittals of Funds 31 CFR Chapter X.........ccocevieiiieiieeieereereeieeseesee e seveeneens 5—41
Exhibit 5.8: Interagency Guidance on Cross-Border Funds Transfers ....................... 5—52
Exhibit 5.9: FinCEN Travel Rule Questions and ANSWeErS............ccceeeeveeeniieeeveeennnen. 5—56

Part II: Anti-Money Laundering

Chapter 6
Overview of Anti-Money Laundering

INELOAUCTION ...ttt ettt st et e bt e bt e bt e saeeeateeateeneean 6—1
The Money Laundering PrOCESS .........ccviviiiriieiieiieiiictieeesree st sre e ereere e sereseressseessaeseas 6—1
PLACEINENIE ...ttt ettt sttt ettt et aees 6—2
LAYCTINE ..viietiieiie ettt ettt ettt e et e e tbe e et eeeabe e e tbeessbeeessseessseeensaeenssaeansesensseassaesnsseesses 6—3
INEEEIATION L..vvieevieiiecite ettt et et et e v e et b e et e et e staestaeesbeesseessaesseesssessseassaassaessaesseesseenssenns 6—4
Examples of Money Laundering ACHVILY ....c.cccvecvieerierierieiieeieeieeieeseeseeesevessreeseesseessnesnnes 6—4
Example 1: Operation Polar Cap.........ccceecuieiieiiiiiiiieeeertesee ettt 6—4
Example 2: Magazine ShiPIMENTS ..........coccvieecuiiiiiieeiieeieecieeeieeesreeeneeesereessreeeeseessseeenens 6—5
Example 3: Real EState LOans.......c.ccccvevierieniiniisiicieeeerieesee et eie et saeesenesnne e 6—5
Example 4: FICtIOUS ACCOUNLS ......cccuieiieiieiieriierite ettt ettt siee st eee e e seeesbeesaaeeaeeens 6—5
Example 5: Operation C-Chase.........cccveiiieeciiieiiieeieecieeecreeeieeeseeeeseveesvreessreesereeesneesens 6—6
EXample 6: BCCI CaSE ......ccovieriiiiieiiiciiiereeieesieeseesaeeveeteesteesiaesssesssesssassseesssesssesssesssenns 6—7
Example 7: Hypothetical Problem — “The Perfect Commercial Crime”...........c.ccccceueee. 6—7
Example 8: Colombian Black Market Peso Scheme...........cccoevieviiiiciiiniiecie e 6—28
How the Cartels Manipulate the Colombian Black Market Peso Exchange
1131 BT SRRP 6—9
How Peso Exchangers Place Dollars into the U.S. Financial System...........c..cccce...... 6—10
Potential INAICAtOrS .....coouieiuiiiiieieeee ettt 6—10
How SAR Initiates Investigation of Major International Narcotics
OFGANIZATION ... et etieiietiesiie ettt et et et e st e et e st e e be e bt e bt e sseesaeesnteenseenseesseesaeesnsesnsenane 6—11
Example 9: FinCEN Concern Regarding Antigua and Barbuda Financial
TTANSACTIONS .. .eeeeteeiiete ettt ettt et e et ea et e st e ee e teeae et e st e st e seeseemeeaseeseensesseentenseeneensenes 6—12
Example 10: Money Laundering Through ATM .......cccccovvviiviiiniienieiie e 6—13
Example 11: Money Laundering Through Phone Card Sales...........cccccecvevienienveneennen. 6—13
Information Drawn from the Suspicious Activity Reporting System...........c.cccveennenne 6— 14
Example 12: Financial Transactions Associated with Criminal Fund-Raising
ALCHIVIEIES ...ttt etieetee ettt ettt sttt et e bt e st esat e s ate et e e bt e bt e satesaeeenteenteetaesseesneeeneennes 6—15
Case 1 — Use of @ BUSINESS ACCOUNT......cc.eiriiiiiiiieiieieeees et 6—15

XX



Contents

Case 2 — Multiple Accounts, Single Address........cccevververerercrieciienieeneeseesee e e 6—16
Case 3 — MONEY OTAEIS.......c.ieiieriieriierie e ete ettt ettt saesaessseesseeseessaessaessnesnnennns 6—17
Case 4 — WIre Transfers........ccceeriiiiiiiiiiieie ettt 6— 18
Case 5 — Foreign Currency EXChange..........cccvveevviiciieniiiiniie e 6—19
Example 13: Nigerian Fraud Scheme............cccooovvviiiiiiiieiieiece e 6—20
Nigerian Advance Fee Fraud OVerview.........ccccoviiviieiieiiieciiecieeceeeree e 6—21
Example 14: Coupon Redemption Fraud...........ccccooovieeoiiiiiiiiiiicie e 6—24
Legitimate Retail Coupon Redemption Process ........c.cceeeveevvieviierienienieiiecieeveennens 6—25
Illegal Coupon Redemption ProCESS .........cccuvriieriieriienienienie e eieeieesiee e snesene e ens 6—26
Indicators of Suspicious Transactions in Coupon Redemption Fraud........................ 6 —28
WHRAL 10 D0ttt s 6—29
Example 15: USDA Food Stamp Program ...........cccccceveerieniiierieenieeniesie e eieeee e 6—29
Example 16: Suspicious Endorsed/Third-Party Checks Negotiated Abroad ................... 6—32
WHRAE 10 D0ttt ettt ettt 6 —35
Example 17: Refund Anticipation Loan Fraud ..........cccccceveivviiniiniineeieeeeceeeeee, 6—36
Legitimate Refund Anticipation LOans.........cccceveiririiieiieenieeneeeieee e 6—36
How Refund Anticipation Loan Fraud Schemes Work ............ccccoevviiniiiiiciieniieenen. 6 — 37
SAR FIIINES...cuviiiiiiiiieeieestesteste et e ereereesteesteestaestaesssessseesseesseesssesssesssesssesssenssees 6 —38
Example 18: Stored Value Cards and Online Payments .............cccecveveveecieecieeneeneeneennen. 6 —38
Stored Value Cards ........oceeiieiiiiiiei ettt 6—39
VUINETADTIIEIES ...ttt ettt et et e st e e e s aeeneeneesneeneens 6 —40
Online Payment SYSEEIMS ........cccvvrvveeriierienieniesieeteesieeseeseeesenesereesseeseessaesseessnesssennns 6 —40
Example 19: Fraudulent Mortgage Elimination Scheme ............cccccoevievieniinnieeieeeenen, 6—41
Example 20: Restaurant Owner Structuring Bank Deposits ..........ccceeevvveviieicieencieeenneens 6 —42
Example 21: Structuring by Mortgage BroKer...........ccccveeeviiviiiniienieniecieeie e 6—43
Domestic Shell Companies and Money Laundering ...........ccceeeeevieriinieniieeneeneeneesieeeees 6—44
Federal Law and Regulation to Deter Money Laundering..........cccoeveveeeeiieenieenieeesieeecvee e, 6—44
The Money Laundering Suppression Act of 1994 .........c.covvvieviiiieicieciece e 6 —45
Criminal STATULES .....evvieiiiiieiieie ettt sttt ettt et s b et e st et e besbeenee e 6 —46
Case Law EXAMPIES ....cc.eeiiiiiiiiiiieeie ettt sttt e 6—47
Money Laundering and Financial Crimes Strategy Act of 1998.........cccccvvevvevievverieennen. 6—49
National Money Laundering Strat@@y ..........ccevververiuercieeireenriesieeieesseeseeesnesnessessseens 6 —50
Designating High-RiSk AT€aS .......cceeiiiiiiiiiiiieieee ettt 6—>51
SUPPOTE PIOZIAIM .....eviiiiiiiiieccieeee ettt ettt e ae st e e ea e e s beeesaeessseeessneenns 6 —>51
Treasury and Justice Money Laundering Strategy .........cccvevverververrenieenreeseeseeseesveseneenns 6—>51
Exhibit 6.1: Money Laundering and Financial Crimes Strategy Act of 1998........... 6 —52¢c
Exhibit 6.2: Sample Anti-Money Laundering Policy and Procedures........................ 6—56
Exhibit 6.3: Potential Money Laundering Risks Related to Shell Companies............ 6 — 66

poel



Bank Secrecy Act and Anti-Money Laundering Service

Chapter 6A
Anti-Money Laundering and the USA PATRIOT Act

Key Provisions of Title I1L.........ccccviiiiiiiiiiiiiiecie ettt ee et e e seae e vee e e sanee e 6A —1
Section 311, Special Measures for Jurisdictions, Financial Institutions, or
International Transactions of Primary Money Laundering Concern...............ccccvveueenee. 6A —2
Section 319, Forfeiture of Funds in U.S. Interbank Accounts ...........ccccceeevvvvveeieinneeennn. 6A —4
FOTTRITUTE. ...ttt st sttt 6A —5
Information and Documentation Requests: The 120-Hour Rule ............ccoecvveveennen. 6A —5
Recordkeeping REqQUITEMENTS ........ceecuieiiieriiiiieiieeie ettt 6A —5
Section 314, Cooperative Efforts to Deter Money Laundering...........cccceeeeveeecveennneennne. 6A —6
General DEefiNItioNS ........ocuevieiei ettt ettt 6A —6
Section 314(a), Information Sharing with Law Enforcement Agencies...........ccc.ccereverunenee. 6A —7
Requests fOr RECOTAS........ioiiiiiiiieiiecee ettt et e e et e eeaeas 6A —7
AZENCY RESPONSIDIIILY ..vevviieriiiiiiiesiieciiecie ettt ettt veebeesreebe e aeessaesenesenas 6A —7
Financial Institution ObIiZAtiONS..........ccuevvueeeieeciieriierieriesieseeseeereereeseeseesseesseessnessnes 6A —38
Use Of INFOrMAtION ......ocviiiiiiiiiie ettt e et e e eereeearee e 6A — 13
Designation of Contact PErSOm..........cccviiiiieiiieiiiieciie ettt evee e s 6A — 13
Effect on Right to Financial Privacy ACt........ccccevieriierieriiniieiiereere e esieeseeesve v 6A — 14
AZENCY AULNOTILY c..eitieiiieiie ettt et ettt ettt e st esateenteenteenseeseenseens 6A — 14
(070701 516 1< 1A 1 11 USSP 6A — 14
Changing Your Bank’s Contact Person for FInCEN Requests ..........ccccccevvvvnviieieennnnn 6A — 14
FinCEN’s Information Sharing Agreements with State Banking Agencies ................. 6A — 16
Section 314(b), Voluntary Information Sharing Among Financial Institutions................. 6A — 17
Certification to Share Information .............ccecceiiiieiiiieiere e 6A — 18
Security and Confidentiality..........cceeeveeriieriienierienie et see e sre b eee e 6A — 19
LADTIILY .ottt ettt ettt et e st e b e teesa e e e sa et e sseenaenseeraensenseensennenns 6A —20
Voluntary REPOTTING.........eeecviieiiieiiieeiieeciteeiee et et e et eeseveeereeetbeesaeeessaeessaeesseeenens 6A — 20
314(D) Safe HArbOT........ociieiieiieiecie ettt et sb e b e e sreeseaesene e 6A — 21
Failure t0 COMPLY .....ooviiiiieiieriie ettt sre ettt seae s e esseensaensaensaens 6A — 22
Concentration Accounts at Financial Institutions ...........ccoeceevveeriiiiiinenneenieneeee, 6A — 22
Consideration of Anti-Money Laundering Record in Certain Applications............ 6A — 22
Amendments Relating to Reporting of Suspicious ACtiVities.........cccuerevrrcveerveenennn 6A — 22
Authorization to Include Suspicions of Illegal Activity in Written Employment
RETEIENICES ...ttt sttt et 6A —23

Penalties for Violations of Geographic Targeting Orders and Certain
Recordkeeping Requirements, and Lengthening Effective Period of Geographic

Targeting OTAEIS .....cccviiiiiieieeeciee ettt ettt sbe e e teeesebeesbee e sbeessseeessseessseeans 6A — 23
Increase in Civil and Criminal Penalties for Money Laundering..............c..ccveeuu..n.. 6A — 24
Establishment of Highly Secure Network..........ccccovvieviiieciieiieiieieiece e 6A — 24
Exhibit 6A.1: Frequently Asked Questions (FAQs) Concerning the 314(a)

PIOCESS ..ttt ettt e 6A — 25
Exhibit 6A.2: FinCEN Financial Institution Notification Form .............ccccecvvenne.nn. 6A — 34

Xxil



Contents

Exhibit 6A.3: Special Measures Under the USA PATRIOT Act Policy and
PrOCEAUIES .. .couiiiiiieeee ettt 6A —35
Exhibit 6A.4: Section 314(a) Policy and Procedures...........cccocceevveniiniinienirennne 6A — 39

Chapter 7
Asset Forfeiture

INEPOAUCTION ..ttt st sttt e b e bt e sbe e sbe e st saeeeaeeas 7—1
Money Laundering Control ACE........ccvecuieeiierieerierieiieeieerieesieeseeseesreeseeseesseesseessnesssenns 7—1
Legal Weapons Against Money Laundering...........ccocueecueeriienieenienienieeieeieesee e 7—2

USA PATRIOT Act AMENAMENES ....eoviiiiiiiiieiiieieeteesiee sttt ettt ettt e bt st s eeeeneean 7—2

Facilitation and Proceeds ATGUMENTS..........ccveviieriierienreerieriereesieesieesnessressseesseesseesssesssessns 7—2

Innocent Party DETENSE .......c.ocviviiiiiiiierie ettt nna s s 7—3
Standards 0f INNOCENCE ........eoiueiiiiiiieiie ettt sttt et e 7—4
Moving for Summary JUdZMENt ..........cceeevieriieiiiiiiiieeie e re et sraesene e 7—4

Differences Between Civil and Criminal Forfeiture..............cceevvevienieniieniienieeeeeeeeeeenn 7—5

Preliminary Steps When Notified of @ FOrfeiture............oocvvviieiiiniiniiniecieeieeceeeeeeee, 7—6
Property Mana@ement ..........ccccuveeeieiiiieeeiiiieeeeiieeeeeiteeeseiteeesetreeesentaeeessnsaeessensaeeesnsseeesanes 7—6
Alternative Dispute RESOIULION .....c.eovviiiiiiiiiiciieieeseesee et ens 7—17
Expedited SEtIEMENT .........cocuieiieiiieiiecieeie ettt 7—17

Reducing the Risk of Asset FOIfEItUIE ........ccueeeciiiiiiieciieciie et e 7—38

Case HiStory INtrOQUCIION. ........ccvierieiieieeieesite et e e ereeteeste e st e seresebesereesseesseessaessaesanessneans 7—38
SEIUCLUTING CASES ..vvevrerereeeiieiieeieeseesiestesreeteeseesseesssessseasseasseesseesseesssesssesssessseesseesseessses 7—38
Connecting the Money t0 the CIimME .........ccooviiiiiieciieciee et e 7—9

U.S. Postal Service and Asset FOIfeiture...........oeoueiirieiirineieeeeeeeee e 7—9

Exhibit 7.1: DOJ Guidance on Returning Forfeited Assets to Crime Victims ........... 7—11
Chapter 8

Developing and Implementing an Effective
Customer Due Diligence Program

Program ODJECTIVES .....uuiieiiiiiiieiieeeiee et st e etee e ite e et e e teeesbeeesbae e tbeesssaeessseesssaassseeesssesssseens 8§—1
CUSTOMET RISK ...ttt ettt ettt s 8—3
Enhanced Due Diligence for High-Risk Customers............cccocveeviieiiierieniienienienieeieeiene 8§—4
Minimum Steps in @ CDD Program .........cccccueeiviieeiiieeiie e siee e ereeesteeeseseeeveeeeveeseneas 8—5
Identifying the CUSIOMET.........cccviiiiieieeiieiete ettt ete et esteesresereesbeesbeeseesanesssessseassaens 8—5
Customer Due Diligence and Beneficial Owners of Accounts ..........ccoeevveevveeveerieereenieenne. 8—5
Determining the Source of FUNds...........occuieeiiiiiiiiiiiece e 8§—7

Xxiii



Bank Secrecy Act and Anti-Money Laundering Service

Analyzing EXiStiNg REPOTLS ......c.cccviiriiiriieiieiieciieteettesieesteesve e esreeveeseeessaesesessseesseessaens 8 —8
Determining Normal and Expected Transactions ...........ccccceeeveereerieereesvessiescneesreenseennens 8§—9
Monitoring Account TTranSaACtIONS. ........cueervieruieriieriienieeee et et et e sieesieeeeeebeebeebeesseeneeas 8—10
CDD PrOCEAUIES......ceueetieieeieeeieie ettt ettt e ettt et a et e bt e st et e see et e naeeneeneeeneeneenes 8—10
Customer Identification Procedures ............cocereeierinieriinineieeeeeee e 8§—11
Veritying Information for New Personal Accounts...........ccceeceveiieiiieniinieenienieennens 8§—13
Verifying Information for New Business ACCOUNtS..........ccceevcveeeereierveenieeesieeereveeennes 8§—15
Verifying Information for Loan Transactions............cccceevvereervervenrenreesreessessseesneens 8§—15
Internal COMLIOIS. ....c..eiiiiiieieiieieet ettt sttt st e 8—17
Availability of DOCUMENTATION.........cciiiieiiieiieecieeciee ettt et esveeereeetae e veeeereeeeneees 8§—18
Suspicious Activities and TranSACtIONS .........cceevveerreerieerierierreereesreeseeseesressressseesseessesssees 8 —18
Retail and Commercial Mortgage Loan Fraud...........cccoeeiveiierienienienienie e 8§ —20
Consumer Real Estate Mortgage Fraud ...........ccoooieiiiiiiiienieneeeeeeeeee e 8§ —21
Vulnerabilities Identified in SAR Narratives ........coceecueeiieiieneenienienieeee e 8§ —22
Characterizations of SUSPICIOUS ACLIVILY ...eccvveriieriierierieeieeieesieeteeseeseesnesesessseeseesseens 8§—23
Fraud LOCAtIONS ......cccueiiieiieiiiiciie ettt ettt ettt e et seve e eavaeeeveeenvaeeaneas 8 —24

| QT8 T 7 0T PRSP 8—25
Material Misrepresentation/False Statements ..........c.cocvevvevierieniieninenieecreeeesieesieens 8§ —25
Identity Fraud vs. Identity Theft .........ccocvveiiiiiiniiiece e 8§ —125
SlENt SECONA TTUST ...eevieiiiieieiie ettt ettt st st bee e 8 —26
Misrepresentation of Loan PUIPOSE ........ccccvieiiiriiinieiieiie et 8 —26
Appraisal Fraud and Property FIIpping.........cccccevvveviiercienciieciieceeieeesee e 8§ —26
SEEAW BUYETS ..centiiiiiieiiieeee ettt ettt ettt e s bt e st esbte e sabeesbae e 8§ —27
FOrged DOCUIMENLS ......eeeivieeiiieciiiecite ettt et e et e e ibe e st e e eeveessbeeessaeessseeessneensseas 8 —28
Other Fraudulent ACHIVILY .....c.iccviiviierieieecieete e ere et ereesreesaeseressneesseesseesseesesessnenens 8 —28
Emerging Mortgage Fraud SChemes ...........ccccooiiiiieiiieiienieieie et 8 —28a
Asset Rental Fraud.......o.cooiiiiiiiiii e 8 —28a
Debt Elimination Fraud...........ccoooiieiiiiiie s 8 —28b
Mortgage ReSCUE SChEMES ........c.eecvieiieiieiieieciie sttt sere e snseenne s 8 —28b
Other Complicated SChemMES...........coceiiiiriiriiiieeeee e 8 —28¢c
Red Flag Indicators and Effective Fraud Detection ...........ccccvvvieeiieviieneeneenieseeeeneens 8 —28d
REA FIaS .veieiiiiecieee ettt ettt sttt et se e s ssesnbesnseenseenseas 8 —28d
Fraud Detection MEASUIES .........c.ccccueieiiieiiiieiiieeeteeeiee e e eveeeteeeeereeeareeeeveeeebeeenes 8 —28e
Commercial Real Estate Fraud Trends.........cccooeeiieiieiiiiiiiieieneeeceeeeee e 8 —28e
Structuring Activities Related to Commercial Real Estate............cccoovvevvevvervenenennen. 8 —29
Money Laundering Activities Related to Commercial Real Estate ..........c..ccccoeeneee. 8§ —29
International Transfers Related to Commercial Real Estate..........cccccooceiiiiiiiiinncnn. 8 —30
Potential Tax Evasion Activities Related to Commercial Real Estate........................ 8 —33
Other Potentially Illicit Commercial Real Estate-Related Activities...........ccceeeeueee. 8 —35
MONEY SEIVICE BUSINESSES ...eeuvieiiiriiiiiiiiiieiiesieeetteeiie ettt ettt et e saeesaeesateeabeebeesseesseeenes 8 —36
Provider Of Prepaid ACCESS ...ecvviiiiieeiieeiieeeiieete et e et ettt s e eteeeeveesebeessaeessseessvaeenes 8 —38
Definition of a Prepaid Program ...........ccccoccvviiiiiinienienieeieeie e seve e 8—39
Considerations for Provider Determination .............ccceeevveeeeireccieeecieeeieeeee e 8—139
Requirements for MSBs That Provide or Sell Prepaid Access.......coovevvvervieecieeennnnn. 8—40
Private ATM Operators as Money Service BuSINeSSES.........ocvvevvieveeriervescrenrenreeneennens 8—41

XXV



Contents

Is the ATM Operator Considered a Currency Dealer or Exchanger? .............c.c......... 8 —41
Is the ATM Operator Considered a Money TranSmitter? ...........ccceeveerververvencvennens 8—41
Businesses That Cash Their OWn CheckS.........oocviiiiiiiiiiiiiiicicceeccec e 8 —42
PayTOll CHECKS ...vicuviiiiiiieciecie ettt ettt b e stb e e b e e b e eraesraessnessneans 8—42
Checks fOr GOOAS OF SEIVICES .....evuteiirtiriieiintieieniteiteie sttt sttt ettt 8—43
Tax Refund Anticipation Loan Checks..........ccceeriiriiniiriiiiiiiieieeeeese e 8§ —43
Application of the Definition of Money Transmitter to Brokers and Dealers in
Currency and Other COmMMOQItIES. ........ecviiieerieerrieriiesiesreereereereereesseesseesaesssessesseens 8 —44
Reloadable Card Operations as Money Service Busingsses ...........cceeeverevercveerienieenieennenn 8 —45
Operations Protecting Online Personal Financial Information as Money
141 4413 TSP TRSRPS 8—47
Company That Offers Loan Acceleration Products for Consumer Financing as
MONEY SEIVICE BUSITIESS ....eoueieiiieiieiiesiieeie ettt sttt ettt e st e st eeateeabeebeeseenseas 8 — 48
Company That Acts as Authorized Agent for Collection of Social Security and
Veteran Benefits........cooiiiiiiiiiiee e 8—49
Status as @ Check CaSher ........cc.ooccviiiiiiiiiiiieiec et et 8 — 51
Status as @ Money TranSmitter..........cccviiriiieiiieeriieetee e esteesreeereesreeereeesebeesseeenes 8§ —51
L2 G55 10101510 0TSSP SUPSRPRN 8—>51
Regulatory GUIAANCE........c.eeviieiieiieeie ettt et esteeteesteestaessaesnsesnseenseensees 8—52
Minimum Customer Due DiliZeNncCe .........cueeciiiiiieiiieiiieeiie et 8§ —52a
Basic BSA/AML Risk ASSESSIMENL ........c.ceouiruirieiiriieieie ettt 8§ —52a
Products and Services Offered by the MSB........cccccovviiiiiiiiiiiiiieeecceeeeeee e 8 —52b
MSB Service Locations and Markets............ccccueeevieecieieiieeiieecciee e evee e 8 — 52b
Anticipated ACCOUNT ACHIVILY viovvieeiieeieiieeiieeieeerteeeieeesireesteeeteeeseseesareeesaeeessseeesnes 8 —52b
Purpose 0f the ACCOUNT........cccueviiiiiiiicieeit ettt et e be et e et saesene s 8 —52b
RISK INAICALOTS ...ttt ettt et e v e e ba e e eabeeenaeeesereeeens 8 —52¢
Due Diligence for Higher Risk CUStOMETS .......cccveevviiiriieiiieeiie e ecreeeiee e esvee e 8 —52d
Identifying and Reporting Suspicious Activity in MSB Accounts .........ccccceceeverueenennee. 8 —52e
MSB REZISIIALION......eeivieieieieieeieeieeieesieesteste e e et esbe e beesteeseeesssessseesseesseessaessnesssenssennns 8 — 52f
MSB Registration RENewal...........cccooiiiiiiiiiiiiiiieieesieeceee ettt 8§—353
MSB De-REZISIIAtION. ... .cecviieiierieiieiiesieesreereeteereesteesteeseressreesseesseesseesseesssesssesseans 8§—353
Registration GUIAANCE..........cccvveriierierierie sttt e see e sveebeesbe e seesseessaesnsesnseensaens 8§ —54
Foreign-Based Service ProVIdErs .........cccvecieiieiieniicieeieeeee et 8 —54
Filing SARs on Customers That Do Not REZISter .........ccceevieeviiiiiieeiiieie e 8 —55
Exhibit 8.1: Customer Risk vs. Due Diligence and Suspicious Activity
IMIOMIEOTINE ..c.vveeveeiieenieeteestteseteeeteeteesseesseesseesseesssessseanseassaesseesssesssensseensennsessseesseessnenns 8 —56
Exhibit 8.2: Customer Due Diligence Procedures Checklist ...........ccceevvvevviencneennnenn. 8§ —57
Exhibit 8.3: U.S. Social Security Number Prefixes .......cccvevvvevvieviienienieniesiesveeiens 8 —58
Exhibit 8.4: Sample MSB Identification Form and Checklist ...........cccccoceeeininnnene. & —60
Exhibit 8.5: Registration of MSB Form 107 .........coccoviieiiiiiiiiceeeeeeeeee e 8 —63
Exhibit 8.6: FDIC Guidance on Foreign-Based Service Providers...........ccccceeevvenen. 8 — 68
Exhibit 8.7: FinCEN Advisory on Commercial Real Estate Fraud...........c.ccccoccenee. 8§ —175

XXV



Bank Secrecy Act and Anti-Money Laundering Service

Chapter 9
Electronic Money Laundering Schemes

The FINCEN REPOTIt......oiiiiiiiiiicieeciie ettt ettt et e e e e tbeeseaaeestbeesssaassseeensseesaseean 9—1
ThEe FATE REPOTT....viciiiiieiieiiiieie et ete et eit et et e sbeesbeebe e saestaeseaessseesseesseesseessesssesssesssenssens 9—2
ELectroniC Cash......c..eeiiiiiieieieetee ettt sttt ettt 9—3
Digital Cash....ccueeiuiiiiieie ettt ettt ettt st e st enaeea 9—3
ComPULET E-Cash ......ccciiiiiiiiiiics ettt ettt e e sev e e st eetaeessbeeesaeeennes 9—14
Prepaid Cards/Stored Value Cards..........cocvevieviiiiieiierieeree e ee e senesenesre e 9—5
Contractual Agreements with Third Parties...........cccoeceeviirieneenieniieeeceeeeeeen, 9—6

RISK FACLOTS ...ttt ettt sttt ettt sbe e 9—7

RISK MILIGATION ...ivvieiiieiieiiieciiesteeteeie et et esteesteeseaeseveesbeesbeesseesseessesssesssessseesseessessens 9—7
Examiner Transaction TESHING ..........ccvecuierieeriierieiieeieesieesieeseesnesreereeseeseessaessnesssesssenns 9—9
Electronic BanKing .........ccc.viiiuiiiiiiiciie ettt ettt ette e te e sva e e tbeesebeeestaeesasaeenseeenssaesnneean 9—9
Third-Party Payment PrOCESSOTS ........ccuiivviiriiiriieiieiiesreste ettt et e sreesteesereseveesneesveesseessaesens 9—10
Online Payment SYStEIMS. .......ccvervierierierieiieeieesieesieesteesresresseesseesseesseesssesssesssesssesssanns 9—11
RISK FACLOTS ... eiitiieeiii ettt ettt ettt e et e et eetb e e s veeeaaeesnbeeeaseeesaneenes 9—11
RISK MItIGATION. ....eeiutiiiiiieciie et eeieeeieeete et e et e et e e s be e e tbeessbeeestaeessseessseeessseesssessnsaeenes 9—12
RemOote DEpOSit CAPLULE.......eevvieriieirieiieiieieesteestesresresereesseesseesseesseessaessnessseesseesseesseesssensns 9—13
The Remote Deposit Capture PrOCESS.......cvevierieriiiiieieeie ettt 9—14
RISK FACLOTS....c.eiitiettei ettt ettt sttt e e bt neeas 9—15
RISK MItIZATION. ....vveviieeieeiiieieeieesieesteesete e sere e bt esbt e seeseaesebessseesseesseesseesssesssesssenssesssesssens 9—15
Automated Clearinghouse TranSaCtionS..........cccvvecveerierieereeiresreesreesteesseeseesressresseesseenseens 9—16
RISK FACLOTS ... eiitiiieiii ettt ettt ettt e et te e e v e e etbeesaveeeaaeesnbeeenreeesaneenes 9—16
RISK MItIZATION. ...vtiviiciiiieiieieeieesieestesre et e eereesseesbe e teeseaesesessseesseesseesseesssesssesssesssesssessens 9—17
International ACH Transaction RUIES ...........cccecveviiriiiiiiiieieciecceeeee e 9—19
Classification of International ACH Transactions ............c.cccveeeeveeecieeenveeecreeenveesnennn 9—19
Structuring the Formats to Comply with U.S. LaW .......c.ccccceeveiiiiiiiiniieciie e, 9—20

Rules Framework and Implementation ..............cccuevverieeeieecreenieeeesiesveeveeveeveeseeens 9—20
Financial Institutions Need to Prepare ...........cccccvecvieciieciienienieriesee e 9—22
Regulatory OVETSIZNL .........eieiiiiiieeiie ettt e b e e sbe e e abeessbeeeaeaeeeenas 9—22
Federal Financial Institutions Examination Council..........c.cccceevievienieniencienreereeieenn, 9—22
Navigating the INfODASE ........cccvvciireiiiriieiieiece et see e 9—23

B oS A CT . it et ettt ettt be bt e nres 9—23
Interagency BSA/AML Examination Guidelines on E-Banking .............ccccccovevcveeennnn. 9—24
Risk Factors for E-Banking.............ccocceviiiiiiiiieniierieeniesie e sree e senesene e 9—24

CIP Risk fOr E-Banking ........c.cocueeveeriinieiiieieeie ettt 9—25

Risk Mitigation for E-Banking ...........ccccceoeiiiiiiiiniieeiiccieccee e 9—25

Risk Factors for E-Cash ........cccooiiiiiiiiei e 9—26

Risk Mitigation for E-Cash..........cccceviiiiiiiiiiieiecieeseeeece e 9—26
Criminal ACHIVITIES ..icvviiiiiieiieeeiie ettt ettt eeteeestbeeeteeetbeeebeseaseesaseeensaeesaseenns 9 —27
COMPULET INTIUSION ..eevvriiiiiiiieiieiieieesieeseeeteeteebeeteesbe e teestaeseseseseasseesseessaesseesssesssessseans 9—27

0 1S3 018 1T USSR 9 —28
ViI0lation AMOUNLS ......ccuviiiiieeiiiecieeeiie et ete et e et e e e vt eesbeeebeeetaeeseveeeaseessseeeareeessneeans 9—28

XXVi



Contents

Phishing and SPOOTING ........ccveviiiiieiiieciicie ettt ettt reseresebeersaesraas 9—29
GEOZIaphiC ANALYSIS ....vveciieiierieiie ittt ettt ee e ettt ee et e e e ssbeesseenseessaessaesanennns 9—30a
Occupational ANALYSIS ....c.eeevieriiriieiieeeree sttt ettt sttt esteesbeesseesneeenee 9—30a
Account Types COmMPIOMISEd......c.cccverieeirieiiierrieriierieeseeseesreseresreesseeseeseesseesseesssenens 9—30b
Suspicious IRS E-MailSs .......cccvivieriiiiieiiiiiecieeieeeese et eesve e be e sneesnsesnseenseas 9 —30c
Rebate Phone Call.........ccoooiiiiiiiiiicceeees e 9 —30d
Refund E-Mail ....co.cooiiiiii e 9—30d
AUt E-MaIL .o 9 —30d
Changes to Tax Law E-Mail.........cccccviviiiniienieiiecie et 9 —30e
Paper Check Phone Call...........oooiiiiiiiiiiiiiicis et 9 —30e
Electronic Methods of Account COMPIrOMISE.........eecvereveeriecreerreerieesrieseeseesneesvessseenns 9 —30f
HACKING ..cvieiie ettt ettt ettt e e e beeste e s e e sntesnbeensaensaenseensees 9 —30f
Types of Hacker Attack .......cocueeiiiiiieiieiieiee ettt 9 —30f
Compromise of Third-Party ProCESSOTIS .......c..cevvviirciiiiiiieeiiecie e 9—30g
Compromise of Customer Information Files..........cccccovevirciiiriieniinieniicee e, 9 —30g
L0031 16] 11 53T 1 OO PRRUSURRRRRN 9—30g
Exhibit 9.1: Money Laundering Threats Based on Type of Card Program ................ 9 —31
Exhibit 9.2: FFIEC Guidance on Internet Banking.............cccoevveviivieriincienieeieeiens 9—32
Exhibit 9.3: OCC Guidance on ACH..........cccooieiiiiiiiiiniiieeeeeeeeeeee e 9—46
Exhibit 9.4: FFIEC Guidance on Remote Deposit Capture ...........cccveevveeecieeenveennnnnn 9—60
Exhibit 9.5: Sample Fraudulent IRS E-Mail..........cccccovvevieiiiniieiieieieee e 9 —69
Chapter 10

High Risk Accounts in International Banking

Payable-Through ACCOUNLS .........cceiiieiiiiieiierteseeete e ere et e steesteeseaesssessseesseesseeseessnennns 10—2
How Payable-Through Accounts Work ..........ccoeeriiiiiiiiiiiiieieeeeece e 10—2
Guidelines on Ensuring Proper Account ACHVILIES .......ceeccveeeriireriieeiieerieeeiee e eeeveens 10—4
Content of PTA Agreements OF CONIACES .......cccuveeeuieeriieriiieerieeriieesreesneeseneesseeseneenes 10 —4
RiSK FaCtOrS fOI PTAS ...uiiiiiiieiie ettt ettt ettt et eaveeevee e 10—5
Risk Miti@ation fOr PTAS ....ccociiiiiieiiie ettt ettt e et e ve e e eetve e s veeeseaeessaee e 10—5
ReguIatory GUIACIINES........ecvveeiieiiieeiecteere ettt e e re e esteesteestaessvessbeesseensaesseas 10—7
Foreign Correspondent Banking ProviSions ...........ccccceveeeveiervieenieeneenienieneesveeseeveeeees 10—8

Contractiual AGIEEIMENTS. .........iviieiieerieerierie et et et et ee st eesteeseteeeeeteeteesseesneesneeenns 10—38
RISK FACLOTS ...ttt ettt 10—9
INESEEA ACCOUNLS ...ttt ettt ettt sttt et st e et sat e beeb e et e sbe et e tesbeeneens 10—9
RISK MIEIGATION ..euvvieiiieiieiie ettt ettt sttt ettt e bt e sae e st e et e enseenseeseas 10— 10
COItIICATIONS ...ttt ettt et e bt e b e sttt e et et e bt e beesbeesbeesaeesaneens 10— 12
Closing Foreign CorreSpondent ACCOUNLS ........cveeververereeriesreesseesseesseesseessesssessseans 10— 12
VETTFICATION ..ottt ettt sttt et sb et e e b eneens 10— 12a
ReECOTAKEEPING ..ovvvieeiiieiie ettt ettt ettt e s e e et eesebeeestaeeesaeesseaenes 10— 12a
SUDPOCTIAS ....eevvieiieciieeete et eiee et e sbe b e ebeeseesteestbestaessseesseesseesseesssesssessseasseesseessees 10— 12a

XXVii



Bank Secrecy Act and Anti-Money Laundering Service

Requests for AML Records by Federal Regulator...........c.cccveevveviieniieneenienneeiens 10— 12b
Mexican Bank Drafts and Factored Third-Party Checks ........c.ccccoevvvvieniienienieninenen. 10— 12b
Smuggling of Bulk Currency into MeXiCO ........ceceerierirrirniieieerieesiee et eee e eneees 10— 13
FedACH International SETVICES .........ccceeeeieririeierieiieie st ie sttt 10— 15
COMPLIANCE ..evveenvieiieeiieeieeieetereesteseteeteeteesteesseesssessseenseesseesaesssessseanseenseessassseenssennns 10— 16

Private Banking Operations...........ccceerierieeieeiieeiieiiesttesitesitesteeteeteesbeesteesseesnteeneeenseeneeas 10— 17
Due Diligence for Private Banking ACCOUNES .........cccuvevvieeeiireriie e eiie e evee e 10— 18

Definition of Senior Foreign Political Figure .........c.ccooevvevienienieciecreeeeeeieeen, 10— 19

Types of Accounts/Services in Private Banking.........cccoccoevvveviveviesienienienieniennne 10— 20
Risk Assessment of Private Banking Accounts for Non-U.S. Persons............cccccveeneen. 10— 21
Verifying Private Banking Customer Information..............ccocevevvievienienieneenne e, 10 —22
Board of Directors and Senior Management Oversight .............cceeveviienienieenieneennenn, 10 —22
Private Banking Relationship Managers ..........cccoecverieeriienienienienieeee e 10—23
Management Information Reporting...........ccccvveeiieeeiiiiiieiiieeiecciee e 10— 23
Domestic Shell COrPOTAtIONS ........eevververieririeiieieeieeeeseeeseeesaeseaessressesseeseesseesseenses 10 —24

POUCH ACHVILY .ttt ettt ettt sttt e bt e e st e ente st e enbeeseeneean 10 —24
Risk Factors for POUCh ACHVILY ......eecviiiiiiieciie ettt 10 —25
Risk Mitigation for POUCh ACLIVILY .....ccuveiieriieiieiicieceeeesee et 10 —25

TTadE FINAMNCE ..ottt ettt ettt sbe e 10— 26
RISK FACLOTS ... ettt ettt ettt s st 10 — 28
RISK MItIGATION. ....vieuvieiieceieeireeie et esteesieestteseaesresbeesbeesseesseesseessaesssessseassessseessassseenssensns 10 —28
Trade-Based Money Laundering...........ccoecuvvevieiiiesiieniienienienie e sie e e eie e e eens 10— 31

Paralle]l Banking .........ccocieiiiniiiiiee ettt sttt ettt st ee s 10— 33
Risk Factors for Paralle]l Banking ...........c.cccccvviiiiiieiiieriie et 10— 33
Risk Mitigation for Parallel Banking ............ccccccvevievierieniiniiniecieeieesre e 10 —34

U.S. DOIIAT DIAftS.....cccuiiiiiiieciiiee ettt et et v e eaa e e b e e e reeeseveeeaveean 10— 34
Risk Factors for U.S. Dollar Drafts.........ccccoecieiiiiiiiiiiiei e 10— 34
Risk Mitigation for U.S. Dollar Drafts..........c.ccccvevieviieriinieniecieciece e 10 —35

Accounts of Nonresident Aliens and Foreign Individuals...........c.ccoeeverienienienienienieenen, 10 —35
Risk Factors for Accounts Of NRAS.......cccviiiiiiiiiecieee et 10— 36
Risk Mitigation for Accounts 0f NRAS.........ccevieriirierierierie et 10 — 36
W8 FOTIMS ettt ettt st st st 10 — 37

Accounts of Politically EXposed Persons ..........cccecueeiieiiieiienienienieeieeeeeee e 10 — 37
Risk Factors for Accounts of PEPS ........cccooiiiiiiiiiieee e 10 — 38
Risk Mitigation for Accounts of PEPS ..........cccoiiviiiiinieiiecececeee e 10 — 38

Embassy and Foreign Consulate ACCOUNLS .........cceerveerieerieriirrieeieesieesieeseesresesesnseenseensens 10— 39
Risk Factors for Embassy and Foreign Consulate Accounts ...........ccocveevveeecreeennveennen. 10— 40
Risk Mitigation for Embassy and Foreign Consulate Accounts .............cceeveevveerveenennn. 10 —40

Transportation of Currency or Monetary InStruments.............ccceevveereereerieereenreereeneeennenn 10 — 41
25 (eT<] o] 2 o) s - USSR 10 — 41
Responsibility for Filing the FOrm..........cccoociiiiiiiiiiice e 10—42
Bulk Currency SHhiPIMENLS ........c.cccvveivieiiierienienierteeieereesieesseesieeseeesssesnsesseesseesseesssensns 10 — 44

RISK FACLOTS ...ttt ettt et et e ettt e e eare e eaneeeabeeenns 10— 44

RISK MItIGATION ...eviieiiiieiieeciie ettt ettt e et e et e e taeeesb e e eataeesaseesnseeensseesnns 10 — 46

EXamination ProCedures ..........coooiieieiieieie et 10 — 47

XXViil



Contents

Right to Financial Privacy Considerations..........cccceevverveevieerieenieesieeseeneresnesneeseesseenns 10 —48
Foreign Financial Bank Account REPOTLS ........c.cccveriiriiieiieniieieree e e ere e seee e 10 — 48
Persons Required to REPOTT........ooiuieriiiiiiiiieiieieeeeeeeete e 10 — 49
FBAR Reporting by Persons with Only Signature Authority or Other
Comparable AULNOTILY .......cocveiieiieiie ettt sre e e b sreesteesteesrnesenesnseans 10 — 50
Reportable Bank ACCOUNLS.......cceeiierieiieiieeie ettt sttt e 10 — 51
Filing Deadline and LOCatioN...........cccvieiiiieciiiiiiieciiee ettt svee e ree e e eevee s 10— 52
Annual Report REQUITEIMENT.........c.ecviiiieiieeiecie ettt eereesreereesre e saesene e 10 — 52
Interagency Guidance on Foreign Bank ACCOUNS........ccccccverierieriencieeieeieeieeeeeee s 10— 52
Reports of Transactions with Foreign Financial AZencies .........ccccceevveeecieeecreeenveennennn 10— 52
International Money Laundering Statutes ........c..ccvevvieriiereerieerreeieeieereeeeseeseneseneseveesnes 10 — 55
The Basel COMIMITEE ........couiiieiiriieieie ettt sttt 10 —55
Statement Of PrinCiples ........cuvecuieiiierierieriiee et s 10 — 56
Policies and Procedures Outlined in the Statement of Principles .........c.ccccveeneennes 10 — 56a
Financial Action Task FOTCE .......ccevoiiiiiiiiiiieieeeee e 10 — 56b
FATF RecoOmMMENdations ..........cccuerierierireieeieesieesieesieeete e eieeseeseeseeeseeesaeesnneens 10 — 56d
FATF Report on Money Laundering Typologies .........cccveevuiierieeiiieenieeerie e 10— 56d
Swiss Banking GUIAELINES.........cceevrierieiieiieiiieiiete ettt eseeseeeseeesresreesreesseesseesseesns 10 — 56e
FinCEN Advisories Regarding Certain Countries and Situations..........ccccceceveereerencennene 10 — 56¢
FINCEN GUIAANCE ....uviiieiiiiiiicciiie ettt ettt eieeesive e st e e taeesereeetaeesssaesssaesnssaesnsneenes 10 — 56¢g
Mexican Regulations Regarding U.S. CUITENCY ......ccveeveevierieeniieniiesieereereeveeseeeenes 10 — 56h
Summary of New Mexican Regulation..........c.ccceeeveeeieiviieniienienieniesie e e eveeieens 10 — 561
Examples of Potential Activity in the AdVISOTY ......cevvvieiiiiiieieeee e 10 — 56i

Exhibit 10.1: Fed Supervisory Letter 01-3, Guidance on Enhanced Scrutiny
for Transactions That May Involve the Proceeds of Foreign Official

COTTUPLION ...ttt ettt ettt et e et e st e et e e be e bt e bt e bt e seesateenseenteenteenbeesseesneasneens 10 — 57
Exhibit 10.2: General Guide to Account Opening and Customer Identification ...... 10— 71
Exhibit 10.3: FATF Forty Recommendations.............cccecueeveeiieerienieenieenieesieeseeenenens 10 — 80
Exhibit 10.4: FATF Special Recommendations on Terrorist Financing................. 10 — 105
Exhibit 10.5: FAQs About Directo @ MEXICO ....cccuvrivriiiiieeiiieeree e e eeree e 10— 109
Exhibit 10.6: FInCEN Form 105 — CMIR.......cccoooiiiiiiiiieeeeeceeeeeee e 10— 113
Exhibit 10.7: Report of Foreign Bank and Financial Accounts — FBAR.............. 10— 115
Exhibit 10.8: Guidance on Accepting Accounts from Foreign Governments,

Foreign Embassies, and Foreign Political Figures..........ccccoecveeveiieviiiniieciee s 10— 123
Exhibit 10.9: FATF Statement on Iran, EtC. .....ccccccoovvvviiiiviiiiiiicecee e, 10— 125
Exhibit 10.10: The Wolfsberg Trade Finance Principles.........cccoccvevverververieennnnns 10 — 128
Exhibit 10.11: Advisory on Filing Suspicious Activity Reports Regarding

Trade-Based Money Laundering ..........ccccveeveevieeriienienienieeieereereereeseesenessnessneens 10 — 162
Exhibit 10.12: FinCEN Guidance on Narcotics and Bulk Currency Corridors ...... 10— 170
Exhibit 10.13: Foreign Correspondent Account Recordkeeping and Due

Diligence Policy and Procedures ...........ccoovuieviieeiieeiiieeiie et 10— 172

XXIX



Bank Secrecy Act and Anti-Money Laundering Service

Chapter 11
Office of Foreign Assets Control

K@Y DETINITIONS ..eivviieiiieiiiieeiieeeite ettt ete e et e et eeteeesebeeesbae e aseassseeessaeessseessseeensseessseensses 11—2
Statutory Basis for OF AC SanCHONS..........cceevveriierieriesieeieereereesreeseesenesnessnessseesseessessses 11—4
OFAC REZUIALIONS .....eeeivieiiieiieieesieesitesteste et eseeseesseesteessaesssessseessessseesseesssesssesssesssensesnsens 11—5
Overview of the Regulations..........cccueeiiiiiiiiiiiieiee et 11—5
Countries and Groups Targeted..........coeevviiriiiiciieeiieciee ettt sereesvae e 11—6
Bank Responsibility by Country and Targeted Group ..........ccoecveevveeriiereenierienieseeeveennenn 11—13
INfOormation UPates........cceevuirieiiririeiiriteteste ettt sttt s 11—13
SOTtWATE UPAALES ....eeceiieeiiieeiie ettt ettt et eve e e tre e sebe e s teeestbeessbaeessaeesssaeenseaenes 11— 13
Compliance Programs, Risk Assesments, and Audit Procedures..........ccccoeoeeverieccenenennen. 11—13
OFAC RiSK ASSESSIMENL ......eoueiiiiiieiiiiieiieieeieetet ettt ettt nae 11— 14
Compliance APPIOACKHES ......cccvieiiiieiiiieciie ettt ettt et eereesbeeeare e ssaeenseeeseseesnnes 11 — 14a
Manual VerifiCation ...........ceeeriirieieneeeie ettt 11 — 14a
ComPlIANCE SOTEWATE......ccuiiieieiieiie ettt steesreesraessaesnseennas 11— 14a
OFAC’s SDN and Blocked Persons List Search Tool...........cccoeoeeviieiienieniienne, 11 — 14b
OFAC Compliance ProCeduIes .........c.ecevvieiiieeiiiieiiieciie e esreeeveeeseveesveeeeeeessseesareaens 11—15
Weak AlASES (AKAS)..ccuiiiieiieiieriecrecte ettt et e e svesereesveesbeesa e saessbessseesseesseens 11— 18a
Releasing Funds for Legal FEes ........ccoooiviiiiiiiieiiieeeeee e 11— 18b
Designated or Blocked Party Requirements .............cccueevvieiiieeciieenieeniee e 11—19
Licensing REQUITEMENLS. ........c.cccuiiviieriieriierierreereereereeseesteesteessressreesseesseessessseessees 11—19
Monetary LIMItations........ccververiveriuerireeieeiieseesseesseeseeseesaesssessessseesseesseesseessesssnens 11—20
CommMmON OFAC EITOTS ..cuuviiiiiiiiieeiiee ettt ettt ettt sttt et e sbteesabeeeas 11—21
OFAC Screening for ACH TranSactions...........c.ecveeveereecreerreesseeseeseesnesssesssessseesseesnes 11—22
OFAC QUuestions and ANSWETS ........cceeeevveeeerieeiieeeireeeereeeireeeereeesreseeseeesseesesesesssesseseeas 11—23
Compliance Program Recommendations ............cccuevuerieeieeniienieenieneeeie e 11—30
Reporting and Recordkeeping ReqUIrements..........cceeecveeeeiieciieeciieeniie e eeveeevee e 11—32
Reports on Blocked Property (Sec. S01.603)......cccverievrieriiiienieeieere e e 11—32
WHhO MUSE REPOTTL....cuviiiiiiiieiieiiesiierite sttt esieesteeseaeseeessbeenbeesseessaesssesnsessseenseensens 11—32
What Must Be Reported..........cocvviiiiiiiiiieiiiecie ettt 11—33
Reports by U.S. Financial Institutions on Rejected Funds Transfers
(SECtiON S50T.004) ..ottt ettt 11—34
WHhO MUSE REPOTT....c.eiiiiiiiieiietieiesite sttt ettt ettt et ettt st saeeenseeeeas 11—34
RejJected TransSters ....c.uiecieieiieiciieciee ettt ettt e tre e e e tae e sb e e enreeeebaessbeeenens 11— 34
When Reports A€ DU .......ccoiiiiiiiieiieiieeeeeste sttt ense e s 11—34
What Must Be Reported...........coouieiiieiiiiiieieieseee ettt 11—35
WHETe t0 REPOIt....oiiiiiiiiiiieciee ettt et e ebe e beeeseaeeeens 11—35
Criminal Penalties and Civil FINES .........ccccoiiiiiiiiiiiiieee e 11—35
Trading with the ENemYy ACt.......ccceeciiiiiiiiieiieiierieree et 11 —35
International Emergency Economic POWers AcCt.........ccceeveevieniiniiiiiienieeneesieeee e 11—36
I1aq1 SANCHIONS ACt...uiiiiiiiiieiieiieriiesieestesteereere et et e teestbesebeesseesseessaesseesssesssesssessseenns 11—36
United Nations Participation ACE ..........cceevuveriierierierienieniesieereeieeseesseesseessaessnessnennns 11 —36
International Security and Development Cooperation AcCt .........cccceveveevieeveeneeneeneenne 11 —36

XXX



Contents

The Antiterrorism and Effective Death Penalty Act........cccovvevievieriinieiienieeiens 11 —36a
The Foreign Narcotics Kingpin Designation ACt............cccvecvvecverieereeneenveninesnenns 11 —36a
The Criminal Code.......c.viiiuiiiiiieciie ettt e et s e e e e avesereeeeareeens 11 —36a
CIVII PENAILIES. ...ttt ettt ettt ee e et e e e s et e ne e e e naesneeneans 11 —36a
OFAC Enforcement PrOCEAUIES ..........ccuiruiiriirieienieeiteieieeiteeeei ettt 11 —36b
KeY DETINITIONS ....veiiiieiiieiieiiesite ettt ettt et ettt et e st e sateeabe et e ebeeseesneas 11 —36b
Types of OFAC Responses to Apparent Violations...........cccueeeeveeerieencieeenieenveeenineenns 11— 36¢
General Factors Affecting Administrative ACHION .......cc.eevveerieerierienieiieereereeeeeieens 11 —36g
Penalties for Failure to Furnish Information or Keep Records .........cccoeevveciieciienennnnnns 11 —36l1
Pre-Penalty NOLICE .....occiieiiiieiie ettt ettt e et e s be e sbee e saeessveeesneenes 11 —36m
Penalty NOTICE .....vvieeiieeiie ettt ee ettt et e e et e estae e st e e esaeessseesnsaeessseesnsneenes 11 —36n
Amount of Civil PENAILY .......c.cocveriiiiieiieeie ettt es 11 —360
Base Category Calculation...........cooieriieiieiieieerieesee ettt 11 — 360
Adjustment for Applicable Relevant General Factors ..........ccccoceveeviieicieeenieenneens 11— 36q
Memoranda of Understanding Between OFAC and Bank Regulators ................... 11 —36r
OFAC Enforcement ACHONS .......cc.ueeeiiiiiiieeciieecieeetee et et e eieeeseveeeveeesereeseveeeeneeseveaas 11—37
Exhibit 11.1: Quantity of Risk Matrix for OFAC Procedures ............cccceevevveeneeennen. 11— 38
Exhibit 11.2: Summary Chart of Trade Restrictions and Penalties..............cccc.c..... 11—40
Exhibit 11.3: Sample OFAC POLICY .....ccovivieiieeiieieeeeiteese e 11 —44b
Exhibit 11.4: OFAC Internal Control QUesStionnaire ..............ccceeeveeeeecveeeeesuveeeeennen. 11 —47
Exhibit 11.5: NACHA’s “The ACH Network and OFAC Compliance”.................. 11—49
Exhibit 11.6: Annual Report of Blocked Property TD F 90-22.50.........cccoecvveevenneen. 11 —54
Exhibit 11.7: Voluntary Report of Blocked Transactions............cccecueeeeeieeieeieenen. 11— 57
Exhibit 11.8: Voluntary Report of Rejected Transactions..........cceeeveeeveeeciveernveennne. 11—59
Exhibit 11.9: Application for the Release of Blocked Funds TD F 90-22.54........... 11 —o6l
Exhibit 11.10: OFAC Inquiry Procedures...........ccccceerierirrieeieeieesieeieesieeeesiee s 11 — 64
Exhibit 11.11: OFAC AUQIt....eoiviieieieiiieiee ettt 11— 68
Exhibit 11.12: Memorandum of Understanding .............c.coveevreereerivenvenrenrennreennen. 11—76
Exhibit 11.13: OFAC Guidance on Release of Blocked Funds..........c.ccccceceenenee. 11—81

Part III: Appendixes

Appendixes

Appendix A
FAQs on 31 CFR Chapter X
(Available Only on CD)

XXX1



Bank Secrecy Act and Anti-Money Laundering Service

Appendix B
Treasury — Specially Designated Nationals and
Blocked Persons Master List Published by OFAC

Appendix C
Sanctions by Country or Targeted Group

Appendix D
SAR Activity Review — October 2011
(Available Only on CD)

Appendix E
Frequently Asked Questions About
Complying with the BSA and OFAC
(Available Only on CD)

Appendix F
U.S. Money Laundering Threat Assessment
(Available Only on CD)

Appendix G
OFAC Economic Sanctions Enforcement Guidelines
(Available Only on CD)

Appendix H
FinCEN Special Due Diligence Programs
for Certain Foreign Accounts
(Available Only on CD)

Appendix I
FinCEN Mortgage Loan Fraud Update
(Available Only on CD)

XXX1i



